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2YHUYLHZ

❚ ,QWURGXFWLRQ�
❚ 5HTXLUHPHQWV�
❚ ,QWURGXFWLRQ�WR
&U\SWRJUDSK\�

❚ &RPPRQ�7HFKQLTXHV�
❚ *60�6HFXULW\�
❚ �*33�8076�6HFXULW\�
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,QWURGXFWLRQ

❚ 6HFXULW\
❙ ,PSOLHV�WKH�SURWHFWLRQ�RI�³6XEVFULEHU´�$VVHWV�

❚ $XWKHQWLFDWLRQ�$QG�$FFHVV�&RQWURO
❙ ,PSOLHV�WKH�SURWHFWLRQ�RI�³1HWZRUN´�$VVHWV�
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6HFXULW\���:LUHG�9V�:LUHOHVV

❚ :LUHOHVV�0HGLXP�LV�D�XELTXLWRXV�VKDUHG
RQH�
❙ (DYHV�GURSSLQJ�FDQQRW�EH�SUHYHQWHG�
❙ 3UHVHQFH�RI�FRPPXQLFDWLRQ�GRHV�QRW�XQLTXHO\
LGHQWLI\�LWV�RULJLQDWRU�

❙ (DYHV�GURSSLQJ�FDQQRW�HYHQ�EH�GHWHFWHG��
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*HQHUDO�$UFKLWHFWXUH�RI�D�0RELOH
&RPPXQLFDWLRQ�6\VWHP
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6HFXULW\�5HTXLUHPHQWV

❚ 5HTXLUHPHQWV�IRU�(QG�8VHU�3ULYDF\�
❙ 3ULYDF\�RI�&DOO�6HWXS�,QIRUPDWLRQ�
❙ 3ULYDF\�RI�6SHHFK�
❙ 3ULYDF\�RI�'DWD�
❙ 3ULYDF\�RI�/RFDWLRQ�
❙ 3ULYDF\�RI�8VHU�,'�

❙ 3ULYDF\�RI�)LQDQFLDO�7UDQVDFWLRQV�
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5HTXLUHPHQWV��&RQWG����

❚ 6XSSRUW�IRU�5RDPLQJ�
❚ 'DWD�,QWHJULW\�
❚ 7KHIW�RI�6HUYLFH�RU�(TXLSPHQW�

❙ ³&ORQLQJ´�RI�(TXLSPHQW�
❙ 8VHU�,'¶V�DQG�SURYLVLRQLQJ�
❙ (TXLSPHQW�,GHQWLILHUV�
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5HTXLUHPHQWV��&RQWG����

❚ 3RZHU�%DQGZLGWK�&RPSXWDWLRQDO�8VDJH�
❙ /LPLWHG�&RPSXWDWLRQDO�&RPSOH[LW\�
❙ /LPLWHG�2XWSXWV�
❙ /LPLWHG�QXPEHU�RI�WUDQVDFWLRQV��IRU�$XWKHQWLFDWLRQ��

❚ 6\VWHP�/LIHWLPH�
❚ ([SRUW�&RQWURO�5HTXLUHPHQWV�

❙ ([SRUW�/LFHQVH�$SSURYDO�

❚ /DZ�(QIRUFHPHQW�5HTXLUHPHQWV�
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&U\SWRJUDSK\

❚ $�&U\SWRJUDSKLF
VXEV\VWHP�LV�UHTXLUHG�WR
VDWLVI\�WKH�VHFXULW\
UHTXLUHPHQWV�

❚ 7ZR�PDMRU�FDWHJRULHV�
❙ 6HFUHW�.H\�6\VWHPV�
❙ 3XEOLF�.H\�6\VWHPV�
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6HFUHW�.H\�6\VWHPV

❚ $�6LQJOH��6KDUHG��6HFUHW�.H\�EHWZHHQ�HQWLWLHV

plain text
Encryption

Key

cipher text

cipher text plain text
Decryption
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3XEOLF�.H\�6\VWHPV

❚ 7ZR�.H\V
❙ 3XEOLF�.H\��!�NQRZQ�WR�HYHU\RQH�
❙ 3ULYDWH�.H\��!�NQRZQ�RQO\�WR�WKH�UHVSHFWLYH�HQWLW\�

plain text
Encryption

Public Key

cipher text

cipher text plain text

Private Key

Decryption
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$XWKHQWLFDWLRQ��6HFUHW�.H\�6\VWHPV�

❚ &KDOOHQJH�5HVSRQVH�0HFKDQLVP�

A B

rA
Challenge

rA encrypted
with KAB

Response
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$XWKHQWLFDWLRQ��3XEOLF�.H\�6\VWHPV�

❚ 1R�QHHG�WR�VKDUH�VHFUHW�.H\V�ZLWK�RWKHUV�

A B

Encrypt r
using eB

Decrypt to r
using dB

 r

Challenge

Response
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'LJLWDO�6LJQDWXUHV

❚ 8VHG�IRU�9HULILFDWLRQ�3XUSRVHV�

plain text
Signing

Private Key

Signed
Message

Signed
Message

plain text

Public Key
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&RPPRQO\�8VHG�7HFKQLTXHV

❚ $XWKHQWLFDWLRQ�DQG�.H\�$JUHHPHQW��$.$��
❙ 3URYLVLRQLQJ�
❙ 5RDPLQJ�6XSSRUW�
❙ 9HULILFDWLRQ�DQG�&LSKHU�.H\�*HQHUDWLRQ�

❚ (QFU\SWLRQ�IRU�3ULYDF\�
❙ (QFU\SWLRQ�RI�XVHU�WUDIILF�XVLQJ�WKH�SUHYLRXVO\
JHQHUDWHG�FLSKHU�NH\�
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6HFUHW�.H\�6\VWHPV���3URYLVLRQLQJ

❚ *60���6,0��6XEVFULEHU�,GHQWLW\�0RGXOH��FDUGV���.L��
6HFUHW�.H\��

Home Network
 - Stores  Secrets (Ki) -

User
 - insert card -

Smart (SIM) Card

Buy Handset
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6HFUHW�.H\�6\VWHPV���3URYLVLRQLQJ

❚ 86'&���³$´�.H\�DQG�66'��6KDUHG�6HFUHW�'DWD��

Home Network
 - Stores  Secrets -
(A - Key and SSD)

User
 - Key Entry -

 "A" - Key
(via U.S Mail)

Buy Handset
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6HFUHW�.H\�6\VWHPV���5RDPLQJ�6XSSRUW

Home Location Register

Visitor Location Register

Registration

GSM
Per-call user data

- Challenge -
- Response -
- Crypto Key -

USDC
Per-registration user

data
- SSD -

User Roams
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9HULILFDWLRQ�DQG�6HVVLRQ�.H\
(VWDEOLVKPHQW

❚ &KDOOHQJH���5HVSRQVH�0HFKDQLVP�
❚ 86'&

❙ ���ELW�EURDGFDVW�JOREDO�FKDOOHQJH�
❙ 0RELOH����UHVSRQVH���FDOO�VHWXS�LQIRUPDWLRQ��
❙ 9HULILFDWLRQ�E\�6HUYLQJ�1HWZRUN�XVLQJ�66'�
❙ &LSKHU�.H\�*HQHUDWLRQ�
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3XEOLF�.H\�6\VWHPV

Certification Authority (CA)

Buy Phone

Subscriber

All Serving Networks
(Home/Visited)

Certificate

Information Information

Certificate

Register, exchange certificates, compute local user-
specific data for Access Control
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*60�6HFXULW\

BSC

BSC
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BTS

BTS
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BTS

MSC
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MSC
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etc...SIM
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*60�6HFXULW\���

❚ 6,0���6XEVFULEHU�,GHQWLW\�0RGXOH�
❙ 3HUPDQHQW���,06,��.L��$���$��
❙ 7HPSRUDU\���706,��/$,��.F�

❚ +/5���+RPH�/RFDWLRQ�5HJLVWHU�
❙ 6XEVFULEHU�VSHFLILF�SDUDPHWHUV��.L��,06,�������

❚ $X&���$XWKHQWLFDWLRQ�&HQWHU�
❙ &DOFXODWLRQ�RI�$XWKHQWLFDWLRQ�5HODWHG�3DUDPHWHUV�

❚ 9/5���9LVLWRU�/RFDWLRQ�5HJLVWHU�
❙ 5RDPLQJ�8VHUV���706,��.[��/$,��«�

❚ (,5���(TXLSPHQW�,GHQWLW\�5HJLVWHU�
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*60�6HFXULW\�)HDWXUHV

❚ 6XEVFULEHU�,GHQWLW\�&RQILGHQWLDOLW\�
❙ 3URWHFWLRQ�RI�VXEVFULEHU�,'�

❚ 6XEVFULEHU�,GHQWLW\�$XWKHQWLFDWLRQ�
❙ 3URWHFWLRQ�RI�1HWZRUN�$VVHWV�IURP�XQDXWKRUL]HG�XVH�

❚ 8VHU�'DWD�&RQILGHQWLDOLW\�RQ�3K\VLFDO�&RQQHFWLRQ�
❙ 3URWHFWLRQ�RI�8VHU�6SHHFK�GDWD�

❚ &RQQHFWLRQOHVV�8VHU�'DWD�&RQILGHQWLDOLW\�
❙ 3URWHFWLRQ�RI�/��FRQQHFWLRQOHVV�8VHU�GDWD�

❚ 6LJQDOLQJ�,QIRUPDWLRQ�(OHPHQW�&RQILGHQWLDOLW\�
❙ 3URWHFWV�VHQVLWLYH�VLJQDOLQJ�LQIRUPDWLRQ�
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6XEVFULEHU�,GHQWLW\�&RQILGHQWLDOLW\

❚ ,PSOHPHQWHG�XVLQJ�7HPSRUDU\�,GHQWLWLHV��706,��
❚ 3UHYHQWV�ORQJ�WHUP�LPSHUVRQDWLRQ�
❚ 706,���ORFDO�VLJQLILFDQFH�RQO\�
❚ �706,��/$,����LGHQWLILHV�D�PRELOH�
❚ 706,���DOORFDWHG�GXULQJ�HDFK�ORFDWLRQ�XSGDWH�

❚ +/5�PXVW�EH�QRWLILHG�RI�WKH�XSGDWH�
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6XEVFULEHU�,GHQWLW\�$XWKHQWLFDWLRQ

❚ 6HFUHW�.H\�$XWKHQWLFDWLRQ
�&KDOOHQJH�5HVSRQVH
0HFKDQLVP�

❚ +/5��!�$XWKHQWLFDWLRQ
9HFWRUV��!�9/5�

❚ $XWKHQWLFDWLRQ�9HFWRU
�7ULSOHW�
❙ &KDOOHQJH��5$1'��
❙ 5HVSRQVH��65(6��
❙ &U\SWR�.H\��.F��
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�*��*60��6HFXULW\�:HDNQHVVHV

❚ $WWDFNV�XVLQJ�D�IDOVH�%76�LV�SRVVLEOH�
❚ 7UDQVPLVVLRQ�RI�FLSKHU�NH\V�LQ�FOHDU�ZLWKLQ�QHWZRUNV�
❚ $EVHQFH�RI�GDWD�LQWHJULW\�
❚ /DFN�RI�VFDODELOLW\�DQG�IOH[LELOLW\�
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�*33�8076�6HFXULW\

RNC

RNC

HLR

Node B

Node B

Node B

Node B

MSC/VLR
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�*�6HFXULW\�$UFKLWHFWXUH

❚ 1HWZRUN�$FFHVV�6HFXULW\�
❚ 1HWZRUN�'RPDLQ�6HFXULW\�
❚ 8VHU�'RPDLQ�6HFXULW\�
❚ $SSOLFDWLRQ�'RPDLQ�6HFXULW\�
❚ 9LVLELOLW\�DQG�&RQILJXUDELOLW\�RI�6HFXULW\�
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1HWZRUN�$FFHVV�6HFXULW\

❚ 8VHU�,GHQWLW\�&RQILGHQWLDOLW\�
❙ 8VLQJ�708,V��OLNH�*60��

❚ $XWKHQWLFDWLRQ�RI�8VHUV�
❙ $GGLWLRQDO�SDUDPWHU�µ$871¶�WR�YHULI\�WKH�%76�

❚ 8VHU�'DWD�&RQILGHQWLDOLW\�
❙ &LSKHU�.H\��.F��

❚ 'DWD�,QWHJULW\
❙ 8VLQJ�D�,QWHJULW\�.H\��,.��DQG�DQ�LQWHJULW\�$OJRULWKP�

❚ 0RELOH�(TXLSPHQW�,GHQWLILFDWLRQ�
❙ ,0(,��,QWHUQDWLRQDO�0RELOH�(TXLSPHQW�,GHQWLILHU��
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�*�6HFXULW\�$UFKLWHFWXUH���

❚ 1HWZRUN�'RPDLQ�6HFXULW\�
❙ ��/D\HUHG�6HFXULW\�$UFKLWHFWXUH�
❙ 3URYLGHV�IRU�

❘ 1HWZRUN�HOHPHQW�DXWKHQWLFDWLRQ�
❘ 6LJQDOLQJ�'DWD�&RQILGHQWLDOLW\��EHWZHHQ�1HWZRUNV��
❘ 'DWD�,QWHJULW\�
❘ )UDXG�,QIRUPDWLRQ�*DWKHULQJ�6\VWHP�

❚ 8VHU�'RPDLQ�6HFXULW\�
❙ 6HFUHW�VKDUHG�EHWZHHQ�8VHU�DQG�86,0�
❙ 6HFUHW�VKDUHG�EHWZHHQ�7HUPLQDO�DQG�86,0�



1/1/01 Vijaya Chandran Ramasami 31

�*�6HFXULW\�$UFKLWHFWXUH����

❚ $SSOLFDWLRQ�'RPDLQ�6HFXULW\
❙ 86,0�$SSOLFDWLRQ�7RRONLW�
❙ 3URYLGHV�IRU�$SSOLFDWLRQ�OHYHO�DXWKHQWLFDWLRQ�

❚ 6HFXULW\�9LVLELOLW\�DQG�&RQILJXUDELOLW\�
❙ ,QGLFDWLRQ�RI�6HFXULW\�IHDWXUHV�WR�WKH�XVHU�
❙ &RQILJXUDWLRQ�RI�6HFXULW\�

❘ (QDEOLQJ�'LDEOLQJ�8VHU�86,0�$XWKHQWLFDWLRQ�
❘ $FFHSWLQJ�5HMHFWLQJ�LQFRPLQJ�QRQ�FLSKHUHG�FDOOV�
❘ 6HWWLQJ�XS�QRW�6HWWLQJ�XS�QRQ�FLSKHUHG�FDOOV�
❘ $FFHSWLQJ�5HMHFWLQJ�WKH�XVH�RI�FHUWDLQ�FLSKHULQJ�DOJRULWKPV�
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&RQFOXVLRQ

❚ 7KH�LVVXH�RI�6HFXULW\�LQ�:LUHOHVV�1HWZRUNV�KDV�EHHQ
DGGUHVVHG�ULJKW�IURP�LWV�LQIDQF\�

❚ 6HFXULW\�LQ�3XEOLF�:LUHG�1HWZRUNV�LV�MXVW�D�SDWFK�ZRUN
HIIHFW�WR�XQFRYHU�GLVFRYHUHG�VHFXULW\�KROHV�

❚ &RQFOXVLRQ�""
❙ ,Q�WKH�QHDU�IXWXUH��:LUHG�1HWZRUNV�FDQ�QHYHU�EH�DV�VHFXUH�DV

:LUHOHVV�1HWZRUNV���
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5HIHUHQFHV�$GGLWLRQDO�5HDGLQJ

❚ &KDUOLH�.KDXIPDQ��5DGLD�3HDUOPDQ��0LNH�6SHFLQHU��³1HWZRUN�6HFXULW\��
35,9$7(�&RPPXQLFDWLRQ�LQ�D�38%/,&�:RUOG´��3UHQWLFH�+DOO�

❚ ,(((�3HUVRQDO�&RPPXQLFDWLRQV�0DJD]LQH��$XJ������LVVXH�
❚ *60�'RFXPHQWV��KWWS���ZHEDSS�HWVL�RUJ�SGD�4XHU\)RUP�DVS�

❙ *60���������6HFXULW\�$VSHFWV�
❙ *60���������6HFXULW\�5HODWHG�1HWZRUN�)XQFWLRQV�
❙ *60���������6,0�

❚ �*33�'RFXPHQWV��KWWS���ZZZ��JSS�RUJ�IWS�6SHFV�'HFHPEHUB����
❙ 2YHUYLHZ���+DUUL�+ROPD��$QWWL�7RVNDOD��³:&'0$�RYHU�8076´��-RKQ�:LOH\�	�6RQV
❙ �*�76����������6HFXULW\�$UFKLWHFWXUH�
❙ �*�76����������6HFXULW\�7KUHDWV�DQG�5HTXLUHPHQWV�
❙ �*�76����������6HFXULW\�3ULQFLSOHV�DQG�2EMHFWLYHV�
❙ �*�76����������$�*XLGH�WR��UG�*HQHUDWLRQ�6HFXULW\�
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$Q\�4XHVWLRQV�"


