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About This Book

N

Welcome to MCSE SelfPaced Training Kit (Exam 70-293): Planning and Maintaining
a Microsoft Windows Server 2003 Network Infrastructure, Second Edition. In this book,
you study some of the more advanced applications, protocols, and services included
with Windows Server 2003 with Service Pack 1 (SP1) and learn how to use them to cre-
ate a network that is both efficient and secure. For many of these applications, proto-
cols, and services, implementing them on a network consists of a good deal more than
just running an installation program or configuring a few parameters; many of them
require careful planning and continual maintenance once you have completed the ini-
tial implementation. This book covers all these phases of the implementation process,
so you learn all the relevant information about each network infrastructure component.

Planning The 70-293 exam includes simulation questions. Simulating a computer running
the Windows Server 2003 operating system, these challenging questions provide you with a
virtual computer interface through which you need to perform a number of administrative pro-
cedures. A simulation question presents a scenario with a list of requirements that you must
translate into a set of procedures to perform. For a demonstration of a simulation, see the
“Answering Simulation Questions” demo on the companion CD.

Intended Audience

This book was developed for information technology (IT) professionals who plan to take
the related Microsoft Certified Professional (MCP) exam 70-293, Planning and Maintain—
ing a Microsoft Windows Server 2003 Network Infrastructure, as well as IT professionals
who design, implement, and maintain networks based on Microsoft Windows Server
2003 SP1 and its related technologies.

Note Exam skills are subject to change without prior notice and at the sole discretion of
Microsoft.

Prerequisites

The MCSE 70-293 exam and this training kit do not have any official prerequisites, but
students should have the following:

B At least one year of experience implementing and administering a Microsoft
Windows network with the following characteristics: 250 to 5,000 or more users,

XXV
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at least three physical locations, a minimum of three Active Directory domain
controllers, and a variety of network services and resources, such as file and
print servers, client/server applications, Internet access, and remote access

At least one year of experience implementing and maintaining desktop operating
systems

Experience planning and designing networks

About the CD-ROM

For your use, this book includes a companion CD-ROM. This CD-ROM contains a vari-
ety of informational aids to complement the book content:

@

The Microsoft Press Readiness Review Suite Powered by MeasureUp. This suite of
practice tests and objective reviews contains questions of varying degrees of com-
plexity and offers multiple testing modes. You can assess your understanding of
the concepts presented in this book and use the results to develop a learning plan
that meets your needs.

An electronic version of this book (eBook). For information about using the
eBook, see the section “The eBook” later in this introduction.

Lab files that you use to complete exercises in this training Kkit.

Sample chapters from several Microsoft Press books that give you additional infor-
mation about Windows Server 2003 and introduce you to other resources that are
available from Microsoft Press.

An overview of Windows Server 2003 Service Pack 1 and Windows Server 2003 R2.
A free demo: “Answering Simulation Questions.”
A demo and a simulation that introduce you to Shadow Copies.

Bonus material including white papers and links to a free e-learning course and
clinic.

Two additional CD-ROMs contain a 180-day Evaluation Edition of Microsoft Windows
Server 2003 with SP1 and R2, Enterprise Edition. You will use SP1 to complete this
training kit. R2 is for your reference only; do not install R2 until you have completed
the training kit exercises.

Important The 180-day Evaluation Edition provided with this training kit is not the full retail
product and is provided only for the purposes of training and evaluation. Microsoft Technical
Support does not support this Evaluation Edition.
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For additional support information regarding this book and the CD-ROM (including
answers to commonly asked questions about installation and use), visit the Microsoft
Press Technical Support Web site at http.//www.microsoft.com/learning/suppori/books/.
You can also e-mail tkinput@microsoft.com or send a letter to Microsoft Press, Attention:
Microsoft Press Technical Support, One Microsoft Way, Redmond, WA 98052-6399.

Features of This Book

This book has two parts. Use Part 1 to learn at your own pace and practice what you've
learned with practical exercises. Part 2 contains questions and answers that you can
use to test yourself on what you've learned.

Part 1: Learn at Your Own Pace

Each chapter identifies the exam objectives that are covered in the chapter, provides an
overview of why the topics matter by explaining how the information applies in the
real world, and lists any prerequisites that must be met to complete the lessons pre-
sented in the chapter.

The chapters contain a set of lessons. Lessons contain practices that include one or
more hands-on exercises. These exercises give you an opportunity to use the skills
being presented or explore the part of the application being described. Each lesson
also has a set of review questions to test your knowledge of the material covered in
that lesson.

After the lessons, you are given an opportunity to apply what you've learned in a case
scenario exercise. In this exercise, you work through a multistep solution for a realistic
case scenario. You are also given an opportunity to work through a troubleshooting lab
that explores difficulties you might encounter when applying what you’ve learned on
the job.

Each chapter ends with a summary of key concepts and a short section listing key top-
ics and terms that you need to know before taking the exam, summarizing the key
learning points with a focus on the exam.

Real World Helpful Information

You will find sidebars like this one, which contain related information you might
find helpful. “Real World” sidebars contain specific information gained through
the experience of IT professionals just like you.
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Part 2: Prepare for the Exam

i

Part 2 helps to familiarize you with the types of questions that you will encounter on
the MCP exam. By reviewing the objectives and the sample questions, you can focus
on the specific skills that you need to improve before taking the exam.

See Also For a complete list of Microsoft certification exams and their related objectives,
go to http;//www.microsoft.com/learning/mcp/default.asp.

Part 2 is organized by the exam’s objectives. Each chapter covers one of the primary
groups of objectives, called Objective Domains. Each chapter lists the tested skills you
must master to answer the exam questions and includes a list of further reading to
help you improve your ability to perform the tasks or use the skills specified by the
objectives.

Within each Objective Domain, you will find the related objectives that are covered on
the exam. Each objective provides you with several practice exam questions. The
answers are accompanied by explanations of each correct and incorrect answer.

On the CD These questions are also available on the companion CD as a practice test.

Informational Notes

Several types of reader aids appear throughout the training Kkit.

Tip contains methods of performing a task more quickly or in a not-so-obvious way.
Important contains information that is essential to completing a task.

Note contains supplemental information.

Caution contains valuable information about possible loss of data; be sure to read
this information carefully.

B Warning contains critical information about possible physical injury; be sure to
read this information carefully.

B See Also contains references to other sources of information.

B Planning contains hints and useful information that should help you plan the
implementation.

B Security Alert highlights information you need to know to maximize security in
your work environment.

m Exam Tip flags information you should know before taking the certification exam.

m Off the Record contains practical advice about the real-world implications of
information presented in the lesson.
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Notational Conventions

The following conventions are used throughout this book.

Characters or commands that you type appear in bold type.

Italic in syntax statements indicates placeholders for variable information. Italic is
also used for newly introduced terms and book titles.

Names of files and folders appear in Title caps, except when you are to type them
directly. Unless otherwise indicated, you can use all lowercase letters when you
type a file name in a dialog box or at a command prompt.

File name extensions appear in all lowercase.
Acronyms appear in all uppercase.

Monospace type represents code samples, examples of screen text, or entries that
you might type at a command prompt or in initialization files.

Square brackets [ ] are used in syntax statements to enclose optional items. For
example, [filename] in command syntax indicates that you can choose to type a
file name with the command. Type only the information within the brackets, not
the brackets themselves.

Braces { } are used in syntax statements to enclose required items. Type only the
information within the braces, not the braces themselves.

Keyboard Conventions

A plus sign (+) between two key names means that you must press those keys at
the same time. For example, “Press ALT+TAB” means that you hold down ALT while
you press TAB.

A comma (,) between two or more key names means that you must press each of
the keys consecutively, not together. For example, “Press ALT, F, X” means that you
press and release each key in sequence. “Press ALT+W, L” means that you first
press ALT and W at the same time, and then release them and press L.

Getting Started

This training kit contains hands-on exercises to help you learn about the networking fea-
tures of Windows Server 2003 with SP1, Enterprise Edition. Use this section to prepare
your self-paced training environment. Your environment should meet the system require-
ments listed at http.//www.microsoft.com/windowsserver2003/evaluation/sysreqs/default
MSPX.
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Caution Several exercises require you to make changes to the computer running Windows
Server 2003 SP1, which can have undesirable results if the system is used for other purposes
or is connected to a production network. It is strongly recommended that you create a new
Windows Server 2003 SP1 installation on your computer using the 180-day Evaluation Edition
of the operating system provided on the CD-ROM (CD1 only). If the computer is connected to a
network, check with your network administrator before attempting these exercises.

Hardware Requirements

Each computer must have the following minimum hardware configuration.

Minimum CPU: 133 MHz processor (550 MHz is recommended)
Minimum RAM: 128 MB (256 MB is recommended)
Hard disk space for setup: 1.5 GB to 2.0 GB

CD-ROM or DVD-ROM drive

|
|
|
B Display monitor capable of 800 x 600 resolution or higher
|
B Microsoft Mouse or compatible pointing device

|

Network interface adapter (optional)

Software Requirements

Q@

The following software is required to complete the procedures in this training Kkit:

m Windows Server 2003 SP1, Enterprise Edition (A 180-day Evaluation Edition of
Windows Server 2003 with SP1 and R2, Enterprise Edition, is included with this
training kit.)

Caution The 180-day Evaluation Edition provided with this training kit is not the full retail
product and is provided only for the purposes of training and evaluation. Microsoft Technical
Support does not support these Evaluation Editions. For additional support information
regarding this book and the CD-ROMs (including answers to commonly asked questions
about installation and use), visit the Microsoft Press Technical Support Web site at http:
//Www .microsoft.com/learning/support/books. You can also e-mail tkinput@microsoft.com or
send a letter to Microsoft Press, Attn: Microsoft Press Technical Support, One Microsoft Way,
Redmond, WA 98502-6399.
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Set up your computer according to the manufacturer’s instructions. Then install Windows
Server 2003 SP1, Enterprise Edition, according to the instructions provided on the instal-

lation CD-ROM.

Important The Evaluation Edition software provided with this training includes Service Pack 1.
Install Service Pack 1 (CD1) to complete the exercises in this training kit. Do not install R2 (CD2)
until you have completed the exercises. This version of R2 is for your reference only. It is not cov-
ered in the 70-293 exam and, therefore, is not covered in this training kit.

Use the following table during installation to help you configure the Windows Setup

parameters.

Windows Setup Wizard page

Settings

Regional And Language Options
Personalize Your Software

Your Product Key

Licensing Modes

Computer Name And Administrator
Password

Modem Dialing Information
Date And Time Settings
Networking Settings

Workgroup Or Computer Domain

Default (English)
Enter your name and organization.

Enter the product key provided with the Windows Server
2003 SP1 CD-ROM.

Default

Computer Name: ServerO1

Administrator Password:

(enter a strong password of your choice)

Default

Your date, time, and time zone

Custom Settings

IP Address: 10.0.0.1

Subnet Mask: 255.0.0.0
Preferred DNS Server: 10.0.0.1

Default (Workgroup named “WORKGROUP”)

Caution

If your computers are connected to a larger network, you must verify with your net-

work administrator that the computer names, domain name, and other information used in
setting up your system as described in this section does not conflict with network operations.
If it does conflict, ask your network administrator to provide alternative values and use those
values throughout the exercises in this book.
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Setup for Practice Exercises

After you complete the Windows Server 2003 SP1 installation, complete the following
configuration steps to prepare your computer for the practice exercises in the lessons.

1. Create a folder called Windist on your computer’s system drive. Then, copy the con-
tents of the 1386 folder on the Windows Server 2003 SP1 CD-ROM to the Windist
folder.

2. Use the Manage Your Server page (which appears by default after you log on to
the computer for the first time) to add the domain controller role to the server.
This installs the Active Directory, DHCP, and DNS services on the computer. The
procedure is as follows:

a.

b.

k.

On the Manage Your Server page, click the Add Or Remove A Role hyperlink.
The Preliminary Steps page appears.

Click Next. The Configure Your Server Wizard analyzes the computer. When
the analysis completes, the Configuration Options page appears.

. Click the Typical Configuration For A First Server option button, and then

click Next. The Active Directory Domain Name page appears.

. In the Active Directory Domain Name text box, type contoso.com, and then

click Next. The NetBIOS Name page appears.

. Click Next to accept the default DNS and NetBIOS domain names. The For-

warding DNS Queries page appears.

. Click No, Do Not Forward Queries, and then click Next. The Summary Of

Selections page appears.

. Click Next to accept your selections. A Configure Your Server Wizard message

box appears.

. Click OK to begin the installation process. After a few minutes, the computer

restarts.

. Log on as Administrator. The Server Configuration Progress page appears to

continue the installation process.

. When the installation is complete, click Next, and then click Finish in the This

Server Is Now Configured page.

Close the Manage Your Server window.

3. Install the Microsoft Loopback Adapter (a virtual network interface adapter) using
the following procedure:

a.

b.

From Control Panel, display the Add Hardware Wizard.

Click Next to begin the search for new hardware. The Is The Hardware Con-
nected? page appears.
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c. Click Yes, I Have Already Connected The Hardware, and then click Next. The
Following Hardware Is Already Installed On Your Computer page appears.

d. Scroll down in the Installed Hardware list, select Add A New Hardware
Device, and then click Next. The Wizard Can Help You Install Other Hard-
ware page appears.

e. Select the Install The Hardware That I Manually Select From A List
(Advanced) option button, and then click Next. The From The List Below,
Select The Type Of Hardware You Are Installing page appears.

f. Scroll down in the Common Hardware Types list, click Select Network Adapt-
ers, and then click Next. The Select Network Adapter page appears.

g. Select Microsoft in the Manufacturer list and Microsoft Loopback Adapter in
the Network Adapter list, and then click Next. The Wizard Is Ready To Install
Your Hardware page appears.

h. Click Next again to install the adapter driver.

i. When the Completing The Add Hardware Wizard page appears, click Finish
to complete the installation.

4. Rename the icons in the Network Connections window, using the following
procedure:

a. Right-click the Local Area Connection icon (corresponding to the network
interface adapter in the computer), select Rename from the shortcut menu,
and rename it LAN Connection.

b. Right-click the Local Area Connection 2 icon (corresponding to the Microsoft
Loopback Adapter you just installed), select Rename from the shortcut menu,
and rename it WAN Connection.

See Also If you do not have a network interface adapter installed in your computer, you can
repeat the procedure in Step 3 twice to install two Microsoft Loopback Adapters, and then
rename the two Local Area Connection icons as described here.

The Microsoft Press Readiness Review Suite

The CD-ROM includes a practice test consisting of 300 sample exam questions and an
objective review with an additional 125 questions. Use these tools to reinforce your
learning and identify any areas where you need to gain more experience before taking
the exam.

To install the practice test and objective review

1. Insert the companion CD-ROM into your CD-ROM drive.
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Note If AutoRun is disabled on your machine, refer to the Readme.txt file on the CD-ROM.

2. Click Readiness Review Suite on the user interface menu and follow the prompts.

The eBook

The companion CD includes an electronic version of this training kit, as well as bonus
material, including sample chapters from several Microsoft Press books and relevant
white papers. The eBook and bonus materials are in Portable Document Format (PDF)
and can be viewed using Adobe Reader (bttp.//www.adobe.com).

To use the eBook

1. Insert the companion CD into your CD-ROM drive.
Note If AutoRun is disabled on your computer, refer to the Readme.txt file on the CD.

2. Click eBook on the user interface menu and follow the prompts. You can also
review any of the other PDF files that are provided for your use.

The Microsoft Certified Professional Program

|

The Microsoft certifications provide the best method for proving your command of cur-
rent Microsoft products and technologies. The exams and corresponding certifications
are developed to validate your mastery of critical competencies as you design and
develop, or implement and support, solutions with Microsoft products and technolo-
gies. Computer professionals who become Microsoft certified are recognized as experts
and are sought after industry-wide. Certification brings a variety of benefits to the indi-
vidual and to employers and organizations.

See Also For a full list of Microsoft certifications, go to http://www.microsoft.com/learning
/itpro/default.asp.

Technical Support

Every effort has been made to ensure the accuracy of this book and the contents of the
companion CD. If you have comments, questions, or ideas regarding this book or the
companion disc, please send them to Microsoft Press using either of the following
methods:
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E-mail: tkinput@microsoft.com

Postal Mail: ~ Microsoft Press
Attn: MCSE SelfPaced Training Kit (Exam 70293): Planning and
Maintaining a Microsoft Windows Server 2003 Network Infrastructure,
Second Edition, Editor
One Microsoft Way
Redmond, WA 98052-6399

For additional support information regarding this book and the CD-ROM (including
answers to commonly asked questions about installation and use), visit the Microsoft
Press Technical Support Web site at bttp.//www.microsoft.com/learning/support/books/.
To connect directly to the Microsoft Press Knowledge Base and enter a query, visit hitp:
//www.microsoft.com/mspress/suppori/search.asp. For support information regarding
Microsoft software, please connect to hitp.//support.microsoft.com/.

Evaluation Edition Software Support

Q)

The 180-day Evaluation Edition provided with this training is not the full retail product
and is provided only for the purposes of training and evaluation. Microsoft and
Microsoft Technical Support do not support this Evaluation Edition.

Caution The Evaluation Edition of Windows Server 2003 with SP1 and R2, Enterprise Edi-
tion, that is included with this book should not be used on a primary work computer. The Eval-
uation Edition is unsupported. For online support information relating to the full version of
Windows Server 2003 R2, Enterprise Edition, that might also apply to the Evaluation Edition,
you can connect to http://support.microsoft.com/.

Information about any issues relating to the use of this Evaluation Edition with this train-
ing kit is posted to the Support section of the Microsoft Press Web site (htip://www
.microsoft.com/learning/support/books/ ). For information about ordering the full version
of any Microsoft software, please call Microsoft Sales at (800) 426-9400 or visit http.//www
.microsoft.com.
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1 Planning a Network
Topology

Exam Objectives in this Chapter:
m Plan and modify a network topology.
m Plan the physical placement of network resources.

m Identify network protocols to be used.

Why This Chapter Matters

This chapter introduces some of the most basic decisions you must make when
designing a network for a particular organization at a particular site. As a network
designer, you are responsible for determining the requirements of the network’s
users, administrators, and owners, and then for creating a network plan that
attempts to fulfill them all. This chapter is by no means a complete survey of the
network design process, but it does demonstrate how certain design decisions have
profound repercussions for network planning, implementation, and maintenance.

For example, understanding the properties of the various network media in use
today, as summarized in this chapter, helps you understand which medium is best
suited to a particular network installation. The choice of medium can be based on
the physical nature of the site where the network will be installed, or on the
requirements of the network users, or more likely both.

When creating a network design, comprehensive documentation is vital, both for
the benefit of the people who will install the network and for those who will
maintain it later. This chapter specifies some of the most important information
you should include in a network blueprint and indicates how the networking
components you choose affect what information you should provide.

Lessons in this Chapter:

B Lesson 1: Windows Server 2003 and the Network Infrastructure .. ......... 1-5
B Lesson 2: Selecting Data-Link Layer Protocols. ... ....... ... ... ... .... 1-12
B Lesson 3: Selecting Network/Transport Layer Protocols. . .. ............. 1-25
B Lesson 4: Locating Network Resources. . .. ......................... 1-31

1-3



14 Chapter 1 Planning a Network Topology
Before You Begin

Although it contains some introductory information, this chapter assumes at least a per-
functory knowledge of computer networking, such as the basic physical components
of a network and how protocols such as Ethernet and Transmission Control Protocol/
Internet Protocol (TCP/IP) contribute to network communications.
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Lesson 1: Windows Server 2003 and the Network
Infrastructure

A network infrastructure is a set of physical and logical components that provide con-
nectivity, security, routing, management, access, and other integral features on a net-
work. During a network’s planning phase, engineers select the hardware and software
components that will compose the network infrastructure and specify the particular
location, installation, and configuration of those components.

After this lesson, you will be able to

B Understand the difference between a network’s physical infrastructure and its logical
infrastructure

B Describe the network infrastructure planning process
B Understand the process of implementing a network infrastructure plan
W List the tasks involved in maintaining a network infrastructure

Estimated lesson time: 15 minutes

What Is a Network Infrastructure?

In most cases, the elements of a network infrastructure are both inherited and
designed. If you are building a network that will be connected to the Internet, for
example, certain aspects of the network, such as the use of the TCP/IP protocol suite,
are inherited from the Internet. Other network elements, such as the physical layout of
basic network components, are chosen by design when the network is first conceived
and are then inherited by later versions of the network as it evolves. It is rare for an
engineer to have the opportunity to design a network from scratch, with no pre-exist-
ing influences. Nearly always, the engineer must incorporate some existing elements
into the network design, such as specific applications, operating systems, protocols, or
hardware components.

Implementing a network infrastructure is the process of evaluating, purchasing, and
assembling the specified components, and installing them in the manner prescribed by
the design plan. The implementation process begins with engineers installing the net-
work’s hardware infrastructure, including computers, cables, and connectivity devices
such as hubs, switches, and routers, as well as printers and other peripherals. After the
hardware is in place, the engineers install and configure the operating systems, appli-
cations, and other software.

The operating systems running on the computers are the primary software components
in the network infrastructure, because they incorporate the protocols and other rou-
tines that make network communications possible. In addition to the standard commu-
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nication protocols common to all network operating systems, the Microsoft Windows
Server 2003 family also includes a collection of applications and services that imple-
ment important security and special communications capabilities on the network.

The significance of the network infrastructure does not end when the construction of
the network is complete, however. The personnel responsible for maintaining the net-
work must have an intimate knowledge of the network’s infrastructure to expand the
network, perform upgrades, and troubleshoot problems. The 70-293 exam tests your
knowledge of how the infrastructure affects the planning, implementation, and main-
tenance of a medium-to-large network, and of how Windows Server 2003 functions as
a part of that infrastructure.

Physical Infrastructure

A network’s physical infrastructure is its topology—the physical design of the net-
work—along with hardware components such as cabling, routers, switches, hubs, serv-
ers, and workstations. The hardware you select when planning the network’s physical
infrastructure is frequently dependent on elements of the network’s logical infrastruc-
ture. For example, if you decide to use Ethernet for your network’s data-link layer pro-
tocol, you are limited to certain specific cable types supported by Ethernet, and the
network’s connectivity components—hubs, routers, and switches—must be designed
for use with Ethernet as well.

For a small network, the physical infrastructure can be very simple—computers, a hub,
and a few cables are generally all you need. For medium-to-large networks, however,
the physical infrastructure can be extraordinarily complex. In addition to a large fleet of
computers, a vast system of cables, and multiple interconnected hubs, the network
might require routers or switches to connect segments, plus the additional components
needed to support Internet connections, remote client access, wide area connections to
other sites, or wireless connectivity.

The hardware used to implement these additional technologies is various and always
relates to the network’s logical infrastructure. For example, to connect the Ethernet
local area network (LAN) in the company headquarters to the Ethernet LAN in a branch
office, you must choose a different data-link layer protocol for the wide area network
(WAN) connection (such as Point-to-Point Protocol), as well as a different network
medium (such as a dial-up or a T-1 connection), and you must be sure that the hard-
ware and software on both LANs support the WAN technology you choose.

See Also For more information on WAN connections, see Lesson 1 in Chapter 3, “Planning
Internet Connectivity,” and Lesson 1 in Chapter 5, “Using Routing and Remote Access.”
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Exam Tip Familiarity with the physical infrastructure of a network is prerequisite knowledge
for the 70-293 exam. You should be familiar with the functions of all the basic hardware com-
ponents and how to connect them to construct a network.

Logical Infrastructure

A network’s logical infrastructure comprises the many software elements that connect,
manage, and secure hosts on the network. The logical infrastructure allows communi-
cation between computers over the pathways described in the physical topology. The
logical infrastructure of a network consists of both abstract software elements, such as
networking protocols, and concrete elements, such as specific software products.

For example, when designing the infrastructure for a medium-to-large network, you
will probably decide to use the TCP/IP protocols for network and transport-layer com-
munications. At this stage of planning, TCP/IP is considered to be an abstract element
because you can implement the protocols using any one of several software products.
After deciding on the abstract element, you must also select the concrete element you
will use to implement that abstract element. After deciding to use TCP/IP, for example,
you might then select the TCP/IP implementation found in the Microsoft Windows
operating systems.

In addition to basic communication protocols such as TCP/IP, the abstract elements of
the logical infrastructure can include security technologies such as digital certificates
and the IP Security (IPSec) protocols. Various types of concrete elements can imple-
ment these abstract elements.

Planning For a network based on Windows Server 2003, most concrete elements needed
in a typical infrastructure are realized in the operating system itself. In other cases, you
might need to implement protocols and abstract security components as separate software
products.

Windows Server 2003 includes a large number of optional protocols and services, and
deciding which of those protocols and services you want to use is also part of the log-
ical infrastructure design process. In some cases, you might decide to use a third-party
product rather than an operating system component. For example, Windows Server
2003 includes a backup software program of its own, but you might decide one of the
other network backup software products on the market offers additional features that
you need.
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Planning a Network Infrastructure

Planning the infrastructure is by far the most complicated part of building a network
because during this phase you create the blueprint you will use to implement the
network and maintain it later. A complete network infrastructure plan consists of a
great deal more than a physical infrastructure layout and a list of hardware and soft-
ware products. To plan the infrastructure properly, a network designer must consider
the requirements of the network’s users, its owners, and its hardware and software
components.

A basic question the network designer has to ask is: What tasks do the network users
have to accomplish? Answering this question requires the designer to define the types
of communications the users need and the software they need to accomplish their
tasks. However, the process is not as simple as selecting an application. The users’
needs can affect many aspects of the network infrastructure.

For example, if the network has users who must be able to view video streamed from
the Internet in real time, the ramifications for the network infrastructure design go well
beyond the selection of an application that can display a video stream. The designer
must also consider other elements, such as the bandwidth that streaming video con-
sumes on the local network and the speed of the Internet connection needed to sup-
port the application.

In addition to selecting applications, a network designer must also be conscious of the
services the network’s users need for their computers to function properly.

Exam Tip A large part of the 70-293 exam is devoted to the planning, implementation, and
maintenance of Windows Server 2003 services, such as the DHCP Server service, the DNS
Server service, and the Windows Internet Name Service (WINS) service. The planning process
for services like these involves not only determining whether to use them, but also designing
an IP addressing strategy and a Domain Name System (DNS) namespace, both of which are
complex issues covered in depth in Chapter 2, “Planning a TCP/IP Network Infrastructure,”
and Chapter 4, “Planning a Name Resolution Strategy,” respectively.

Security is also an omnipresent consideration in planning a network infrastructure. The
designer must attempt to anticipate all possible dangers to the network and plan a
suitable security infrastructure to protect it from those dangers. The security infra-
structure might include advanced configuration of the operating systems, services,
and applications, as well as the use of additional components, such as I[PSec and dig-
ital certificates. Many of the lessons in this book are devoted to the determination of
security requirements and the implementation of security mechanisms on a Windows
Server 2003 network.
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Implementing a Network Infrastructure

The process of implementing the technologies outlined in a network infrastructure
plan typically involves a number of disciplines. Tasks such as the installation of net-
work cables, for example, are frequently delegated to outside contractors that special-
ize in that type of work. The installation of operating systems and other software
components is also part of the implementation process, but this is not a primary focus
of the 70-293 exam.

The elements of the implementation process that are covered in the 70-293 exam focus
largely on the selection of protocols, operating systems, applications, and security
mechanisms that satisfy the requirements of a network’s owners, administrators, and
users, as determined in the planning process. The exam also covers the process of
deploying technologies such as the TCP/IP protocols, the DNS and WINS name-reso-
lution mechanisms, and the IPSec protocol extensions. These deployments include
tasks such as selecting the IP addresses and subnet mask that the computers on a net-
work will use, designing a DNS namespace, and creating IPsec policies that ensure the
security of communications between specific users or systems.

As a rule, the 70-293 exam focuses on the deployment of these technologies on a
medium-to-large network, and it concentrates more on the organizational elements of
the deployment than on the process of configuring an individual computer. For exam-
ple, the exam is more concerned with the process of creating a DNS namespace suit-
able for a large organization than the installation and configuration of the DNS server
application on a single computer running Windows Server 2003.

Maintaining a Network Infrastructure

The completion of the network planning and implementation processes is not the end
of the professional’s concern for the network infrastructure. To maintain the network
properly, administrators must have an intimate knowledge of the infrastructure and the
technologies used to implement it. Network infrastructure maintenance includes such
tasks as updating operating systems and applications, monitoring ongoing processes,
and troubleshooting problems.

Keeping the network’s operating systems and applications updated is more compli-
cated than simply downloading the latest patch releases and installing them on all the
computers. For a large and complex network infrastructure, you must be careful to test
each release before deploying it on the production network. This entails using a lab
network to develop an update-release test plan so that you can run the updates in a
protected environment before installing them throughout the enterprise. To build a lab
network that adequately duplicates the real network, familiarity with the network’s
infrastructure is essential.
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Administrators must monitor many services that are essential to a large network at reg-
ular intervals to ensure they are operating properly. This monitoring can include regu-
lar examination of logs, function testing, and network traffic analysis. The network
administrator must be capable of configuring these services to log the appropriate
information and of using Windows Server 2003 tools such as Network Monitor and the
Performance console. However, an administrator who is familiar with the use of these
tools does not necessarily know what elements to monitor, what performance levels to
expect, and how to interpret the log entries. To know how to do these things, the
administrator must be familiar with the network infrastructure and with the normal
operations of the network so that any deviation from the baseline is apparent.

Troubleshooting is one of the primary maintenance functions of a network administra-
tor. Although much of the infrastructure design and implementation process revolves
around the creation of a robust network, problems do occur, and in a large organiza-
tion, network failures can mean reduced productivity and loss of revenue. To deter-
mine the location of a problem and decide on a course of action to remedy it, an
administrator must be closely acquainted with the network infrastructure.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following statements about a network’s infrastructure is true?
a. A network infrastructure includes hardware products only.
b. A network infrastructure includes software products only.
c. A network infrastructure includes both hardware and software products.

d. A network infrastructure is a design that does not include specific hardware
or software products.

2. Which type of network infrastructure includes the selection of the network and
transport layer protocols that are to be used on the network?
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Maintaining a network infrastructure includes which of the following processes?
(Choose three.)

a. Updating the network
b. Troubleshooting the network
c. Implementing the network

d. Monitoring the network

Lesson Summary

A network infrastructure is a set of components that provide connectivity, security,
routing, management, access, and other integral features on a network. A net-
work’s physical infrastructure is the physical design of the network, consisting of
hardware components such as cabling, routers, switches, hubs, servers, and work-
stations.

A network’s logical infrastructure comprises the many software elements that con-
nect, manage, and secure hosts on the network.

When planning a network infrastructure, you must determine the requirements of
the network’s users, administrators, and owners, and then design a configuration
of selected physical and logical components that satisfies those requirements.

When implementing a network infrastructure, it is important to understand the
organizational aspects of the product deployment, such as the allocation of 1P
addresses and designing a DNS namespace.

The maintenance of a network infrastructure includes tasks such as deploying
software updates, monitoring network performance and processes, and trouble-
shooting problems.



1-12

Chapter 1 Planning a Network Topology

Lesson 2: Selecting Data-Link Layer Protocols

Connecting a group of computers to the same physical network gives them a medium
for communication, but unless the computers can speak the same language, no mean-
ingful exchanges are possible. The languages the computers speak are called proto-
cols; if the computers on a network are to interact, every computer must be configured
to use the same protocols. Selecting the appropriate protocols for the network is an
important part of the network infrastructure planning process.

After this lesson, you will be able to

W List the seven layers of the Open Systems Interconnection (OSI) reference model and
their functions

B List the types of media typically used to construct data networks
B Understand the differences between the various data-link layer protocols and their variants
B Select the appropriate data-link layer protocol for a given environment

Estimated lesson time: 30 minutes

Understanding the OSI Reference Model

In 1984, the International Organization for Standardization (ISO) and what is now the
Telecommunication Standardization Sector of the International Telecommunications
Union (ITU-T) published a document that divides the functions of a data network into
seven layers, as shown in Figure 1-1. “The Basic Reference Model for Open Systems
Interconnection,” now commonly known as the OSI reference model (ISO/IEC 7498-
1:1994 and ITU-T Recommendation X.200), has become an industry standard for teach-
ing and referring to networking functions.

Application

Presentation

Session

Transport

Network

Data-link

Physical

Figure 1-1 The OSI reference model
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The seven layers of the OSI model define functions that are implemented in various
networking protocols, such as Ethernet and TCP/IP. The functions corresponding to
the layers are as follows:

Physical The physical layer defines the nature of the network medium—the
actual fabric of the network that joins all the computers together—and the nature
of the signals transmitted over the medium. In most cases, the network medium is
a form of copper cable that uses electric currents for signaling, but fiber-optic and
wireless media are becoming increasingly prevalent.

Data-Link The data-link layer defines the interface between the network
medium and the software running on the computer. Among the data-link layer
functions are packet addressing (which allows computers to direct traffic to spe-
cific destinations on the local network); media access control (which allows mul-
tiple computers to share a single network medium without conflicting); and
formatting the frame used to encapsulate data for transmission over the network.
The data-link layer divides into two sublayers. The logical link control (LLC) sub-
layer controls elements such as error checking from node to node on the same
LAN, frame synchronization, and flow control. The media access control (MAC)
sublayer controls the movement of data packets to and from one network inter-
face card (NIC) to another across a shared channel.

Network The network layer defines the functions that provide end-to-end com-
munications between computers on different networks. Chief among these func-
tions is routing, which enables computers to relay traffic through intermediate
networks to a destination on a remote network any distance away. Other func-
tions include packet sequencing, end-to-end error detection from the sender to
the recipient, congestion control, and addressing. While the data-link layer is
responsible for local traffic on a single network, the network layer is responsible
for directing traffic to its ultimate destination.

Transport The transport layer provides functions that complement those of the
network layer, including guaranteed delivery (which uses packet acknowledg-
ments to ensure data is received), flow control (which regulates transmission
speed to avoid dropped packets), and end-to-end error detection (which enables
the receiving system to detect damaged packets).

Session The session layer provides many functions involved in the regulation of
the dialog between two computers communicating over the network. For exam-
ple, the session layer sets up, regulates, and terminates exchanges between the
applications at each end of the communication.

Presentation The presentation layer (sometimes referred to as the syntax layer)
is responsible for translating each computer’s native syntax into a common trans-
fer syntax readable by the other computers on the network. In some cases, the
transfer syntax can provide functions such as data compression and encryption.
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m Application The application layer provides the interface between the network-
ing protocol stack and the software running on the computer. For example, this
layer provides the interface for e-mail, file transfers, Telnet and File Transfer Pro-
tocol (FTP) applications. Applications use the services provided by application-
layer protocols, which in turn use the services provided by the other layers
beneath them.

It is important to understand that the protocols that implement the functions of the OSI
model do not correspond exactly to the individual layers. A computer on a network
does not necessarily run seven different protocols, with one corresponding to each
layer. Generally speaking, the designer of a network infrastructure selects a data-link
layer protocol, such as Ethernet or Token Ring, which actually encompasses both the
physical and data-link layers in its functions, and a protocol suite, such as TCP/IP,
which implements the functions of the network and transport layers. The session, pre-
sentation, and application-layer functions are sometimes provided by a protocol in the
suite or by a separate application-layer protocol.

Selecting a Data-Link Layer Protocol

The selection of a data-link layer protocol is the most important decision in the design
of the network’s physical infrastructure. The data-link layer protocol is not only respon-
sible for strictly data-link layer functions, such as media access control, but also for the
network’s physical layer implementation. Currently, the most commonly used data-link
layer protocol on networks is Ethernet, with Token Ring running a distant second.
However, there are several Ethernet variations that provide various levels of perfor-
mance, and selecting the correct one is crucial.

You need to consider a number of criteria when selecting the data-link layer protocol
for use on a network. Because the data-link layer protocol dictates the nature of the
network’s physical infrastructure, you must consider design elements such as the dis-
tance between workstations and the transmission speed you require. You must also
consider the nature of the traffic the network will carry and its amount. Additionally,
your budget is always an important consideration.

Selecting a Media Type

Although there have been other types of media used in the past, most LANs con-
structed today use either unshielded twisted pair (UTP) cable or fiber-optic cable. In
most cases, UTP cable is sufficient and much less expensive, but fiber-optic cable pro-
vides a viable alternative when you have special performance requirements. Network
media that consist of cables are called bounded media. Recent developments in wire-
less LAN technologies have also made unbounded media (networks that don’t use
cables) a viable and practical solution.
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Unshielded Twisted Pair UTP is a type of copper cable that consists of four pairs of
wires, each of which is twisted together and contained inside a protective sheath. The
quality of a particular UTP cable is specified by its category rating. Category 5 (or
CAT5) UTP is the most commonly used today, although there are higher grades avail-
able for special applications (such as 1000Base-T Gigabit Ethernet networks). The con-
nectors on UTP cables are called RJ-45 and are similar in appearance to telephone
cable connectors, except that they have eight pins instead of four.

UTP is one of the cable types supported by all forms of Ethernet and by Token Ring as
well. As a network medium, it is the most cost-efficient selection because it is the same
type of cable used by telephone networks. In new construction, it is common for the
same contractor to install both the telephone and data network cables at the same time.

You install UTP cable using a star topology, in which you connect each workstation on
the network to a central hub (or repeater), as shown in Figure 1-2. You can then con-
nect hubs to create a larger and more complex network. On an Ethernet network, UTP
cable supports distances of up to 100 meters between each workstation and the hub.
For most LAN installations, this is more than enough. If greater distances are required,
you can modify the location of the hub in your network design or consider using fiber-
optic cable, which can span longer distances.

Figure 1-2 A star topology

Each form of Ethernet that supports UTP cable has its own limitations regarding the
number of hubs you can connect. This is one of the main reasons why you must select
the data-link layer protocol you intend to use before you start designing the layout of
your network infrastructure. For example, if you plan to use standard Ethernet running
at 10 megabits per second (Mbps), you can connect up to four hubs on a single LAN,
as shown in Figure 1-3. If you use Fast Ethernet (running at 100 Mbps), the Ethernet
guidelines dictate that you can use no more than two connected hubs.
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Figure 1-3 A four-hub Ethernet network

Off the Record When designing an Ethernet network, most network engineers use a basic
set of cabling guidelines specified by the Ethernet standards. For example, the 10 Mbps
Ethernet standard uses the 5-4-3 rule, which says that a network can consist of no more than
five network segments, connected by four repeaters, with no more than three of those seg-
ments being populated with devices such as workstations and servers. There are, however,
more exacting formulae in the Ethernet standards that add the lengths of the individual cable
segments and a coefficient for each hub to arrive at a more precise configuration for the net-
work. In other words, using the more complex formula, you might discover that you are able to
exceed the number of hubs specified in the basic Ethernet guidelines if the lengths of your
cables are short enough. When designing a complex Ethernet network, you should consult
the Ethernet standards and use the more precise formula to ensure that your design falls
within the specified requirements.

Fiber Optic  Although it can use the same topology and many of the same data-link
layer protocols support it, fiber-optic cable operates on a different principle than UTP
and all other copper-based cables. The actual network medium in a fiber-optic cable is
a strand of plastic or glass that carries signals in the form of light pulses. Because the
signals are not electric, they are immune to electromagnetic interference. In an envi-
ronment where interference levels are high, such as a factory floor, fiber-optic cable
can eliminate the performance degradation that the interference causes on copper
cable. Even in a normal office environment, you can install fiber-optic cable near fluo-
rescent light fixtures or electric motors without any difficulties. When using UTP, your
network design should keep the copper cables a safe distance away from these possi-
ble sources of interference.
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Fiber-optic cables are also much less susceptible to attenuation than copper cables.
Attenuation is the tendency of a signal to weaken as it travels along a medium. This
signal weakening is one of the main reasons for the 100-meter UTP-cable length limit.
All fiber-optic cables can exceed UTP cables in length, but there are several different
types of fiber-optic cable, each with different length limitations. The multimode fiber-
optic cable typically used on LANs can span distances ranging from 400 to 2,000
meters, while single-mode fiber can support cable runs as long as 100 kilometers.

In performance and flexibility, fiber-optic cable is superior to UTP in almost every way.
Fiber-optic cable is inherently more secure than copper cables because unauthorized
people cannot easily tap into the cable and intercept its signals as they can with cop-
per. The drawback of the medium is its additional cost and the special skills required
to install and maintain it. Virtually all the tools used to install and test fiber-optic cable
are different from those for copper-based cables. Installers must glue the connectors
onto a fiber-optic cable—typically using a heat-cured glue and a small oven—while
UTP connectors are crimped onto the cable. Also, because of the way light pulses are
transferred through the cable, fiber-optic installers must be careful not to bend the
cable too sharply.

The raw materials for a fiber-optic installation are far more expensive than their UTP
counterparts. There are also far fewer fiber-optic installation contractors than UTP
experts, and their skills come at a premium. In addition, many network administrators
who have the ability to make minor repairs on UTP cables would be lost when faced
with a malfunctioning fiber-optic connection.

Planning Generally speaking, network designs call for fiber-optic cable only when there are
specific reasons for it, such as the need for extra-long cable runs or an environment with a lot
of interference.

Wireless Networking Although wireless network technologies of various types have
been around for many years, only recently have they become a viable medium for the
average network installation. The older wireless LAN technologies were notoriously
slow and unreliable, but a new standard published by the Institute of Electrical and
Electronic Engineers (IEEE), called 802.11b, has boosted wireless LAN transmission
speeds to 11 Mbps (faster than standard cabled Ethernet) and greatly increased their
reliability.

IEEE 802.11b networks can function using two different topologies. The ad hoc topol-
ogy, illustrated in Figure 1-4, consists of two or more computers equipped with wire-
less network-interface adapters that can communicate with each other interchangeably.
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Figure 1-4 A wireless network using the ad hoc topology

The infrastructure topology design, as shown in Figure 1-5, enables wireless computers
to interact with a standard cabled network. In this topology, you connect a wireless
transceiver called an access point to the cabled network, and the wireless computers
can then interact with the rest of the network through the access point.

-__— -

Figure 1-5 A wireless network using the infrastructure topology
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Wireless local area networking is becoming increasingly popular now that the products
are less expensive and more plentiful, but it is still a technology that is recommended
only for installations where a cabled topology is impractical. If you plan on having
computers on your network that are frequently moved to different locations, such as
laptops or mobile kiosks, wireless can be an excellent solution. Wireless is also a good
alternative in locations where running cables would be impractical, such as a lobby or
plaza where cable would clash with the décor.

Before incorporating any wireless networking technology into your network infrastruc-
ture plan, however, it is strongly recommended that you test the proposed technology
thoroughly in the actual locations where it will be used. Wireless transmissions are sub-
ject to interference from a wide range of environmental factors, including the number
and composition of walls between the transceivers, proximity to machinery and other
electrical equipment, and even climatic conditions. The effective transmission range of
a wireless device can vary from location to location and even from minute to minute.
You should always be sure that the medium you propose to use for your network be
viable in the intended location before you invest time and money in the network infra-
structure.

Security Alert Because of recent developments in the wireless networking standards, the
popularity of wireless LAN technologies is growing quickly. However, the development of a
security infrastructure for these networks has not been growing quite as fast. By definition,
any wireless transceiver that comes into the effective transmission range of another trans-
ceiver of the same type has the potential to join that network. This creates a serious security
hazard because unauthorized users with wireless terminals can conceivably access network
resources from outside the organization. For more information on securing a wireless net-
work, see Chapter 13, “Designing a Security Infrastructure.”

Selecting a Transmission Speed

Another important factor in the selection of a data-link layer protocol for your network
infrastructure is the speed at which the network can transmit data. As with most data-
processing technologies, Ethernet networks have gotten faster over the years, and the
cutting edge of the technology is a trade-off between high transmission speeds and
high equipment prices. Selecting a transmission speed for your network is a matter of
determining your users’ current and future requirements and balancing them against
your budget.

Ethernet offers the most flexibility in terms of transmission speed. The original Ethernet
standard called for a 10 Mbps transmission speed. Fast Ethernet, introduced in the mid-
1990s, increased the maximum transmission speed to 100 Mbps, and Gigabit Ether-
net—the current state of the art—runs at 1,000 Mbps, or 1 gigabit per second (Gbps).
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Work is also proceeding on a 10-Gbps Ethernet standard, products for which will
surely appear on the market within a few years.

Fast Ethernet Equipment

Although 10-Mbps Ethernet equipment is still widely available, 100-Mbps Fast
Ethernet is currently the industry standard. All Fast Ethernet network interface
adapters are dual-speed devices, capable of automatically detecting the current
speed of a network and adjusting themselves to operate at either 10 or 100 Mbps.
Single-speed hubs are still available that run at either 10 or 100 Mbps, but there
are also dual-speed hubs on the market with the same automatic speed adjust-
ment capability as a dual-speed network adapter.

A Fast Ethernet network requires Category 5 UTP or better, or fiber-optic cable, but
standard Ethernet requires only Category 3. This is not a major impediment, however,
because virtually all UTP cable installed today is at least Category 5.

For a typical business LAN, 10 Mbps is usually sufficiently fast to read and write data
files stored on network servers. However, a heavily trafficked network or one support-
ing high-bandwidth applications such as streaming audio or video can benefit from the
100-Mbps Fast Ethernet transmission speed. Despite the fact that many networks don’t
need the additional bandwidth, Fast Ethernet is the recommended technology for new
LAN installations today. Fast Ethernet equipment is almost the same price as standard
Ethernet, and the additional speed provides room for growth in the type of applica-
tions your network uses.

Tip Remember that the transmission speed of the LAN usually has little or no effect on the
users’ Internet access performance. Even the slowest Ethernet LAN, running at 10 Mbps, is
six times faster than the 1.544-Mbps T-1 connection large organizations typically use to con-
nect to the Internet.

Gigabit Ethernet is still a relatively new technology, and as a result, it is still quite
expensive when compared to Fast Ethernet. You use Gigabit Ethernet primarily for
backbone networks and other applications that require its high speed. Although virtu-
ally no networks run Gigabit Ethernet to the desktop, it is likely to occur in the future.

Apart from the cost of the equipment, these different Ethernet speeds also vary in their
cabling guidelines. Although all forms of Ethernet can still support the 100-meter max-
imum cable length, there are different limitations on the number of hubs permitted on
a LAN, which is a factor you must consider when designing your network. As men-
tioned earlier in this lesson, a standard Ethernet LAN can have up to four hubs, while
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a typical Fast Ethernet LAN can have only two. Gigabit Ethernet supports only a single
hub on a network.

Selecting an Ethernet Variant

Choosing a variant of the Ethernet protocol for your network is primarily a matter of
selecting a cable type and a transmission speed. Table 1-1 lists the Ethernet variants
that are currently in common use.

Table 1-1 Ethernet Variants

Ethernet Maximum Segment

Type Designation Cable Type Speed Length

Standard 10Base-T Category 3 UTP 10 Mbps 100 meters

Ethernet

Fast 100Base-TX Category 5 UTP 100 Mbps 100 meters

Ethernet

Fast 100Base-FX 62.5/125 multimode 100 Mbps 412 meters at half

Ethernet fiber optic duplex and 2,000
meters at full duplex

Gigabit 1000Base-LX 9/125 single-mode 1000 Mbps 3 kilometers

Ethernet fiber optic

Gigabit 1000Base-LX 50/125 or 62.5/125 1000 Mbps 550 meters

Ethernet multimode fiber optic

Gigabit 1000Base-SX 50/125 multimode 1000 Mbps 500 meters

Ethernet fiber optic (400 MHz)

Gigabit 1000Base-SX 62.5/125 multimode 1000 Mbps 220 meters

Ethernet fiber optic (160 MHz)

Gigabit 1000Base-T Category 5 (or 5E) 1000 Mbps 100 meters

Ethernet UTP

Using Token Ring

Token Ring is a data-link layer protocol that doesn’t support as many media types as
Ethernet, and at 16 Mbps it does not run as fast, either. However, there is one advan-
tage to Token Ring that makes it a popular solution for some network engineers. The
primary difference between Token Ring and Ethernet is that they use different media
access control mechanisms. Media access control (MAC) is a sublayer of the data-link
layer and is the method the computers on a LAN use to indicate they want to use the
network to transmit data. If two computers transmit data at the same time, a conflict
occurs called a collision, and both transmissions are lost. To prevent collisions, data-
link layer protocols have a procedure that enables one computer at a time to take pos-
session of the network so that it can transmit its data without difficulty.
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The Ethernet MAC mechanism is called Carrier Sense Multiple Access with Collision
Detection (CSMA/CD). With this mechanism, a computer that has data to transmit lis-
tens to the network to see whether any other computer is transmitting. If the network
is free, the computer proceeds to transmit its data. During the transmission, the com-
puter continues to monitor the incoming signals from the network. If the transmitting
computer detects a signal from another computer during its transmission (indicating
that the two computers started sending data at nearly the same moment), a collision is
said to have occurred. Both systems stop transmitting, pause for a randomly deter-
mined period of time, and then begin the entire transmission process over again. If one
(or both) of the systems is involved in another collision, it waits twice as long before
attempting to transmit again. This introduces a measure of waste, as the computers end
up transmitting the same data more than once. With CSMA/CD, a certain number of
collisions are normal and expected. As the traffic level on the network increases, so
does the number of collisions. For this reason, Ethernet becomes a less effective pro-
tocol on a heavily trafficked network.

Token Ring, on the other hand, uses a MAC mechanism called token passing. With this
method, a computer on the network generates a tiny packet called a token, which cir-
culates endlessly around the network. Only the computer in possession of the token is
permitted to transmit its data. When a system wants to transmit data, it waits until the
token passes by, grabs the token, and then proceeds to transmit its data. After complet-
ing the transmission, the computer then sends out the token again so that another sys-
tem can use it. The protocol specifications determine how long the system can keep
the token, how long it can circulate the token, and how it can generate a new token if
one isn’t currently in circulation. The advantage of token passing is that there are no
collisions whatsoever on a properly functioning network. Consequently, there are also
no retransmissions, so no bandwidth is wasted. This also means that a token-passing
network functions just as well under heavy traffic conditions as it does in light traffic.

Off the Record The limited speed of Token Ring networks and the higher hardware prices
have kept the protocol a distant second choice to Ethernet, but there are enough Token Ring
advocates to keep the products on the market.

Mixing Media

When designing a network for a medium-to-large enterprise, it is not necessary to
choose a single data-link layer protocol for the entire internetwork. A router can
connect any type of network to any other, so it is possible to select a different data-
link layer protocol for each LAN. However, for simplicity of construction and ease of
maintenance, it is recommended that you use the same protocol wherever practical.
You should use different protocols only when circumstances force you to do so.
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For example, a typical network infrastructure design might call for 100Base-TX
Fast Ethernet on all the standard workstation LANs. For the backbone network
that connects all the LANs, a faster network with a longer cable span might be
necessary. This is a good place for Gigabit Ethernet using fiber-optic cable. For a
group of portable computers that are frequently moved to different locations,
IEEE 802.11b can provide the flexibility needed.

Practice: Choosing an Ethernet Variant

For each of the following situations, specify which Ethernet variation you would rec-
ommend and provide a reason for your selection. You can find answers to the ques-
tions in the “Questions and Answers” section at the end of this chapter.

1. A legacy Category 3 UTP cable installation.

2. A high-bandwidth backbone network 1,000 meters long.

3. A Fast Ethernet LAN connecting 50 workstations in a factory environment with
large amounts of electromagnetic interference.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Data-link layer protocols used on LANSs, such as Ethernet, include functions asso-
ciated with which two layers of the OSI reference model?
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2. What phenomenon never occurs on a properly functioning Token Ring network
but is a normal occurrence on an Ethernet network?

3. List two advantages and two disadvantages of using fiber-optic cable to build a
network.

Lesson Summary

B The OSI reference model splits the network communications process into seven
layers—pbhysical, data-link, network, transport, session, presentation, and applica-
tion—which isolate the various functions performed by the networking protocols.

m Selecting a data-link layer protocol is primarily a matter of choosing an appropri-
ate network medium. Unshielded twisted pair, fiber-optic, and wireless media all
have benefits and drawbacks making them suitable for some installations and
unsuitable for others.

B Transmission speed is an important criterion in selecting the data-link layer proto-
col. There are various types of Ethernet that run at 10, 100, and 1,000 Mbps.
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Lesson 3: Selecting Network/Transport Layer Protocols

Once you have selected a data-link layer protocol for your network, your concerns for
the physical infrastructure are finished. It is now time to move upward in the OSI ref-
erence model and select the protocols for the network and transport layers and above.
There is no need to be concerned about protocol compatibility at this point, because
all the data-link layer protocols in current use can function with any network/transport
layer protocol combination.

After this lesson, you will be able to

B Describe the circumstances under which you should use the three network/transport
layer protocol options supported by Microsoft Windows operating systems
Estimated lesson time: 15 minutes

Windows Server 2003 (like all current Windows operating systems) includes support
for three network/transport layer protocol combinations: TCP/IP, Internetwork Packet
Exchange (IPX), and the NetBIOS Extended User Interface (NetBEUID). The operating
systems can function with any or all of these protocols installed at the same time. TCP/
IP and IPX are both collections of protocols (called protocol suites) that function
together to provide services that span several layers of the OSI reference model. Both
TCP/IP and IPX include network and transport layer protocols, and depending on the
functions a computer is performing, the services provided by the protocol suite can at
times run all the way up to the application layer. NetBEUI is a monolithic protocol that
provides basic network functionality but is not nearly as flexible as TCP/IP or IPX.

Using TCP/IP

TCP/IP is a large collection of protocols that provides a comprehensive array of net-
working services in addition to basic Windows file sharing. For most network design-
ers, the process of selecting protocols for the network and transport layers is a brief
one, because TCP/IP is the only logical selection. Only TCP/IP provides the flexibil-
ity, expandability, and Internet compatibility that most networks require. The TCP/IP
protocols were designed in the 1970s to support the experimental packet-switching
network that eventually became the Internet. Because this network consisted of
many different types of computers, the protocols were designed to be completely
hardware-independent. This is why the TCP/IP protocols have their own indepen-
dent addressing system.

The two primary protocols in the TCP/IP suite are the Internet Protocol (IP), which
operates at the network layer, and the Transmission Control Protocol (TCP), which
operates at the transport layer. There is a second transport-layer protocol called the User
Datagram Protocol (UDP). Virtually all TCP/IP communications use the IP protocol at
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the network layer and either TCP or UDP at the transport layer (see Figure 1-6). In fact,
the TCP/IP suite is named for the most commonly used combination of protocols.

TCP UDP Transport Layer

IP Network Layer

Figure 1-6 TCP/IP network and transport layer protocols

IP is the key protocol of the TCP/IP suite. Almost all TCP/IP traffic is carried using IP
packets called datagrams. An IP datagram is something like the envelope you use to
mail a letter. The datagram has the address of the intended recipient and the address of
the sender. As the packet travels across the network, computers read the recipient’s
address and pass the packet along toward its intended destination. IP is also responsi-
ble for routing packets across an internetwork.

Whether a network communication process uses IP with TCP or IP with UDP depends
on the requirements of the application generating the network traffic. TCP is a connec-
tion-oriented protocol, which means that before two computers can communicate,
they exchange a series of messages that establish a connection between them. In addi-
tion, the computers acknowledge the data packets they receive from each other, ensur-
ing that the transmitted data arrives intact. Computers use TCP when they have to
transmit relatively large amounts of data that must arrive intact at the destination. The
drawback to using TCP is the additional traffic generated by the connection establish-
ment and acknowledgment messages.

UDP is a connectionless protocol, which means that two computers can communicate
without establishing a connection first, and they do not transmit dedicated acknowl-
edgment messages. Computers typically use UDP for brief exchanges of data, such as
request and response messages, or for data transmissions that can survive the loss of an
occasional packet, such as streaming audio or video. The advantage of using UDP is
that its overhead is much lower than that of TCP.

In addition to these three primary protocols, the TCP/IP suite includes many others,
spanning the OSI reference model from the data-link to the application layer, and pro-
viding a number of different administrative functions. When you configure a computer
to use TCP/IP, you install the entire suite of protocols at once. In the Windows Server
2003 operating system, the TCP/IP protocol suite takes the form of a single module that
you install in the Network Connections tool. The process is similar in other versions of
the Windows operating system.
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TCP/IP is unquestionably the industry standard in network/transport layer protocols,
and it provides all the functionality that any network design could require. When
designing a network, the primary drawback to selecting TCP/IP is the individual con-
figuration required for each computer. On a TCP/IP network, every computer must
have a unique IP address in addition to other configuration parameters. Originally,
administrators had to individually configure each computer by hand, but today, tech-
nologies such as the Dynamic Host Configuration Protocol (DHCP) can automate the
TCP/IP configuration process.

Note There have been several enhancements to TCP/IP in Windows Server 2003 Service
Pack 1. These include turning on SYN attack protection by default, new SYN attack
notifications, and a new TCP port allocation algorithm. However, these enhancements are not
covered in the exam and therefore are not covered in this training kit.

See Also See Chapter 2, “Planning a TCP/IP Network Infrastructure,” for more information
about IP addressing and TCP/IP configuration.

Using IPX

IPX is also a suite of protocols that provides some of the same basic communications
features as TCP/IP. The IPX protocols were developed by Novell for use with their Net-
Ware operating system. Until the release of NetWare version 5 in 1998, computers had
to use IPX to communicate with NetWare servers. However, NetWare 5 included sup-
port for TCP/IP, and it is now possible to eliminate IPX from a NetWare network.

Unlike the TCP/IP standards, which are in the public domain, the IPX standards are
privately owned by Novell, who does not make them available to outside software
developers. As a result, Microsoft developed its own version of the IPX protocols,
called NWLink, to provide the Windows operating systems with NetWare connectiv-
ity. Windows Server 2003 still includes support for NWLink, in the form of a protocol
module called NWLink IPX/ SPX/NetBIOS Compatible Transport Protocol, as do the
other Windows operating systems.

The IPX suite, like TCP/IP, consists of several different protocols. IPX itself is the net-
work layer protocol that carries most of the suite’s traffic. Sequenced Packet Exchange
(SPX) is a connection-oriented transport layer protocol that is the IPX equivalent of
TCP, and the NetWare Core Protocol (NCP) is roughly the equivalent of UDP.

The primary difference between the IPX protocol suite and TCP/IP is that IPX is
designed for use on personal computer LANs only, while TCP/IP can support a net-
work of any type and any size. One reason is that IPX does not have a self-contained
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addressing system, as TCP/IP does. IPX uses the hardware address coded into each
computer’s network interface adapter to identify that system on the network.

Although it is possible to use the IPX protocols alone for Windows file sharing, few
network administrators do this. IPX does not provide the Internet connectivity that
most networks need. In most cases, administrators use IPX only for NetWare connec-
tivity in cases where all NetWare servers are not and cannot be configured to use TCP/
IP. For example, if a network still has a few old NetWare version 3.x servers that users
need to access occasionally, the design might call for the installation of the IPX proto-
cols on the workstations, but in most cases the computers will have TCP/IP or NetBEUI
installed as well for native Windows communications.

Using NetBEUI

NetBEUI was the default networking protocol of the Windows NT 3.1 and Windows for
Workgroups operating systems when these systems were first released in 1993. At the
time, PC networking was in its infancy; networks were relatively small and centrally
located. NetBEUI uses the NetBIOS namespace to identify the computers on a network,
a practice that Windows retained until the release of Windows 2000, which switched to
the DNS namespace. Windows Server 2003 still includes support for NetBIOS naming,
but the operating system no longer includes the NetBEUI protocol module.

Tip Although Windows Server 2003 does not include NetBEUI, there are still occasions
when you might want to install the protocol, such as for testing whether a network
communications problem is being caused by a TCP/IP configuration error or a network
hardware fault. You can still install the NetBEUI module on a Windows Server 2003 computer,
using the installation files included with Windows XP Professional or Windows XP Home
Edition. These files are located in the \Valueadd\Msft\Net\Netbeui folder on the Windows XP
distribution CD-ROM.

NetBEUI is a relatively simple networking protocol that provides basic file sharing ser-
vices for Windows computers. NetBEUI is a single protocol—not a suite—and does not
require any individual configuration, as TCP/IP does. This is because NetBEUI uses the
NetBIOS name specified by the installer during the Windows Setup procedure as the
computer’s identifier on the network. NetBEUI also cannot provide Internet connectiv-
ity as TCP/IP can.

NetBEUI is intended for use on small LANs and is not suitable for a large enterprise net-
work. This is because the NetBEUI protocol cannot route traffic between networks and
therefore cannot support internetwork traffic. Both TCP/IP and IPX use separate iden-
tifiers for the network and for the individual computers on the network. A single IP
address contains both a network and a host identifier. IPX uses the hardware address
to identify the computer, and the NetWare installer assigns another address to each
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individual network. Therefore, both TCP/IP and IPX traffic can be addressed to a spe-
cific computer on a specific network anywhere in the enterprise.

The only identifier that NetBEUI uses is the computer’s NetBIOS name. This name
identifies the computer on the network, but there is no identifier for the network itself.
NetBEUI therefore cannot address traffic to a specific computer on another network.

B Planning If you are designing a network that consists of a single LAN, such as for a home
or a small business, NetBEUI is a suitable choice. However, if you are designing an

internetwork, or if your computers need access to the Internet, you should not use NetBEUI.

Q Tip Although it might not be a suitable full-time protocol for your network, NetBEUI also has
value as a troubleshooting tool. If you have computers on the same TCP/IP LAN that cannot

communicate, and you suspect there might be a TCP/IP configuration problem, you can
install NetBEUI on the computers as a test. If the computers can successfully communicate
using NetBEUI, you know that the networking hardware is functioning properly and the prob-
lem lies somewhere in the TCP/IP installation or configuration.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following network/transport layer protocols can you use for Win-
dows file sharing when installed alone?

a. TCP/IP only

b. TCP/IP and NetBEUI only
c. TCP/IP and IPX only

d. TCP/IP, IPX, and NetBEUI

2. Under what conditions would a network designer be obliged to install the IPX
protocol suite on workstations using Windows operating systems?
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3. Which of the following are connection-oriented protocols? (Choose all that apply.)
a. NetWare Core Protocol (NCP)
b. Transmission Control Protocol (TCP)
c. Sequenced Packet Exchange (SPX)
d. User Datagram Protocol (UDP)

Lesson Summary

B TCP/IP is the industry standard protocol suite at the network and transport layers.
Because it has a self-contained addressing system, TCP/IP can support any type of
computer network and is expandable to almost any size.

B The IPX protocol suite is designed for use with the Novell NetWare operating sys-
tem, but Windows can also use it for its own file sharing.

m NetBEUI is a relatively simple protocol that supports Windows file sharing on
small networks, but it is not routable and is therefore unsuitable for internetwork
installations.
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Lesson 4: Locating Network Resources

One important part of the network infrastructure design process is creating a blueprint
that specifies the locations of network components. After you have selected the proto-
cols that the network will use, you have a lot of the information needed to plot the
locations of network resources, such as the maximum lengths for your cables and the
number of hubs you can use on each LAN. To complete the blueprint, you need a dia-
gram of the site where the network is to be installed, as well as some idea where the
furniture and other fixtures will be located.

After this lesson, you will be able to
B Understand the criteria used to determine network component locations

B Plan locations for workstations, peripherals, cables, connectivity devices, and servers
on your network

Estimated lesson time: 20 minutes

Determining Location Criteria

Creating a network blueprint is not the concern of the IT department alone. Although
certain technical aspects of the network design would be lost on most people—such as
the locations of servers and routers—the network blueprint also determines where the
workstations for the network’s users will be located, and this obviously concerns the
people responsible for the office floor plan.

The criteria you must consider when planning the locations for network components
are various. Chief among these is access by users to the equipment they need to per-
form their jobs. This means that users must have convenient access to workstations
that are appropriate to their tasks, as well as access to peripheral devices such as
printers and scanners. However, although user convenience is important, equipment
must also be easily accessed by technical support and maintenance staff. For network
infrastructure equipment, such as servers, hubs, and routers, the physical security of
the devices is another vital factor when creating the blueprint. Finally, there are the
requirements of the business and its owners, such as cost, appearance, portability,
and expandability.

Locating Workstations

Assuming that a floor plan for the site already exists that includes the location of users’
desks and other furniture, it may seem as though locating workstations is simply a mat-
ter of putting a computer on each desk. Actually, there is a good deal more to it than
that. Planning also includes determining what type of computer is needed and exactly
where the equipment should be located in relation to the desk.
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Most users in a typical office are well served by a standard desktop computer as a
workstation, but you still must choose the type of case the computer will have. Mini-
tower cases are ideal if the computer will be located under the desk, and they usually
provide sufficient room inside the case for adding new drives and other components.
However, you should take into account that having the computers on the floor makes
access more difficult for technical support personnel and might require extra-long
cables for the monitor, mouse, and keyboard. The horizontal cases in small form are
better suited for placement on the user’s desks and generally provide easier mainte-
nance access, but they tend to take up more room than most users would like.

Tip One development in PC hardware that is useful in saving desktop space is inexpensive
LCD (liquid crystal display) flat panel monitors. These monitors take up far less space than
traditional CRT (cathode ray tube) models and, being lighter, are much easier to move around
the desk as needed.

In some offices, every user has a desk and every desk has a computer. However, this
is not always the case. For example, your network might require kiosk-style worksta-
tions that different people use throughout the day. In this case, the network blueprint
should specify a location for the kiosk that is convenient for users and provides other
resources they need, such as desktop space and printer access.

Some users do not need standard desktop workstations, and you should note these in
the blueprint as well. People who use laptops or other portables as their primary com-
puters might need docking stations on their desks, or they might only need access to
a cable jack providing a network connection.

Locating Peripherals

The locations of printers and other shared components are an important element of the
network blueprint. In this case, the primary concern is ergonomics. Select locations for
printers that provide convenient access for the users but are far enough away to avoid
interference and discomfort. Some types of printers release ozone and other gases dur-
ing their operation that can be irritating or even toxic to some people. However, plac-
ing all printers in a closed room at the far end of the hall is likely to be inconvenient
to everyone.

When considering printer locations, you should take into account maintenance
access to the machine and also proximity to expendable supplies, such as paper,
toner, and ink. In some cases, you might also have to consider the physical security
of the printer. For example, you might want to make sure that an expensive color
printer with a high per-page printing cost be kept in a locked room so that only
authorized personnel can use it.
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Locating Cables

The cable diagram is an important part of the network blueprint, because this part of
the network is likely to be invisible once the construction of the network is com-
pleted. To maintain and troubleshoot the network infrastructure, technicians must
know where the cables are located and how they are arranged. In addition to the
cable runs themselves, the blueprint should also specify the locations of obstacles
that cables must detour around and the location of each cable terminus, either at a
wall plate or a patch panel.

Part of selecting a network medium involves determining how the cables will be
installed, based on the physical characteristics of the site. Typically, the cable installa-
tion for a medium-to-large office network is internal, meaning that the cables run
inside walls and drop ceilings or sometimes under raised floors. In this type of instal-
lation, you should know the exact layout and construction of the site. If it is necessary
to run cables down from the ceiling in the center of a room, the plan should note the
exact location of a utility pole that will contain the cables.

Creating the cabling diagram requires more than a simple floor plan of the site. To
route the cables properly, the network designers must be aware of any obstacles that
can interfere with the cable’s installation or performance, and these obstacles often do
not appear on standard floor plans. For example, when using copper-based cable such
as UTP, you must know the locations of fluorescent light fixtures and other possible
sources of electromagnetic interference so that the installer knows to route the cables
around them. You should also document the locations of heating and air conditioning
ducts, plenums, firewalls, and other obstacles that the installer might have to route
cables around or through. In most cases, this requires the network designer to carefully
examine the site.

Another factor you should consider is that wiring diagrams are typically two-dimen-
sional overviews of the site while cables often have to travel in three dimensions. For
example, when you install cable runs in a drop ceiling and terminate them at wall
plates, the diagram should specify exactly where the cable goes down from the ceil-
ing space into the wall. The diagram should also specify how high the wall plate
should be off the floor and note whether the vertical wall itself contains any barriers
that installers might have to work around. If the installation should include telephone
as well as data cables, the plan should differentiate between the two and contain the
codes that the installers will use to mark the cables so that they can be located later.

A diagram for an external cable installation requires other details, particularly where
the cables are to be secured and how—such as using staples, raceways, or cable ties.
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Furniture location can also be significant, as can the cable color if you are attempting
to match it to the walls.

Finally, the diagram should contain a sufficient number of additional cable runs to pro-
vide for future expansion of the network.

Locating Connectivity Devices

Before you can create a diagram of your network’s cable runs, you must decide where
your hubs and patch panels will be located. A patch panel is a cabling nexus, a termi-
nus for multiple cable runs that enables you to connect each cable to a hub port, which
joins the cables to a network. The number of patch panels and hubs you need and
their locations depend on the size of your network and of the installation site.

The main limiting factor in the patch panel and hub locations is the maximum allow-
able length of your network cables. UTP cable runs can be up to 100 meters long,
meaning that you have to choose a location for your patch panel that is no more than
100 meters from your most distant workstation. In most office sites, this is not a big
problem. However, don’t forget that the maximum cable length includes the lengths of
all patch cables (which are the individual cables running from the wall plate to the
computer and from the patch panel to the hub). In addition, cable runs are frequently
longer than they appear because of the need to run around obstacles and up and down
inside walls. For this reason, network plans should always specify ceiling heights and
exact locations of wall plates.

If the building in which the network will be installed is small enough, you can run all
the cables to patch panels in a single location. However, this might require you to run
large numbers of cables between floors. If the building does not have conduits
between floors that provide sufficient space for the cables, this alternative might not be
practical.

A common configuration in buildings with several floors is to have all the cable runs
for each floor terminate in a single location, such as a utility closet. You can then con-
nect the individual floors using relatively few cables. Depending on the size and con-
figuration of the network and the protocols you decide to use, you can connect the
floors using hubs or switches, creating one single LAN, or using routers, creating an
internetwork. In the latter case, the individual LANs on each floor are called horizontal
networks, and the LAN running between the floors and connecting the horizontal net-
works is called a backbone network, as shown in Figure 1-7.
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Figure 1-7 Three horizontal networks connected by a backbone network

Locating Servers

Servers are among the most important components of a business network, and the
locations you select for them depend on who will be responsible for their daily oper-
ation and maintenance. In any case, servers should be more physically secure than
workstations, and they should have protection against power spikes and interruptions.

Some networks have departmental servers, and administrators prefer to physically
place them in the individual departments, leaving each group of workers responsible
for its own server. This policy generally affords less physical security for the server and
creates a greater risk of unauthorized access to the computer itself. Whenever possible,
you should locate departmental servers in locked closets, with appropriate power pro-
tection and environmental controls. In some cases, the utility closet on each floor of a
building, containing the hubs and patch panels, also functions as a server closet.

Other organizations prefer to place all their servers in a single data center, where pro-
fessional administrators can maintain them. This is often a preferable solution because
the data center is usually easier to secure physically and typically has sufficient power
and environmental controls already.



1-36

Chapter 1 Planning a Network Topology

On internetworks, the location of a server can also depend on the locations of the
users who need to access it. Departmental servers can be preferable in situations
where the users in the department are the only people accessing that server. This keeps
all the server traffic local to the departmental LAN. For servers that users all over the
enterprise must access, such as mail and database servers, it is preferable to place the
servers where you can connect them directly to the backbone network. This practice
minimizes the amount of internetwork traffic. If you were to connect a company mail
server to a horizontal LAN, mail traffic from the entire enterprise would be shunted to
that individual LAN, possibly flooding it. By connecting the server directly to the back-
bone, the mail traffic from all the horizontal LANs travels no farther than the backbone
network, which is designed to support those traffic levels.

Practice: Blueprinting a Network Infrastructure

For each of the following pieces of information, give a reason why a network infra-
structure blueprint would contain that information. You can find answers to the ques-
tions in the “Questions and Answers” section at the end of this chapter.

1. Locations of fluorescent light fixtures

2. Cable color

3. Ceiling height

4. Size of cable conduits running between floors

5. Locations of locked rooms and closets
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

List one piece of information that a diagram of an external cable installation needs
that an internal installation diagram does not need.

. Which of the following is the term for a LAN that connects all the computers on a

single floor of a building?
a. Backbone network
b. Horizontal network
c. Internetwork
d. Patch panel

What negative result can occur when you connect an enterprise server to a hori-
zontal network?

Lesson Summary

Creating a blueprint containing the locations of all network components is a criti-
cal part of the network infrastructure planning process.

The network blueprint should contain the exact locations of all network worksta-
tions and peripherals and their types.

Planning the cable layout for a network requires understanding the limitations
imposed by the protocols you've selected and a familiarity with the network site.

Many internetworks consist of multiple horizontal networks connected by a back-
bone network.

Server locations depend on who must access the server, where the server traffic
originates, and who will be responsible for maintaining the server.
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Case Scenario Exercise

Litware Inc., a manufacturer of specialized scientific software products, is expanding its
operation into a new city and has purchased an office building there. The building will
house the inside and outside sales forces for the city and the surrounding area, as well
as the company’s primary research and development facility. You have been assigned
the task of designing the data network for the new office.

The office building is a three-story brick structure built in the late 1940s. The heating
plant is original to the building, although central air conditioning was added in the
1970s. Before being purchased by Litware, each floor of the building was leased to a
series of different tenants, many of whom restructured the internal floor plan to suit
their own needs. As a result, the layout of each floor is substantially different from the
others, and the existing cabling systems are completely separate from each other. The
previous tenants have left their cables in place, along with the wall plates and the patch
panels, but they have taken all other networking equipment with them.

The Realtor showing the building was able to provide a basic floor plan for each of the
three stories. The current state of the three floors is as follows:

m First floor This floor recently housed an accounting firm, and consists of ten
individual offices. These offices are currently wired with Category 5 UTP cable for
telephone and data connections.

m Second floor At the time of the building’s sale, this floor housed a telemarketing
firm. The floor consists of a single large room filled with cubicles, which are wired
with Category 3 UTP cable for both telephone and data connections.

B Third floor This floor housed the offices of a graphic design company and, to
accommodate its high bandwidth needs, has been wired with multimode fiber-
optic cable.

Your task is to design a network for the building that can support the following facilities:

B An inside sales department that is basically a call center, where employees receive
telephone calls from potential customers. These employees use their workstations
to enter caller information into a customer database, take orders for merchandise,
and provide product information, both over the phone and by mail.

B An outside sales department, which consists of personnel who travel to the sites of
potential customers in the area to provide product information, negotiate terms,
and furnish pre-sales technical support. These salespeople also need access to
facilities where they can meet with potential customers visiting the Litware build-
ing. The computing needs of the outside sales staff include access to the com-
pany’s customer database, the ability to run presentation software in the office and
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at customer sites, and the ability to demonstrate the operation of the company’s
software products. The salespeople are therefore equipped with notebook com-
puters, which they use in the office and while traveling.

B A research and development laboratory where scientists and programmers can
work together to explore new ideas and create new products. The people in this
department need powerful computers and large amounts of network bandwidth
for their software testing procedures, but above all, they require a secure net-
work so that there is no possibility of competitors learning about products in
development.

Taking these requirements into account, answer the following questions about the
design of this network:

1. Specify which floor of the building is best suited for each of the three departments
listed and give your reasons why.

2. Which of the three departments to be housed in the new building could best make
use of a wireless network medium? Why?

3. Which of the three floors has the most secure cable installation at the present time?
Why?

4. Assuming that you plan to use Ethernet throughout the building, which variant
would you use on each floor? Why?

5. Apart from the computers themselves, what connectivity components must Lit-
ware install on each of the three networks in the building to make it a functioning
Ethernet network?
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6. What components would you have to add to the plan to connect the LANs on each
of the three floors to a single 1000Base-T Gigabit Ethernet backbone network?

7. Assuming that all three networks are connected to a single backbone, on which
network would it make the most sense to connect the server hosting the com-
pany’s customer database? Explain your answer.

a. The first floor network

b. The second floor network
c. The third floor network
d. The backbone network

8. Assuming that all three networks are connected to a single backbone, which
would be the best network/transport layer protocol to use for the entire internet-
work? Why are the other available protocols less suitable?

Chapter Summary

B A network infrastructure is a set of physical and logical components that provide
connectivity, security, routing, management, access, and other integral features on
a network.

B The OSI reference model splits a network’s functionality into seven layers: appli-
cation, presentation, session, transport, network, data-link, and physical.

m UTP cables are inexpensive and relatively easy to install, but they are subject to
electromagnetic interference and can span only limited distances.

m Fiber-optic cables are more resistant to electromagnetic interference and attenua-
tion than copper cables, but they are more expensive and difficult to install and
maintain.

m Ethernet is the most popular data-link layer protocol on LANs worldwide. Ethernet
can use many different types of network media and run at several different
speeds.
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TCP/IP is the industry standard protocol suite for the network and transport layers
and is suitable for most network installations. Other protocols, such as IPX and
NetBEUI, are useful only in special situations.

Creating a blueprint of a network’s infrastructure is an essential part of the plan-
ning process. The blueprint should specify the locations of all major network com-
ponents, including cables, hubs and other connection devices, computers, and
peripherals.

Exam Highlights

Before taking the exam, review the key points and terms that are presented below to
help you identify topics you need to review. Return to the lessons for additional prac-
tice, and review the “Further Reading” sections in Part 2 for pointers to more informa-
tion about topics covering the exam objectives.

Key Points

The OSI reference model is a standard tool for network planning, implementation,
and troubleshooting. You must understand the functions of each of the model’s
seven layers.

A network’s infrastructure consists of physical and logical components, catego-
rized as hardware and software. You should be familiar with the standard compo-
nents of data networks, how they function, and how they connect.

Planning a network topology consists of selecting an appropriate network
medium, deciding on the speed at which the network should run, selecting a
data-link layer protocol, and then blueprinting the locations of all the network’s
components.

Planning the physical placement of network resources consists of selecting loca-
tions for workstations and servers, diagramming cable locations, and creating
secured facilities for routers, hubs, and other connection devices.

Selecting the protocols for a network is a matter of evaluating the needs of the
network users and balancing them against the requirements specified by the
management.

Key Terms

Attenuation The tendency of a signal to weaken as it travels along a medium. The

longer the distance traveled, the more the signal attenuates. All signals attenuate
as they travel along a network medium, but different media are subject to differ-
ent degrees of attenuation. Signals on copper-based cables such as UTP attenuate
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relatively quickly, while signals can travel longer distances over fiber-optic cable
because they attenuate less.

Ad hoc topology A wireless networking topology in which two or more wireless
devices communicate directly with each other, as long as they remain within their
respective transmission ranges.

Infrastructure topology A wireless networking topology in which a transceiver
called an access point is connected to a standard cabled network, and several
wireless devices communicate with the cabled network by transmitting signals to,
and receiving them from, the access point.

Media access control (MAC) The mechanism used by a data-link layer protocol to
regulate transmissions by several computers on a shared network medium. MAC
mechanisms are designed to prevent computers on the same medium from send-
ing data simultaneously, causing a collision that damages both transmissions.
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Questions and Answers

Page Lesson 1 Review
1-10
1. Which of the following statements about a network’s infrastructure is true?
a. A network infrastructure includes hardware products only.
b. A network infrastructure includes software products only.
c. A network infrastructure includes both hardware and software products.

d. A network infrastructure is a design that does not include specific hardware
or software products.

C

2. Which type of network infrastructure includes the selection of the network and
transport layer protocols that are to be used on the network?

The logical infrastructure.

3. Maintaining a network infrastructure includes which of the following processes?
(Choose three.)

a. Updating the network
b. Troubleshooting the network
c. Implementing the network
d. Monitoring the network
a, b,and d
Page Lesson 2 Practice
1-23

For each of the following situations, specify which Ethernet variation you would rec-
ommend and provide a reason for your selection.

1. A legacy Category 3 UTP cable installation.
10Base-T, because this is the only Ethernet variation that can use Category 3 UTP cable.
2. A high-bandwidth backbone network 1,000 meters long.

1000Base-LX Gigabit Ethernet with single-mode fiber-optic cable, because this is the only high-
bandwidth Ethernet variation that supports a 1,000-meter cable length.

3. A Fast Ethernet LAN connecting 50 workstations in a factory environment with
large amounts of electromagnetic interference.

100Base-FX, because only a fiber-optic network is resistant to electromagnetic interference.
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Page Lesson 2 Review
1-23
1. Data-link layer protocols used on LANs, such as Ethernet, include functions asso-
ciated with which two layers of the OSI reference model?

The physical and data-link layers.

2. What phenomenon never occurs on a properly functioning Token Ring network
but is a normal occurrence on an Ethernet network?

Collisions.

3. List two advantages and two disadvantages of using fiber-optic cable to build a
network.

Advantages: Fiber-optic cables are immune to electromagnetic interference, can span longer
distances, and are inherently more secure than copper cables. Disadvantages: Fiber-optic
cables are more expensive than copper, more difficult to install, and require specialized tools.

Page Lesson 3 Review
1-29
1. Which of the following network/transport layer protocols can you use for Win-
dows file sharing when installed alone?

a. TCP/IP only

b. TCP/IP and NetBEUI only

c. TCP/IP and IPX only

d. TCP/IP, IPX, and NetBEUI
d

2. Under what conditions would a network designer be obliged to install the IPX
protocol suite on workstations using Windows operating systems?

The IPX protocols are required on workstations using Windows operating systems only when it
is necessary to connect with NetWare servers earlier than version 5 or running IPX only.

3. Which of the following are connection-oriented protocols? (Choose all that apply.)
a. NetWare Core Protocol (NCP)
b. Transmission Control Protocol (TCP)
c. Sequenced Packet Exchange (SPX)
d. User Datagram Protocol (UDP)

bandc
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Lesson 4 Practice

For each of the following pieces of information, give a reason why a network infra-
structure blueprint would contain that information.

1.

Locations of fluorescent light fixtures

For a network that uses copper-based cables, fluorescent light fixtures can be a significant
source of electromagnetic interference. A network blueprint should contain the locations of
these fixtures so that the network designer can route cables around them.

Cable color

For a network using an external cable installation, matching the cable color to the wall color can
help make the cables less visible.

Ceiling height

Cable length measurements must include vertical as well as horizontal distances. Specifying
ceiling height enables the network designer to account for vertical cable runs from the ceiling
down to the wall plate.

Size of cable conduits running between floors

The configuration of a large network in a building with several floors can be partially dependent
on the amount of space available to run cables between floors. If this space is limited, it might
not be practical to run a large number of cables to centrally located hubs in a data center. The
designer might have to locate individual hubs on each floor instead.

Locations of locked rooms and closets

In most cases, it is best to place servers, hubs, routers, and other critical or expensive devices
in physically secure locations. A network blueprint should specify these secure locations.

Lesson 4 Review

1.

List one piece of information that a diagram of an external cable installation needs
that an internal installation diagram does not need.

The diagram should specify where and how the cables are to be secured.

. Which of the following is the term for a LAN that connects all the computers on a

single floor of a building?
a. Backbone network
b. Horizontal network
c. Internetwork
d. Patch panel

b
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3.

What negative result can occur when you connect an enterprise server to a hori-
zontal network?

The horizontal network on which the server is located can be overloaded with traffic from all the
other horizontal networks.

Case Scenario Exercise

1.

Specify which floor of the building is best suited for each of the three departments
listed and give your reasons why.

The first floor is best suited to the outside sales department, because it provides individual
offices for the salespeople’s meetings, and because it is wired with Category 5 cable, providing
the potential for more bandwidth to support more elaborate applications required by the users.
The second floor is best suited to the inside sales call center, because it already has cubicles
in place that are wired with Category 3 UTP. This cable supports a 10Base-T network, which is
sufficient for the users’ needs. The third floor is best suited to the research and development
department, because the fiber-optic cable provides the combination of high bandwidth and
security that these users need.

. Which of the three departments to be housed in the new building could best make

use of a wireless network medium? Why?

The outside sales department could best make use of a wireless network medium, because
the salespeople use portable computers. A wireless network would enable them to access net-
work resources from any location in their department.

. Which of the three floors has the most secure cable installation at the present time?

Why?

The third floor is currently the most secure, because it uses fiber-optic cable, which cannot eas-
ily be tapped.

Assuming that you plan to use Ethernet throughout the building, which variant
would you use on each floor? Why?

The Category 5 UTP cable on the first floor supports 100Base-TX Fast Ethernet, which is the
current standard for horizontal Ethernet networks. The Category 3 UTP cable installed on the
second floor network can’t support Fast Ethernet, so you must use 10Base-T Ethernet. The
fiber-optic cable on the third floor supports 100Base-FX Fast Ethernet, providing sufficient
bandwidth for the R&D users.

Apart from the computers themselves, what connectivity components must Lit-
ware install on each of the three networks in the building to make it a functioning
Ethernet network?

Each network requires installation of a hub to make it a functioning Ethernet LAN.



Questions and Answers 147

6. What components would you have to add to the plan to connect the LANs on each
of the three floors to a single 1000Base-T Gigabit Ethernet backbone network?

To connect the three horizontal networks to a 1000Base-T backbone, you must install a router
on each of the three networks and connect each of the three routers to a 1000Base-T hub
using a length of UTP cable rated at least Category 5.

7. Assuming that all three networks are connected to a single backbone, on which
network would it make the most sense to connect the server hosting the com-
pany’s customer database? Explain your answer.

a. The first floor network

b. The second floor network
c. The third floor network
d. The backbone network

d, because users on the first and second floor networks have to access the customer data-
base, and connecting the server to the backbone prevents any one of the horizontal networks
from being flooded with database traffic from the other networks.

8. Assuming that all three networks are connected to a single backbone, which
would be the best network/transport layer protocol to use for the entire internet-
work? Why are the other available protocols less suitable?

TCP/IP is the best protocol suite to use for the internetwork. IPX is less suitable because it is
designed for use with Novell NetWare servers. NetBEUI is less suitable because it does not
support routing traffic between networks.
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Exam Objectives in this Chapter:
m Plan a TCP/IP network infrastructure strategy.
QO Analyze IP addressing requirements.
Q Plan an IP routing solution.
Q Create an IP subnet scheme.

m Troubleshoot TCP/IP addressing.

0 Diagnose and resolve issues related to client computer configuration.

0 Diagnose and resolve issues related to DHCP server address assignment.

Why This Chapter Matters

Assigning appropriate IP addresses to individual computers is an essential part of
the network design process. Using unregistered IP addresses is the most effective
means of preventing unauthorized access to your network from the Internet, but
you must also understand when using registered IP addresses is required. Learn-
ing how to subnet a network address and calculate IP addresses and subnet
masks not only prepares you to design a network;, it also helps you troubleshoot
problems related to IP addressing and TCP/IP configuration.

Routing is another TCP/IP function that is essential to network design. Under-
standing the functions of routers and switches helps you choose the correct com-
ponents for a network, learn how the Internet functions, and deal with problems
involving internetwork communications.

Lessons in this Chapter:

B Lesson 1: Determining IP Addressing Requirements. . .. ............... 2-3
B Lesson 2: Planning an IP Routing Solution. . .. ..................... 2-14
B Lesson 3: Planning an IP Addressing and Subnetting Strategy . . . ... ... .. 2-25
B Lesson 4: Assigning IP Addresses . . ............... i 2-35
B Lesson 5: Troubleshooting TCP/IP Addressing . . . . .................. 2-42
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Before You Begin

This chapter includes basic information on IP addressing, routing, and subnetting, but
also assumes a working knowledge of TCP/IP protocols, the structure of an IP address,
and how routers connect networks and forward IP traffic to its destination. You should
also read and complete the case scenario in Chapter 1, “Planning a Network Topol-
ogy,” before proceeding with this chapter.
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Lesson 1: Determining IP Addressing Requirements

TCP/IP is the most popular protocol suite for data network installations, but not
because it is the easiest to set up. When, during network infrastructure planning, you
decide to use TCP/IP, you must be aware of the additional effort this decision implies.
Network administrators must configure every TCP/IP computer with a unique IP
address, as well as with other configuration parameters. Before administrators can do
this, however, they must determine what types of IP addresses to use, based on the
communication requirements of the network.

After this lesson, you will be able to
B Understand the difference between public and private IP addresses

B List the IP address ranges designated by the Internet Assigned Numbers Authority
(IANA) for private use

B Describe how computers with private IP addresses are able to access the Internet

B Understand the differences between a network address translation (NAT) router and a
proxy server

B Specify which computers on a network should use public addresses and which should
use private addresses

Estimated lesson time: 20 minutes

Using Public and Private Addresses

The TCP/IP protocols use IP addresses to identify the computers on a network. Every
packet that a TCP/IP computer transmits contains the IP address of the computer that
is the packet’s intended recipient, and routers use that address to forward the packet to
the appropriate destination. For this system to function properly, every computer must
have a unique IP address. If duplicate addresses were to exist on the network, routers
would contain incorrect information and packets would end up in the wrong place.

On a private network, network administrators are responsible for ensuring that the
address assigned to every computer is unique. As long as the address assigned to
each computer is different, it doesn’t matter what addresses the administrators use, as
long as they subnet them properly. On a public network such as the Internet, how-
ever, IP address assignments are more complicated because the Internet consists of
thousands of connected networks, each with its own administrators. If the adminis-
trators of each network were to select their own IP addresses at random, duplication
and chaos would result.
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IP Addresses and Subnet Masks

IP addresses are typically expressed using dotted decimal notation, in which an
address consists of four integers—often called quads, octets, or bytes—between 0
and 255, separated by periods. Like an IP address, a subnet mask consists of 32 bits.
In decimal form, the subnet mask appears much like an IP address. In binary form,
each of the 32 bits has a value of 0 or 1. When you compare a subnet mask with an
IP address, the address bits that correspond to the 1 bits in the mask are the network
identifier bits. The address bits that correspond with the 0 bits in the mask are the
host identifier bits. For example, a typical IP address and subnet mask, expressed in
the decimal notation used when configuring a TCP/IP computer, appears as follows:

IP address: 192.168.32.114
Subnet mask: 255.255.255.0

When you convert the address and mask into binary notation, they appear as follows:

IP address: 11000000 10101000 00100000 01110010
Subnet mask: 11111111 11111111 11111111 00000000

Because the first 24 bits in the subnet mask have the value 1, this indicates that the
first 24 bits in the IP address make up the network identifier. The final eight bits in the
mask have the value 0, which means that the final eight bits in the address are the
host identifier. If the subnet mask value were 255.255.0.0 instead, this would indicate
that the network identifier and host identifier each consists of 16 bits. The division
between the 1 and 0 bits can occur almost anywhere in the subnet mask, as long as
both the network and host identifiers are each at least two bits long.

Using Registered Addresses

To prevent IP address duplication on the Internet, an administrative body called the TANA
functions as the official IP address registrar. To connect computers directly to the Internet,
you must obtain a network address from the IANA. A network address is just a network
identifier. The administrators of the network using that identifier are responsible for assign-
ing unique host identifiers to the individual computers and other devices on the network.
By combining the network identifier assigned by the TANA with a unique host identifier, the
administrators are able to calculate the IP addresses for the computers on that network.

Off the Record Although the IANA ultimately assigns all Internet network addresses, network
administrators today do not deal with the address registrar directly. Instead, they obtain a network
address from an Internet service provider (ISP). The ISP might have obtained the network address
from a local (LIR), national (NIR), or regional Internet registry (RIR) (which is assigned pools of
addresses by the IANA directly), but it is also likely that the ISP obtained the address from its own
service provider. Internet addresses often pass through several layers of service providers in this
way before they get to the organization that actually uses them.
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Why Use Registered Addresses? If you have computers on your network that you
want to be accessible from the Internet (such as Web servers), you must configure
them with IP addresses that the TANA has registered. This is because only registered
addresses are visible from the Internet. For a user on the Internet to access your com-
pany Web server, a client application, such as a Web browser, must initiate communi-
cation by sending a request to the server. The browser can’t do that if it doesn’t have
the server’s address. (Users on your network who want to access Internet services do
not require registered addresses; this matter is covered later in this lesson.)

Why Not Use Registered Addresses? Theoretically, you can use registered IP addresses
for all the computers on your network, but this practice has two serious drawbacks:

m It depletes the IP address space. If every device with an IP address today (which
includes a great many mobile telephones, automobiles, and other devices, in addi-
tion to computers) had a registered IP address, the pool of available addresses
would be well on its way to depletion. Even now, a program to expand the IP
address space from 32 (called Internet Protocol Version 4 or IPv4) to 128 bits,
called TPv0, is currently under way to prevent the possibility of depleting the
entire IP address space in the future.

See Also For more information about IPv6, see Understanding IPv6 (Microsoft Press,
2003). Additionally, the Internet Engineering Task Force (IETF) has published a number of pro-
posed Requests for Comments (RFC) standards that you can consult, such as RFC 2464,
“Transmission of IPv6 Packets over Ethernet Networks.”

m Using registered IP addresses on a private network presents a serious security haz-
ard. Not only can a computer with a registered IP address access systems on the
Internet, the systems on the Internet can also access the computer.

Security Alert You must set up some sort of firewall to protect Web servers and other com-
puters that must have registered addresses. For example, you can use packet filtering to permit
only Hypertext Transfer Protocol (HTTP) traffic using port 80 to reach your Web server from the
Internet. This means that Internet users can access the Web server using only standard browser
requests. Other types of traffic—such as those used by Internet predators to plant viruses, steal
data, and cause mayhem—are blocked. Without some protection, an intruder will eventually target
a registered system, and the results can range from irritating to catastrophic.

Protecting computers with registered addresses is a complex process that requires con-
stant vigilance from the network’s administrators. If you configure all your computers
with registered addresses, you compound this protection process unnecessarily. You
can use several methods to assign unregistered IP addresses to your network’s comput-
ers while still enabling them to access the Internet.
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General practice in network design calls for using registered IP addresses only on com-
puters that must be accessible from the Internet, such as Web and mail servers. You can
obtain the addresses you need from your ISP. In most cases, designers place these
computers on a perimeter network that is separate from the servers and workstations
needed by the organization’s internal users, as shown in Figure 2-1. This perimeter net-
work is sometimes referred to colloquially as a demilitarized zone (DMZ) because
these registered computers are not as fully protected as the internal systems. Although
the registered computers are still behind a firewall, they are able to receive more traffic
from the Internet than the internal computers can.

Hub

Q Router

b & |-

Unregistered Network

Hub

Unregistered Network Firewall

Hub

Perimeter Network (Registered)

Q_To Internet —

Internet Router/Firewall

Figure 2-1 Computers with registered IP addresses located in a perimeter network
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Using Unregistered Addresses

Most TCP/IP networks use unregistered IP addresses (also called private network
addresses) for the servers and workstations that only internal users need to access.
These are addresses that are not registered with the TANA, and as a result, they are
invisible to the Internet. Because they are invisible, Internet criminals cannot specifi-
cally target them for virus distribution or other types of compromise (although they are
still vulnerable in other ways). As described in RFC 1918, “Address Allocation for Pri-
vate Internets,” the TANA has set aside three IP address ranges for use by private net-
works. These addresses are not registered to any single network, so anyone can use
them for computers and other devices on a private network.

The private IP address ranges designated by the IANA are as follows:

m 10.0.0.0 through 10.255.255.255
B 172.16.0.0 through 172.31.255.255
B 192.168.0.0 through 192.168.255.255

Tip On a private network that is not connected to the Internet in any way, you can use any IP
addresses you want to, registered or not, because there is no way for them to conflict with
the registered users of those addresses on the Internet. However, if your network users
access the Internet in any way, you should always use the designated private address ranges
to prevent conflicts with Internet computers.

Accessing the Internet from a Private Network

The logical question that remains, however, when you elect to use unregistered IP
addresses on your network, is how your users can access the Internet. If unregistered
addresses are invisible to the Internet, how is an Internet Web server supposed to
respond to a request from a browser on an unregistered network? The answer is that
the network designer incorporates a mechanism into the network infrastructure that
enables unregistered clients to access Internet services. The two most common mech-
anisms of this type are NAT and proxy servers.

Using Network Address Translation

Network address translation is an application built into a router that functions as an
intermediary between unregistered clients on a private network and registered Internet
servers. Client computers can use NAT to send requests to Internet servers and receive
replies, despite the fact that the clients have unregistered network addresses. This pro-
vides the unregistered computers with Internet access, without compromising their
protection from Internet intrusion.
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Connecting to the Internet with Routers

A router is a network layer device that connects two networks and permits traffic
to pass between them. Routers therefore have two network interfaces and two IP
addresses, one for each network. If you want to give your network users access
to the Internet, you must have a router connecting your network with that of an
ISP. A router can be a software application running on a normal computer, or it
can be a dedicated hardware device costing anywhere from under one hundred
to many thousands of dollars. For more information on routers and TCP/IP rout-
ing, see Lesson 3 of this chapter.

When a client application generates a request for information from a server on the Inter-
net, the client computer generates a request message and packages it in an IP datagram.
The datagram is essentially the envelope that carries the message to its destination.
Like a postal envelope, the datagram includes the address of the destination system
and the address of the sender; the only difference is that these are IP, not postal,
addresses.

Understanding Routing To get the request to the destination server, the client com-
puter sends it to a nearby router, which receives the datagram, evaluates the destina-
tion address, and forwards the packet to the appropriate location, either the specified
server or another router. The datagram might pass through a dozen or more routers on
its journey. Eventually, the destination server receives the datagram, processes the
request contained inside, and generates a reply using the sender’s address from the
original datagram as the destination. The routing process then occurs in reverse, with
the reply datagram eventually finding its way back to the client computer.

If the sender’s IP address in the request datagram is unregistered, however, the reply
can never make it back to the client computer because routers cannot process unreg-
istered addresses properly. When you use NAT, the first router that receives the request
datagram from the client makes some slight modifications to it. A NAT router connects
both to a private network, using unregistered addresses, and to an ISP’s registered net-
work. This means that the NAT router has one unregistered address and one registered
address.

Understanding NAT Routing Under normal conditions, routers do not modify data-
grams any more than the postal service modifies envelopes. A NAT router, however,
modifies each datagram it receives from an unregistered client computer by changing
the sender’s IP address. When a client sends a request message in a datagram to a NAT
router, NAT substitutes its own registered IP address for the client computer’s unregis-
tered address in the datagram and then forwards it to the destination in the normal
manner. The NAT router also maintains a table of unregistered addresses on the private
network so that it can keep track of the datagrams it has processed.
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When the destination server receives the request, it processes it in the normal manner
and generates its reply datagram. However, because the sender’s address in the request
datagram contained the NAT router’s registered address, the destination server
addresses the reply datagram to the NAT router, and routers can forward it in the nor-
mal manner. When the NAT router receives the reply from the server, it modifies the
datagram again, substituting the client’s unregistered address for the destination
address in the datagram, and forwards the packet to the client on the private network.

The NAT router’s processes are invisible to the client and the server. The client has gen-
erated a request and sent it to a server, and it eventually receives a reply from that
server. The server receives a request from the NAT router and transmits its reply to the
same router. Both the client and the server have functioned normally, unaware of the
NAT router’s intervention. More importantly, the client computer remains invisible to
the Internet and is protected from most types of unauthorized access.

Microsoft Windows Server 2003 can function as a router, and it contains a NAT imple-
mentation as part of the Routing and Remote Access service (RRAS). Because the NAT
router functions are invisible to the unregistered computer, users can access the Inter-
net with any client application. The one thing you can’t do with a standard NAT imple-
mentation is run an Internet server. This is because the client must initiate the client/
server transaction, and a client computer on the Internet has no way of contacting the
server running on an unregistered computer first.

Tip Some NAT implementations enable you to assign registered IP addresses to specific
unregistered computers on the private network. This ability allows you to use an unregistered
computer to establish a presence on the Internet without compromising the security of the
unregistered computer. All the incoming client traffic is actually going to the NAT router, which
relays it to the server on the unregistered network.

Using Proxy Servers

A proxy server is similar to a NAT router in that it functions as an intermediary between
client computers on a private network and servers on the Internet. Unlike NAT, how-
ever, a proxy server is an independent software product that runs at the application
layer and is not incorporated into a router. When an unregistered client wants to send
a request to an Internet server, the computer forwards the request datagram to a proxy
server instead. The proxy server sends an identical request to the destination server,
receives a reply, and relays the results back to the client. For the proxy server to com-
municate with Internet servers, it must have a registered IP address.

Unlike NAT routers, proxy servers do not process all TCP/IP traffic. Proxy servers only
work with specific client applications, and you must configure the clients themselves to
send their messages to the proxy server instead of to the actual destination, using an
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interface like the one shown in Figure 2-2. At one time, the need to configure individ-
ual clients was the primary drawback of proxy servers, but some client applications can
now detect the presence of a proxy server on the network and configure themselves to
use the server automatically.

Local Area Network (LAN) Settings 2=l

r—Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

™ automatically detect settings

™ Use automatic configuration script

Address I

[ Proxy server

W~ 1lse a proxy server for your LAN (These settings will nat apply to
dial-up or YPM connections),

Address: |192.168.2.10 Port: ISD Advanged...l

™ Bypass proxy server For local addresses

[8]4 I Cancel |

Figure 2-2 The Internet Explorer proxy server configuration interface

Proxy servers also differ from NAT routers in that they enable the network administra-
tor to exercise more control over users’ access to the Internet. For example, adminis-
trators running a proxy server that gives clients access to Internet Web servers can, in
most cases, create a list of specific Web sites that users are not permitted to access, as
well as restrict times that users are permitted to access the Web. Proxy servers can also
log users’ activity, enabling administrators to examine users’ access patterns and main-
tain a record of specific Internet activities. In addition, proxy servers are usually able to
cache information from frequently visited sites. When a user requests a Web page that
the proxy server has recently downloaded for another user, the server can send a reply
to the client immediately using cached information. This speeds up the user’s response
time and reduces traffic on the network’s Internet connection.

Proxy servers provide client computers with the same degree of security as NAT rout-
ers. Because only the proxy server communicates directly with the Internet, the actual
clients on the unregistered network remain invisible to potential intruders. However,
despite the protection that both NAT and proxy servers provide for unregistered com-
puters on a private network, they cannot always overcome the shortsightedness of the
network’s users. As mentioned earlier, there is no way for an Internet predator to
access a computer on an unregistered network directly, because with NAT and proxy
servers, the client must initiate communications. However, if the client computer does
initiate communications with the wrong computers on the Internet (whether intention-
ally or not), it is vulnerable to all kinds of attacks.
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.. Security Alert One of the most common ploys used by Internet criminals today is to dupe
N an unsuspecting user into downloading and running a program that is essentially a special-

purpose server application. The intruders may camouflage these programs, called Trojan
horses or just Trojans, as image files or other innocent applications, which are typically deliv-
ered through e-mail or downloaded from a Web site. When the user runs the program, it
broadcasts the computer’s availability to the Internet, enabling unauthorized users to take
control of it at will. Private addressing therefore provides a distinct advantage over using pub-
lic addresses, but it is not a panacea.

Planning IP Addresses

A first step in creating an IP addressing plan for your network is determining what
types of Internet access each computer requires, if any. Most organizations today give
their network computers some access to the Internet, and in these cases, you should
know the circumstances in which you must use registered IP addresses. For computers
that are strictly Internet clients, that is, for users who need access to the Web and sim-
ilar services, unregistered IP addresses are the best solution, along with either a NAT
router or a proxy server. Whether you use NAT or a proxy server depends on how
much Internet freedom you want to grant your users and what types of client applica-
tions they will use.

For computers that must function as Internet servers, registered IP addresses are
required. Most networks need only a few registered IP addresses, and they lease them
from their ISP for a nominal fee. For organizations with a large Internet presence
requiring many addresses, you might have to acquire a network address of your own
and assign host addresses as needed.

Using registered IP addresses affects the network infrastructure design in other ways
as well. As mentioned earlier, most organizations put Web servers and other regis-
tered computers on a network of their own. This also means that you should not use
these same computers to run important internal services. For example, you should
not use the same computer to host your Web server and your company’s private cus-
tomer database. A registered computer is inevitably more vulnerable to attack than
an unregistered one, and it should contain only the information needed to perform
its primary function.
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Practice: Using Registered and Unregistered IP Addresses

For each of the following types of computers, specify whether it should have a regis-
tered or an unregistered IP address, or both, and why. You can find answers to the
questions in the “Questions and Answers” section at the end of this chapter.

1. A corporate Web server providing product information to Internet clients around
the world

2. A NAT router enabling clients on a private network to access Internet servers

3. An intranet Web server on a private network used to provide human resources
information to employees

4. A client computer that accesses Web servers on the Internet using a NAT router

5. A proxy server providing Internet Web access to clients on a private network

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.



Lesson 1 Determining IP Addressing Requirements 213
1. Which of the following statements about NAT routers and proxy servers are true?
Choose all answers that are correct.
a. NAT routers and proxy servers must have two IP addresses.

b. A NAT router can provide Internet access to any client application on the pri-
vate network.

c. Proxy servers can cache information they receive from Internet servers.
d. The Windows Server 2003 operating system includes a proxy server.

2. What are the two primary reasons why you should use unregistered IP addresses
for Internet client computers?

3. Which of the following best describes the function of a subnet mask?
a. A subnet mask indicates whether an IP address is registered or unregistered.

b. A subnet mask specifies the sizes of the network and host identifiers in an IP
address.

c. A subnet mask is a value assigned by the IANA to uniquely identify a specific
network on the Internet.

d. A subnet mask enables an IP address to be visible from the Internet.

Lesson Summary

m Every computer on a TCP/IP network must have a unique IP address.

m Computers that are visible from the Internet must have IP addresses that are reg-
istered with the TANA.

B For security, a network designer often places computers with registered IP
addresses on a separate network.

m Computers on private networks typically use unregistered IP addresses to protect
them from unauthorized access and to conserve the IP address space.

m Computers with unregistered IP addresses can access the Internet as clients using
a NAT router or a proxy server.
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Lesson 2: Planning an IP Routing Solution

An IP router is a hardware or software device that connects two local area networks
(LANs), relaying traffic between them as needed. Part of designing a network infrastruc-
ture is determining how many LANs you will create and how you will connect them.
When you are designing a small network, routing is not a major consideration because
you can put all your computers on a single LAN. For medium-to-large networks, this is
not a practical solution. You have to create several LANs and then connect them so that
any computer on the network can communicate with any other computer.

Your IP routing plan can be simple or complex, depending on the size of the network
installation, the number of LANs you decide to create, and how you choose to connect the
LANs. A small network might have a single router connecting the LAN to an ISP to provide
network users with Internet access. A large network installation might consist of many dif-
ferent LANSs, all connected with routers. The ultimate IP routing scenario is the Internet
itself, which is composed of thousands of networks connected by thousands of routers.

Typically, an IP routing plan specifies how many LANs there will be in your network
installation and how you will connect the LANs. The plan should also specify the types
of routers the network will use, and how the routers will get the information they need
to forward packets to their destinations.

After this lesson, you will be able to
B Understand router functions
B Use routers to connect LANs and wide area networks (WANSs)
B Understand the difference between routing and switching

Estimated lesson time: 20 minutes

Understanding IP Routing

When a computer on a TCP/IP network transmits a packet, the datagram in the packet
contains the IP address of the destination computer, as well as the address of the
sender. If the destination address is on the same LAN as the sender, the packet travels
directly to that destination. If the destination is on a different network, the sender trans-
mits a packet to a router instead. This router is known as the computer’s default gate—
way. (In TCP/IP parlance, the term gateway is synonymous with router.) You specify
the default gateway address for your computers along with their IP addresses and sub-
net mask during the TCP/IP configuration process.

The default gateway is the interface between the sender’s own network and all the
other connected networks. When the router receives a packet, it reads the destination
address and compares the address to the entries in its routing table. A routing table is
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a list of destination addresses, with the information needed to forward traffic to those
destinations. Using the information in its routing table, the router determines where to
send the packet next. The router might be able to transmit the packet directly to its des-
tination (if the router has an interface on the destination network), or it might send the
packet to another router, where the entire process begins again. On a private network,
packets might travel through several routers on the way to a given destination. On the
Internet, packets commonly pass through a dozen routers or more.

Tip To see a list of the routers between your computer and a specific destination address,
you can use the traceroute utility that is provided with most TCP/IP implementations. On com-
puters running the Microsoft Windows operating systems, the traceroute utility is called Trac-
ert.exe. To use it, display a Command Prompt window and type tracert address, where
address is the IP address of a destination computer.

Routers obtain the information in their routing tables in one of two ways. Either an
administrator manually enters the information, which is called static routing, or the
router receives the information automatically from another router using a specialized
routing protocol. This is called dynamic routing. On Internet routers, the routing tables
can be long and complex, but the tables on private network routers are simple.

Creating LANs

BN

Ethernet LANs are typically defined in terms of broadcast domains and collision
domains.

B A broadcast domain is a group of computers, all of which receive broadcasts
transmitted by any one of the computers in a group. For example, when you con-
nect 100 computers using only Ethernet hubs, any one of those computers can
generate a broadcast and all the other computers will receive it.

B A collision domain is a group of computers that are connected in such a way that
when any two computers transmit packets at exactly the same time a collision occurs.
The collision destroys both packets and forces the computers to retransmit them.

When you create two LANs and join them using a router, you are creating two separate
broadcast domains, because routers do not forward broadcast transmissions from one
network to another, and two separate collision domains, because packets transmitted
on the same network may collide, but packets on different networks do not.

Planning The reason to split a private network into multiple LANs is to create different
broadcast domains and collision domains.
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If you were to have thousands of computers all connected to the same LAN, each com-
puter would have to devote an inordinate amount of time to processing broadcast mes-
sages. In addition, there would be a high collision rate because so many computers
would be contending for the network medium at the same time. More collisions mean
more packet retransmissions. The result would be a slow, inefficient network. By split-
ting that network into multiple LANs, you create individual broadcast and collision
domains, reducing the number of broadcasts each system has to process and the num-
ber of collisions that occur.

Routing and Network Topology Design

In Lesson 3 of Chapter 1, “Planning a Network Topology,” you learned that net-
work designers often split the network into a series of horizontal networks, each
of which is connected to a backbone network using a router. This design pro-
vides an efficient routing solution. No matter how many horizontal networks you
have in your installation, a transmitted packet never has to travel through more than
two routers to get to any destination on the network (as shown in Figure 1-7). Each
packet passes through one router to get from its origin network to the backbone
and through a second router to get from the backbone to the destination network.
Connecting the horizontal networks in series would require packets to pass
through a separate router for each network they traverse.

The number of LANs you create and the number of computers in each LAN
depend on the data-link layer protocol you select for your network. Some proto-
cols have specific limitations on the number of computers they support on a sin-
gle LAN while others have implied limits based on other factors, such as the
maximum number of hubs you can use. In many cases, however, a network’s
LAN configuration is based on geographical or political factors. For example, if
you are designing a network for a multi-story office building, creating a separate
LAN for each floor might be the most convenient solution. In other cases, design-
ers create a separate LAN for each department or division in the organization.

Another advantage of routers is that they can connect networks running completely
different protocols at the data-link layer. Whenever a packet arrives at a router, it trav-
els up through the protocol stack only as high as the network layer (see Figure 2-3).
The router strips off the data-link layer frame from the packet and processes the IP
datagram contained inside. When the router has determined how to forward the data-
gram to its next destination, it repackages the datagram in a new data-link layer frame
prior to transmission. This new frame can be the same as, or different from, the original
frame on the packet when it arrived on the router. So if your network infrastructure
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design calls for different data-link layer protocols or different network media to satisfy
the requirements of different users, you can connect those different networks using
routers. You can connect two different types of Ethernet, such as connecting a
100Base-TX Fast Ethernet horizontal LAN (using Category 5 unshielded twisted pair
cable) to a 1000Base-SX Gigabit Ethernet backbone (using fiber-optic cable), or even
connecting an Ethernet LAN to a Token Ring LAN.

Presentation
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Figure 2-3 A router processing network traffic

Creating WANSs

In addition to connecting LANSs, routers can also connect a LAN to a WAN connection,
enabling you to join networks at different locations. This is the most common applica-
tion for routers today. Every network connected to the Internet uses a router to connect
the private network to an ISP’s network. The ISP in turn has its own routers that pro-
vide the connection to the Internet. Even a simple Windows computer using the Inter-
net Connection Sharing (ICS) feature is functioning as a router.

Some network installations also use routers and WAN connections to join distant
offices. For example, a branch office might be connected to corporate headquarters
using a T-1 line, which is a permanent, digital telephone connection between the two
sites. To connect the networks at those sites, each one has a router connecting it to one
end of the T-1, as shown in Figure 2-4. The T-1 itself then becomes a two-node net-
work, connecting the two remote LANs. A computer at one site that has to send traffic
to a computer at the other site sends its packets to the router on the local network. The
router then forwards the packets over the T-1 to the router at the other site. The second
router then forwards the packets to the LAN in the other office.
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Figure 2-4 Two remote networks connected using routers and a WAN

You will learn later in this chapter that there are alternatives to routers for connecting
LANs at the same site. However, routers are essential for connecting networks using a
WAN. This is because WANs use different data-link layer protocols than LANs. A typical
WAN connection uses a TCP/IP protocol called the Point-to-Point Protocol (PPP) at the
data-link layer. PPP is designed solely for connections between two nodes. With PPP,
unlike Ethernet, there is no contention for the network medium and no need for
packet addressing. The control overhead of the PPP is therefore much lower than that
of Ethernet or Token Ring. The routers not only provide the interface to the WAN, they
also repackage the datagrams for transmission over a different type of network.

Using Routers

The routers you use to connect your LANs can take many different forms. Some routers
are software products. A Windows Server 2003 computer is capable of functioning as
a router, providing you install two network interface adapters in the computer and con-
figure RRAS to function as a LAN router. Windows Server 2003 can also function as a
router connecting a LAN to the Internet. The only differences between the two router
functions are the RRAS configuration and the fact that one of the network interfaces is
a modem or other device providing a WAN connection to an ISP.

On most networks, routers are more likely to be separate hardware devices than standard
computers. Stand-alone routers are available in many sizes and price ranges. The smallest
and most inexpensive routers are devices the size of an external modem that are designed
to connect a home or small business LAN to the Internet. More elaborate Internet access
routers are designed to support larger networks. Most of these routers can use NAT so that
the clients on the private network can use unregistered IP addresses.

Planning Routers for connecting LANs tend to be high-end devices and are frequently mod-
ular. This type of device consists of a router frame, which you typically install in a data center
and populate with modules that provide interfaces to your various networks. The advantage of
this design is that you can connect LANs (or WANs) of any type by purchasing the appropriate
modules and inserting them into the frame.
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Using Switches

While routers are necessary for connecting distant networks with WANs, today’s net-
works do not use them for connecting LANs together as often as they used to. Switches
have largely replaced routers on internal networks. A switch is a network connection
device similar in appearance to a hub but with different internal functions.

A typical Ethernet hub is strictly a physical layer device. Electrical (or fiber-optic)
signals generated by devices on the network enter the hub through one of its ports.
The hub then amplifies the signals and transmits them through all the other ports
simultaneously. The hub does not read the contents of the data packets it forwards or
even recognize that they are data packets. The hub’s function is strictly electrical (or
photonic). It has no intelligence.

Switches receive signals from network devices in the same way as a hub, but the
switch is intelligent and can read the contents of the data packets it receives. The
switch reads the destination address in each incoming packet, amplifies the signals like
a hub, and then forwards the packet, but only through the port providing the connec-
tion to the packet’s destination.

When you connect a group of computers to a hub, every packet transmitted by every com-
puter is forwarded to every other computer. This means that the network interfaces in the
computers spend a significant amount of time reading the addresses of incoming packets
and discarding them because they are intended for another destination. Connect the same
group of computers to a switch, and the amount of traffic on the network is reduced sub-
stantially because packets travel directly from the source only to their destinations and
nowhere else. Fach pair of computers on the network has, in effect, a dedicated connec-
tion between them, using the full bandwidth of the network medium. There is less conten-
tion for the network medium, and therefore there are fewer collisions.

You can use switches in place of hubs on your individual horizontal networks. These
are called workgroup switches or switching hubs. As a replacement for routers, how-
ever, you can also use a single high-performance switch in place of a backbone net-
work. By using switching hubs on your horizontal networks and connecting them to a
single backbone switch, you create a network infrastructure in which every computer
can open a dedicated connection to any other computer. For larger networks, you can
add a third level of switches, connecting your workgroup switches to a departmental
switch and your departmental switches to a backbone switch.
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Off the Record You can connect standard hubs to departmental or backbone switches,
providing each horizontal network with a dedicated connection to every other horizontal net-
work. This is not as efficient as a fully switched network, but it provides a performance
improvement over routers and a backbone that all computers in the enterprise share.

Real World Switches, Routers, and Performance

Because they are more intelligent, switches are more expensive than standard
Ethernet hubs, but they are less expensive than comparable routers. Routing is a
more complicated task than switching because a router has to strip off each
packet’s data-link layer frame, process the information in the IP datagram, and
then package the datagram in a new frame before transmitting it. A basic switch,
in contrast, only has to read the data-link layer address in each packet and for-
ward it to the appropriate port. For this reason, switching is also far faster than
routing.

Replacing the routers on an existing network with switches usually results in an
increase in performance. Designing a network from the outset to use switches
enables you to achieve peak performance from the network equipment you
select. Even a standard 10-megabit-per-second (Mbps) Ethernet network can yield
exceptional performance when each workstation has a dedicated, full-bandwidth
connection to every other workstation.

Combining Routing and Switching

Unlike routers, which operate at the network layer, switches are data-link layer
devices, and this presents a new problem. By connecting LANs with switches, you are
essentially creating one huge LAN. Although switching eliminates the problem of hav-
ing one huge collision domain, all computers on the network are still in the same
broadcast domain. When a computer on the network transmits a broadcast message,
every computer on the entire network receives it. This type of setup can consume large
amounts of bandwidth unnecessarily.

The solution to this problem lies in a switch’s ability to create virtual LANs, or VLANs.
A virtual LAN is a group of computers on a switched network that functions as a sub-
net. When one computer in a VLAN generates a broadcast transmission, only the other
computers in the same VLAN receive it. Network administrators create VLANs in the
switch by specifying the addresses of the computers in each subnet.
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Planning One big advantage to creating subnets with VLANs is that the computers in a
subnet can have physical locations anywhere in the enterprise. With VLANSs, you can create
subnets based on criteria other than physical proximity, such as membership in a workgroup
or department.

VLANS are logical constructions that form an overlay to the switched network. The com-
puters are still switched, but the VLANs enable them to behave as though they are
routed. Further difficulty arises, however, when computers on different VLANs have to
communicate with each other. In this case, some element of actual routing is necessary,
and various types of switches treat this requirement in different ways. Switches that are
strictly layer 2 (that is, data-link layer) devices sometimes have a port for a connection to
a router. This type of device operates under a “switch where you can, route where you
must” philosophy. The device switches all traffic between computers on the same VLAN,
but it sends all traffic between computers on different VLANSs to the router for processing.

Another solution to this problem is most commonly called layer 3 switching, although
specific switching hardware manufacturers have other names for the technique, includ-
ing multilayer routing and cutthrough routing. A layer 3 switch has the capabilities of
a switch and a router built into a single device. Rather than examine the datagram
information for every packet, a layer 3 switch examines the first packet in each series
to determine its final destination, and then uses standard layer 2 switching for the sub-
sequent packets sent to the same destination. The philosophy for this type of device is
“route once, and switch afterwards.”

Workgroup and departmental switches are relatively simple devices. Some manufactur-
ers have lines of hubs and switches that are outwardly identical, differing only in their
internal construction. Layer 3 switches are much more complex, typically taking mod-
ular form, like high-end routers. Installing this type of switch enables you to connect
different types of horizontal networks, providing essentially the same functions as a
router, but with greater speed and efficiency.
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Practice: Designing an Internetwork

In the following exercises, the diagrams represent a network installation that consists
of four independent LANs. Working directly on the diagrams, add the components nec-
essary to fulfill the requirements given in each exercise. Be sure to add all the neces-
sary cables, hubs, routers, or switches, and label them accordingly. Don’t forget to label
the device connecting the computers in each LAN as well. You can find answers to the
exercises in the “Questions and Answers” section at the end of this chapter.

Exercise 1: Internetwork Design with a Single Broadcast Domain and Multiple
Collision Domains

In the following diagram, add the components needed to connect the LANs to an inter-
network that consists of a single broadcast domain and several collision domains.
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Exercise 2: Internetwork Design with Multiple Broadcast and Collision Domains

In the following diagram, add the components needed to connect the LANs in an inter-
network that consists of five broadcast domains and five collision domains.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Replacing the hubs and routers on an internetwork with switches creates a net-
work that has which of the following?

a. One broadcast domain and one collision domain
b. One broadcast domain and multiple collision domains
c. One collision domain and multiple broadcast domains

d. Several collision domains and several broadcast domains
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2.

Specify the OSI reference model layer at which each of the following devices
operates.

a. A switch
b. A router

c. A hub

. Which of the following Windows Server 2003 TCP/IP configuration parameters

specifies the address of a router?
a. Preferred DNS server
b. Subnet mask
c. Default gateway
d. IP address

When you replace the routers on an internetwork with switches that include no
VLAN or layer 3 capabilities, which of the following is a possible reason for poor
network performance?

a. Excessive collisions
b. Excessive broadcast traffic
c. Excessive number of workstations on the LAN

d. Excessive number of collision domains

Lesson Summary

Large networks typically consist of multiple LANs connected by routers. Routers
are network layer devices that enable communication between the networks while
maintaining separate broadcast and collision domains.

Routers can take the form of software or hardware, and range from Routing and
Remote Access in Windows Server 2003 to inexpensive Internet access devices to
expensive modular installations that support large networks.

A typical network design consists of several horizontal networks, all connected to
a single backbone network.

A switch is a data-link layer device that intelligently forwards traffic to specified
destinations. Switches can replace many routers in your network infrastructure
design, creating a network that is more efficient and economical.

Replacing routers with switches creates a network with a single broadcast domain.
Virtual LANs are logical subnets that exist inside switches, enabling you to limit the
propagation of broadcasts throughout the network.
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Lesson 3: Planning an IP Addressing and Subnetting Strategy

Once you have determined what types of IP addresses your network will use and have
decided how many LANs you are going to create and how you’re going to connect
them, you can begin the process of calculating the network’s IP addresses, subnet
masks, and default gateway addresses. You can also plan how the network administra-
tors are actually going to perform the TCP/IP configuration tasks.

After this lesson, you will be able to
B Understand how to subnet a network
B Calculate a subnet mask
B Calculate IP addresses on subnetted networks

Estimated lesson time: 30 minutes

Obtaining Network Addresses

BN

In Lesson 1 of this chapter, you learned about the circumstances under which to use
registered and unregistered IP addresses, and you have presumably used this informa-
tion to design a network infrastructure in which the computers use the appropriate
address types. If some or all of your computers require registered IP addresses, you can
obtain them in one of two forms, depending on how many addresses you need.

Planning If you need only a few registered addresses, you can obtain them singly from your
ISP along with an appropriate subnet mask, although you will almost certainly have to pay an
extra monthly fee for them. If the computers requiring the registered address are all on the
same LAN and must communicate with each other, be sure that you obtain addresses in the
same subnet. If you need a large number of registered IP addresses, you can obtain a net-
work address from the ISP and use it to create as many host addresses as you need.

A network address is the network identifier portion of an IP address plus a subnet
mask. For example, if your ISP were to assign you the network address 192.168.65.0,
with a subnet mask of 255.255.255.0, you can assign IP addresses ranging from
192.168.65.1 to 192.168.65.254 to your computers. The network address you receive
from the ISP depends on the class of the address and on the number of computers you
have requiring registered addresses.

Off the Record In practice, the network address your ISP assigns you will not be part of
the private address range used in this example. Also, it will probably be more complex than
the address shown here, because the ISP will be assigning you only a small portion of the
addresses assigned to them.
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Understanding IP Address Classes

The TANA divides the IP address space into three basic classes. Each class provides a
different number of possible network and host identifiers, and therefore, each is suit-
able for installations of a specific size. The three classes, and the relative sizes of the
network and host identifiers, are shown in Figure 2-5.

8 16 24
® @ O O 0
Network o
Host Identifier
Class A Identifier
Class B Network Identifier Host Identifier
Class C Network Identifier Host Identifier

Figure 2-5 [P address classes

Table 2-1 provides additional information about each of the address classes, including
the value of the first binary bits and the first decimal byte in each class. The value of
the first bits and first byte are what you use to determine the class of a particular net-
work address. The table also specifies the number of bits in the network and host iden-
tifiers for each class, as well as the number of possible addresses you can create with
each identifier.

Table 2-1 IP Address Classes

IP Address Class Class A Class B Class C
First bit values (binary) 0 10 110

First byte value (decimal) 1-127 128-191 192223
Number of network identifier bits 8 16 24
Number of host identifier bits 24 16 8
Number of possible networks 126 16,384 2,097,152
Number of possible hosts 16,777,214 65,534 254

Subnet mask 255.0.0.0 255.255.0.0 255.255.255.0
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To compute the number of possible addresses you can create with a given number of
bits, you use the formula 2*-2, where x is the number of bits. You subtract two because
the original IP addressing standard states that you cannot use the values consisting of
all zeros and all ones for network or host addresses. Most routers and operating sys-
tems, including Windows Server 2003, now enable you to use all zeros for a network
or subnet identifier, but you must be sure that all your equipment supports these values
before you decide to use them.

Exam Tip Be sure to familiarize yourself with the information in Table 2-1, especially the
number of possible networks and hosts available for the three IP address classes, and with
the formula for computing the number of possible addresses. It is common for the exam to
contain questions requiring you to know how many network or host identifier bits are required
for a given installation.

In Lesson 1, you learned about the IP address ranges designated by the TANA for use
by private networks. Each of the three ranges corresponds to one of the IP address
classes, as follows:

m Class A: 10.0.0.0 through 10.25.255.255
m Class B: 172.16.0.0 through 172.31.255.255
m Class C: 192.168.0.0 through 192.168.255.255

Off the Record In addition to Classes A through C, there are two additional address classes,
Class D and Class E. The IANA has allocated Class D addresses for use as multicast identifiers.
A multicast address identifies a group of computers on a network, all of which possess a similar
trait. Multicast addresses enable TCP/IP applications to send traffic to computers that perform
specific functions (such as all the routers on the network), even if they are located on different
subnets. Class E addresses are defined as experimental and are as yet unused.

Understanding Subnetting

Whether you obtain a registered network address from your ISP or you use one of the
private IP address ranges designated by the TANA, you are free to subnet that address
as needed. Subnetting is the process of creating individual network addresses out of a
larger network address. To create a subnet, you borrow some host identifier bits from
a network address and use them to create a subnet identifier. You can then increment
the value of the subnet identifier to create multiple subnets, and increment what’s left
of the host identifier to create individual hosts on each subnet.

Subnetting is an essential part of the IP addressing process, as you can probably tell
when you study the table of IP address classes shown earlier in this lesson. There are
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only 126 Class A network addresses available in the entire IP address space, for exam-
ple, and each one of those addresses supports more than 16 million hosts. There are
some very large network installations in this world, but none of them have as many as
16 million computers. Assigning an entire Class A network address to a particular orga-
nization for its exclusive use would therefore be extremely wasteful if subnetting was
not involved.

In a standard Class A address, the network address is the first 8 bits, which in decimal form
translates to the first quad in the address. For example, 10.0.0.0 is an example of a Class
A address, and it would use a subnet mask value of 255.0.0.0. Because a Class A address
has 24 host identifier bits, far more than are needed for any single network, it is no prob-
lem to borrow some of those bits to create a subnet identifier. If you decide to borrow 8
bits for the subnet identifier, the breakdown of the address changes as shown in Figure 2-
6. You also change the subnet mask of the address to 255.255.0.0 because the primary
function of the mask is to specify where in the IP address the host identifier begins.

8 16 24
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Network o
Host Identifier
Class A | gentifier
Subnetted Network Subnet Host Identifier
Class A Identifier Identifier

Figure 2-6 Subnetting a Class A address

To use the subnetted Class A address, you increment the subnet identifier and the host
identifier separately. For example, to create your first subnet, you give the subnet iden-
tifier a value of one. This means that the network address for this subnet is 10.1.0.0.
You now have 16 bits left for the host identifier, which means you can create up to
65,534 host addresses in that one subnet (216—2=65,554). The first host address in this
subnet is therefore 10.1.0.1. This is the IP address value you use to configure the first
computer in the subnet, along with the subnet mask value of 255.255.0.0. The second
address in the subnet is 10.1.0.2, and the next addresses can proceed from 10.1.0.3 all
the way to 10.1.255.254, utilizing all 16 bits of the host identifier.

To create the second subnet, you simply increment the subnet identifier value again,
giving you a network address of 10.2.0.0 and IP addresses ranging from 10.2.0.1 to
10.2.255.254. Because you have allocated 8 bits to the subnet identifier, you can create
up to 254 subnets on this network (26-2=254). The network address for the last subnet
would be 10.254.0.0, with the IP addresses in that subnet ranging from 10.254.0.1 to
10.254.255.254.
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Subnetting Between Bytes

When the boundaries between your network, subnet, and host identifiers fall between
the bytes of your IP address, subnetting is quite easy. However, you can use any number
of bytes for a subnet identifier, and sometimes you are forced to create subnets that don’t
work out so evenly. For example, if you have a Class C network address you want to
subnet, you obviously can’t create an 8-bit subnet identifier because there would be no
bits left for the host identifier. Therefore, you have to use fewer than 8 bits, which means
your subnet identifier and host identifier values must be combined in the IP address into
a single decimal number.

Tip A number of software tools are available that can simplify the process of calculating IP
addresses and subnet masks for complex subnetted networks. One of these, available as free-
ware, is Wild Packets’ IP Subnet Calculator, available for download at http;//www.wildpackets
.com/products/free_utilities/ipsubnetcalc/overview. However, you should be aware that tools like
these are not permitted when taking Microsoft Certified Professional (MCP) exams, so you must
be capable of performing the calculations manually.

For example, we can assume you have access to the entire 192.168.42.0 Class C net-
work address, and you have to create five subnets containing 25 computers each.
Because this is a Class C address, you have 8 bits for the host identifier, some of which
you must borrow for the subnet identifier. Using the 2*-2 formula, you determine that
a 3-bit subnet identifier enables you to create up to six subnets (2°-2=6), leaving you
a 5-bit host identifier, with which you can create up to 30 hosts (2°-2=30) on each sub-
net. At this point, the subnetting process becomes more difficult. You still have to
increment the subnet and host identifiers separately, as you did earlier with the Class
A address, but you also must combine the subnet and host identifier values into a sin-
gle decimal number that forms the fourth quad of the IP address.

Calculating IP Addresses Using the Binary Method

To understand the problem more clearly, it helps to view the IP address in binary form,
as follows:

192 168 42 0
11000000 10101000 00101010 00000000

The first three quads of the TP address (192.168.42) are the network identifier, and
these remain the same for all IP addresses on the network; only the fourth and final
quad will change. To create your first subnet, you assign the subnet identifier a value
of 1, which appears as follows in binary form:

001 00000
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You then increment the host identifier, using a value of 1 for the first IP address in the
first subnet, resulting in the following binary value:

001 00001

To express these binary subnet and host identifier values as a single 8-bit decimal num-
ber, you combine them before converting them, as follows:

000100001=33

The IP address of the first computer on the first subnet is therefore 192.168.42.33. To
compute the address of the second computer on the same network, you increment the
host identifier only and convert the result to a decimal. A 5-bit host identifier value of
2, in binary form, is 00010, which results in the following conversion:

00100010=34

The TP address of the second computer on the first subnet is therefore 192.168.42.34.
You can then continue to increment the host identifier until you reach the maximum
value for a 5-bit identifier, as follows:

00111110=62
The IP address of the last computer on the first subnet is therefore 192.168.42.62.

To create the second subnet, you increment the 3-bit subnet identifier from 001 to 010,
and then you increment the host identifier in the same way as before. The first and last
addresses on the second subnet are as follows:

01000001=65
01011110=94

The result is that the IP addresses for the second subnet range from 192.168.42.65 to
192.168.42.94. You can then continue incrementing the subnet identifier until you
reach the sixth and last subnet, which provides the following first and last host values:

11000001=193
11011110=222

The range of addresses for the final subnet is therefore 192.168.42.193 to
192.168.42.222.

Calculating a Subnet Mask

In addition to calculating the IP addresses, you also have to calculate the subnet mask
value for your subnetted network. Once again, this task is easier to understand if you
express the values in binary form. The combined network and subnet identifiers for the
Class C network in this example total 27 bits, as follows:

11111111 11111111 11111111 11100000
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Because the first three quads are all ones, they all have the value 255, as in any Class
C network. The binary value of the fourth quad (11100000), when converted to deci-
mal form, is 224. The resulting subnet mask for all the computers on this Class C net-
work is therefore 255.255.255.224.

Exam Tip In some publications, and particularly in the MCP exams, you are likely to see IP
address assignments notated in the form of a network address, followed by a slash and the
number of 1-bits in the subnet mask. For example, the address 192.168.42.32/27 refers to
a network address of 192.168.42.32 with a subnet mask of 255.255.255.224.

Converting Binaries to Decimals

The easiest way to convert binary values to decimals is, of course, to use a calculator.
The Windows Calculator in Scientific mode does this easily. However, when taking
the MCSE exam, the version of Windows Calculator that you are permitted to use has
standard mode only, which cannot perform binary-to-decimal conversions (or expo-
nent calculations). Therefore, you should know how to do these calculations by
hand. To convert a binary number to a decimal, you assign a numerical value to each
bit, starting from the right with 1 and proceeding to the left, doubling the value each
time. The values for an 8-bit number are therefore as follows:

128 64 32 16 8 4 2 1

You then line up the values of your 8-bit binary number with the eight conversion
values, as follows:

1 1 1 0 0 0 0 0
128 64 32 16 8 4 2 1

Finally, you add together the conversion values for the 1-bits only:

1 1 1 0 0 0 0 0
128 +64 +32 +0 +0 +0 +0 +0 =224

Therefore, the decimal equivalent to the binary value 11100000 is 224.

Calculating IP Addresses Using the Subtraction Method

Manually calculating IP addresses using binary values can be a slow and tedious task,
especially if you are going to have hundreds or thousands of computers on your net-
work. However, when you have the subnet mask for the network and you understand
the relationship between subnet and host identifier values, you can calculate IP
addresses without having to convert them from binary to decimal values.
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To calculate the network address of the first subnet, begin by taking the decimal value
of the quad in the subnet mask that contains both subnet and host identifier bits and
subtracting it from 256. Using the previous example of the Class C network with the
subnet mask of 255.255.255.224, the result of 256 minus 224 is 32. The network address
of the first subnet is therefore 192.168.42.32. To calculate the network addresses of the
other subnets, you repeatedly increment the result of your previous subtraction by
itself. For example, if the network address of the first subnet is 192.168.42.32, the
addresses of the remaining five subnets are as follows:

192.168.42.64
192.168.42.96
192.168.42.128
192.168.42.160
192.168.42.192

To calculate the IP addresses in each subnet, you repeatedly increment the host iden-
tifier by one. The IP addresses in the first subnet are therefore 192.168.42.33 to
192.168.42.62. The 192.168.42.63 address is omitted because this address would have a
binary host identifier value of 11111, which is a broadcast address. The IP address
ranges for the subsequent subnets are as follows:

192.168.42.65 to 192.168.42.94

192.168.42.97 to 192.168.42.126
192.168.42.129 to 192.168.42.158
192.168.42.161 to 192.168.42.190
192.168.42.193 to 192.168.42.222

Practice: Subnetting IP Addresses

For each of the following IP address assignments, specify the number of bits in the sub-
net identifier, the number of possible IP addresses in each subnet, the subnet mask for
the IP addresses, and the IP address ranges for the first and last subnet.

10.0.0.0/19

. Number of bits in subnet identifier:

. Number of possible IP addresses in each subnet:

1
2
3. Subnet mask:
4. First subnet:
5

. Last subnet:
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192.168.214.0/29

1. Number of bits in subnet identifier:
2. Number of possible IP addresses in each subnet:
3. Subnet mask:
4. First subnet:
5. Last subnet:
172.28.0.0/20
1. Number of bits in subnet identifier:
Number of possible IP addresses in each subnet:

Subnet mask:

First subnet:

A A

Last subnet:

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following is the correct formula for calculating the number of sub-
nets or hosts you can create with a given number of bits represented by x?

a. x%+2
b. 2%+2
c. 2%-2
d. x*-2

2. What is the correct subnet mask to use on a Class B network with a 10-bit subnet
identifier?

a. 255.192.255.255
b. 255.255.255.192
255.255.192.0
255.192.0.0

&0
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3. How many hosts can you create on a subnet with 9 bits available for the host
identifier?

4. In the IP address assignment 10.54.113.0/24, what does the number 24 represent?
a. The number of bits in the subnet identifier
b. The number of bits in the host identifier
c. The number of bits in the combined subnet and host identifiers
d. The number of bits in the combined network and subnet identifiers

5. Which IP address class provides the largest number of hosts per subnet?

Lesson Summary

m If you require registered IP addresses for your network, you must obtain them
from your ISP. For an unregistered network, you can use any of the addresses in
the private address ranges designated by the TANA.

B You can create subnets using any network address by using some of the host iden-
tifier bits to create a subnet identifier.

B You use the formula 2°-2 to calculate how many hosts or subnets you can create
using a given number of bits.

B You can calculate subnet masks and IP addresses by using the binary values of the
numbers, incrementing them as needed, and then converting the results back into
decimals.
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Lesson 4: Assigning IP Addresses

Once you have calculated the TP addresses and subnet mask for the computers on your
network, you should include in your plan just how the actual TCP/IP configuration
process for each of the computers is going to proceed. There are two basic alternatives
from which to choose. You can manually configure each computer, or you can use
DHCP, an automated TCP/IP configuration service included with Windows Server 2003
and many other operating systems.

After this lesson, you will be able to

W List the drawbacks of manual TCP/IP client configuration

B Understand how DHCP automatically configures TCP/IP clients
Estimated lesson time: 15 minutes

Manually Configuring TCP/IP Clients

Configuring the TCP/IP client on a Windows computer by hand is a relatively simple
task, but when compounded by hundreds or thousands of computers, it can become
an administrative nightmare. Not only does an administrator have to travel to each
computer to configure its settings, but the administrator must also take steps to ensure
that each computer is assigned an IP address that is appropriate for the subnet on
which the computer is located and that does not duplicate the IP address of any other
computer in the enterprise. For a large network installation in which time is at a pre-
mium, you might have to bring in temporary personnel to help with the TCP/IP con-
figuration chores.

Planning Keep in mind that in addition to the time and staff needed to perform the initial
TCP/IP configurations, you will also need to spend time to manually reconfigure a computer if
you later decide to move it to a different subnet.

Off the Record For a large network installation, manually configuring TCP/IP clients is
time-consuming, inefficient, and prone to errors. DHCP enables you to automatically configure
your computers and reconfigure them each time they start up. If you decide to move a com-
puter to a different subnet, DHCP assigns it a new address and reclaims the old one for
assignment to another computer.
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Installing a DHCP Server

DHCP consists of an application layer protocol and a service running on one or more
of your network servers. Windows Server 2003 includes a DHCP implementation, as do
most other network server operating systems. All current Windows operating systems
also include DHCP client capabilities, which activate by default. If you install Windows
XP on a new computer, for example, and connect it to a network, during the com-
puter’s first boot sequence it transmits messages requesting an IP address assignment
to any DHCP servers on the network. DHCP servers can assign IP addresses and subnet
masks, and they can also provide other configuration settings, including default gate-
way addresses and Domain Name System (DNS) server addresses.

To set up a Windows Server 2003 DHCP server:

1.
2.

Install the service on the computer.

Configure it by specifying a range of IP addresses for the DHCP server to assign,
called a scope.

Optionally, configure a variety of DHCP options that provide the other TCP/IP
configuration parameters your computers need, such as the list of DNS servers
available to the client.

Activate the scope and, if you are using the Active Directory directory service on
your network, authorize the DHCP server in the Active Directory database.

Understanding DHCP Allocation Methods

The Windows Server 2003 DHCP server can assign IP addresses using three different
allocation methods, which are as follows:

Dynamic allocation  Assigns an IP address to a client computer from a scope,
for a specified length of time. DHCP servers using dynamic allocation only lease
addresses to clients. Each client must periodically renew the lease to continue
using the address. If the client allows the lease to expire, the address is returned
to the scope for reassignment to another client.

Note Dynamic allocation is the default method for the Windows Server 2003 DHCP server,
and it is particularly suitable for networks where IP addresses are in short supply or for
networks on which you frequently move computers from one subnet to another.

Automatic allocation Permanently assigns an IP address to a client computer
from a scope. Once the DHCP server assigns the address to the client, the only
way to change it is to manually reconfigure the computer. Automatic allocation is
suitable for networks where you do not often move computers to different sub-
nets. It reduces network traffic by eliminating the periodic lease renewal messages
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needed for dynamic allocation. In the Windows Server 2003 DHCP server, auto-
matic allocation is essentially dynamic allocation with an indefinite lease.

B Manual allocation Permanently assigns a specific IP address to a specific
computer on the network. In the Windows Server 2003 DHCP server, manually
allocated addresses are called reservations. You use manually allocated
addresses for computers that must have the same IP address at all times, such as
Internet Web servers that have their IP addresses associated with their host
names in the DNS namespace. Although you can just as easily configure such
computers manually, DHCP reservations prevent the accidental duplication of
permanently assigned IP addresses.

Planning a DHCP Deployment

To configure the TCP/IP clients on your computers using DHCP, you must specify in
your network infrastructure plan how many DHCP servers you intend to deploy and
where to locate them. DHCP clients rely on broadcast transmissions to locate and con-
tact DHCP servers. This means that a DHCP client can only communicate directly with
a DHCP server on the same LAN. Fortunately, this does not mean you have to install a
DHCP server on every one of your LANs. Most routers are equipped with DHCP relay-
agent capabilities you can use to support multiple networks with one DHCP server.

A DHCP relay agent is a module you configure with the IP addresses of DHCP servers
on other networks. The relay agent listens for broadcast transmissions from DHCP cli-
ents, and when it receives them, it forwards the messages to the DHCP servers on
another network. The relay agent then functions as the intermediary between the
DHCP client and server during the entire configuration process.

Although one DHCP server can configure thousands of clients, most network designers
deploy several servers for fault tolerance purposes. However, when you have multiple
Windows Server 2003 DHCP servers on your network, you must configure them with
separate IP address scopes. DHCP servers do not work together. Each server has its
own scopes, from which it allocates IP addresses. If you configure two DHCP servers
with scopes that contain the same IP address ranges, you will end up with duplicate IP
addresses on your network.

You can configure two DHCP servers with scopes to service the same subnet, however.
Microsoft recommends that you distribute the IP addresses for a subnet in an 80:20
ratio. Configure one server with a scope containing 80 percent of the addresses avail-
able for the subnet, and then configure a second server with the remaining 20 percent
of the addresses for that subnet. This provides a fault-tolerance mechanism in case one
of the servers fails for an extended length of time.
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Practice: Installing and Configuring the DHCP Service

In this practice, you install, authorize, and configure the DHCP service on Server0O1.
You also create a scope and configure a range of addresses for the scope.

@ Caution For this exercise, ensure that ServerO1 is on an isolated network (or no network
at all) so that it doesn’t conflict with IP addressing strategy already in place.

Exercise 1: Installing and Authorizing the DHCP Server
In this exercise, you install and authorize the DHCP Server service on Server0O1.

1. Log on to Server0Ol as Administrator.

2. Click the Start menu, point to Control Panel, and then click Add Or Remove Pro-
grams. The Add Or Remove Programs window appears.

3. In the left frame, click Add/Remove Windows Components. The Windows Com-
ponents Wizard appears.

4. In the Components box, scroll down and click Networking Services, but do not
click or change the status of the check box to the left of this option.

& Note Windows Server 2003 has already selected the Networking Services check box
because you've already installed some networking services on ServerO1.

5. Click Details. The Networking Services dialog box appears.

In the Subcomponents Of Networking Services box, select the Dynamic Host Con-
figuration Protocol (DHCP) check box.

6. Click OK. The Windows Components page reappears.

7. Click Next. The Configuring Components page shows a progress indicator as the
changes you requested are made. The Completing The Windows Components
Wizard page appears.

8. Click Finish.
9. Close the Add Or Remove Programs window.

10. Click the Start menu, point to All Programs, point to Administrative Tools, and
then click DHCP. The DHCP console appears and Server0O1.contoso.com [10.0.0.1]
is listed in the console tree.

11. In the console tree, expand ServerOl.contoso.com [10.0.0.1]. A red down-arrow
appears to the left of ServerOl.contoso.com [10.0.0.1].
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Click ServerO1.contoso.com [10.0.0.1] and, from the Action menu, select Authorize.
The red down-arrow remains until you create at least one scope. Leave the DHCP
console open to complete the next exercise.

Exercise 2: Creating and Configuring a DHCP Scope

In this exercise, you create and configure a DHCP scope on Server0O1.

1.

Verify that ServerOl.contoso.com [10.0.0.1] is highlighted, and then from the
Action menu, select New Scope. The New Scope Wizard appears.

2. Click Next. The Scope Name page appears.

In the Name text box, type Scope01.

In the Description text box, type Training network, and then click Next. The IP
Address Range page appears.

. Type 10.0.0.1 in the Start I[P Address text box, and type 10.0.0.254 in the End IP

Address text box.

In the Subnet Mask text box, notice that the server automatically changes the mask
to 255.0.0.0.

Check the value in the Length spin box. Notice that the server automatically enters
24 for the subnet mask length. This means that 24 bits of the IP address are allo-
cated to the network address. Eight bits remain for allocating host addresses on
the network.

8. Click Next. The Add Exclusions page appears.
9. In the Start IP Address text box, type 10.0.0.1.

10.
11.
12.
13.

14.

15.

16.

In the End Address text box, type 10.0.0.1.
Click Add.
Notice that 10.0.0.1 To 10.0.0.11 appears in the Excluded Address Range box.

Click Next. The Lease Duration page appears. Read the information on this page,
and notice that the default lease duration is 8 days.

Click Next to accept the default lease duration. The Configure DHCP Options page
appears, asking if you would like to configure the most common DHCP options now.

Select the No, I Will Configure These Options Later option button, and then click
Next. The Completing The New Scope Wizard page appears.

Read the instructions on this screen, and then click Finish. An icon representing
the new scope appears in the DHCP console.

Notice that Server01.contoso.com now contains a green up-arrow. This is because you
have authorized the server and created a scope. The red down-arrow to the left of the
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scope indicates you have not yet activated the scope. You will activate the scope in a
later procedure.

Leave the DHCP console open to complete the next exercise.

Exercise 3: Configuring Scope Options

In this exercise, you configure DHCP so that it sends the preferred DNS and DNS
domain name to the DHCP client upon registration. This procedure is similar to setting
server options, which apply to all DHCP clients using this server, and setting individual
client options.

1.

In the console tree, expand Scope0l, click Scope Options, and then from the
Action menu, click Configure Options. The Scope Options dialog box appears.

In the General tab, scroll down and select the 006 DNS Servers check box, which
enables the options in the Data Entry group box.

In the Server Name text box, type server01l and then click Resolve. The IP
address 10.0.0.1 appears in the IP Address text box.

Click Add.

5. Scroll down in the Available Options box, and select the 015 DNS Domain Name

8.

checkbox.

In the String Value text box, type contoso.com and then click OK. The DHCP
server will now deliver the DNS data to DHCP client computers within this scope
along with their IP addresses.

Select Server0Ol.contoso.com [10.0.0.1] and, from the Action menu, select Activate.
The scope is now activated.

Close the DHCP console.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

Which type of DHCP address allocation would you typically use for an Internet
Web server? Why?
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What configuration tasks must you perform on a newly installed Windows XP
workstation to activate the DHCP client?

What is the function of a DHCP relay agent?

Lesson Summary

You can configure the TCP/IP clients on your network manually, or you can use
DHCP servers to automatically allocate TP addresses and other configuration
parameters to your computers as needed.

A DHCP server using manual allocation assigns specific IP addresses to specific
clients permanently. Administrators typically use manual allocation for Internet
servers and other computers that require static IP addresses.

A DHCP server using permanent allocation assigns IP addresses from a pool to
DHCP clients, which retain them until an administrator manually reconfigures them.

A DHCP server using dynamic allocation assigns IP addresses to DHCP clients
from a pool, and then reclaims them when a specified lease period expires.

DHCP relay agents forward the DHCP broadcast messages generated by clients to
DHCP servers on other networks. This enables a single DHCP server to furnish IP
addresses for an entire internetwork.
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Lesson 5: Troubleshooting TCP/IP Addressing

Using the TCP/IP protocol suite on your network tends to be more problematic than
using other protocols, in large part because of the need to individually configure each
computer. Most isolated TCP/IP communications problems are related to the client
configuration process in some way, and a large part of the TCP/IP troubleshooting pro-
cess is recognizing the effects of various configuration errors.

After this lesson, you will be able to
B Determine whether a network communications problem is related to TCP/IP
B Understand how TCP/IP client configuration problems can affect computer performance
W List the reasons why a DHCP client might fail to obtain an IP address from a DHCP server

Estimated lesson time: 20 minutes

Isolating TCP/IP Problems

When a computer experiences a network communications problem, there are obvi-
ously many possible sources of error. The difficulty could lie in the TCP/IP protocol
stack, it could be a problem with the data-link layer protocol, or it could even be a
hardware problem such as a broken cable or a faulty network interface adapter. Before
you begin troubleshooting possible TCP/IP problems, you should make sure the trou-
ble is in fact related to the TCP/IP stack.

One sure way to test whether a network communications problem is related to TCP/IP
is to try using a different protocol on the computer. NetBIOS Extended User Interface
(NetBEUD is the best choice for this type of test because it is a single, monolithic pro-
tocol and requires no configuration. However, Windows Server 2003 no longer
includes the NetBEUI protocol, so you can use the IPX protocols for testing, in the
form of the NWLink IPX/SPX/NetBIOS Compatible Transport Protocol module, instead.

To do this, you install the NetBEUI or IPX protocol module in the Network Connec-
tions tool and then unbind the Internet Protocol (TCP/IP) module in the Advanced Set-
tings dialog box. (To access the Advanced Settings dialog box, right-click Network
Connections in the Control Panel menu, click Open to display the Network Connec-
tions window, and then select Advanced Settings from the Advanced menu in the Net-
work Connections window, as shown in Figure 2-7.) At this point, you've activated the
alternative protocol and deactivated the TCP/IP module. If the computer is still unable
to communicate with the other computers on the network, you know the problem is
not related to TCP/IP. You should start looking at the networking hardware and the
computer’s data-link layer protocol drivers. If the computer can communicate using the
alternative protocol but it can’t by using TCP/IP, you know there is a TCP/IP-related
problem, most likely related to the protocol’s configuration.
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Figure 2-7 The Network Connections control panel’s Advanced Settings dialog box

Troubleshooting Client Configuration Problems

The most obvious source of problems on a TCP/IP network is the existence of dupli-
cate IP addresses. When two computers have the same IP address, packets end up in
the wrong place and message transactions are interrupted. Fortunately, the Windows
operating systems check for the existence of a duplicate address each time the com-
puter starts. If Windows detects a duplicate IP address, it disables the TCP/IP protocol
stack on the newly started computer and displays an error message specifying the
hardware address of the system with which the computer is in conflict. The computer
that is the original owner of the duplicate address continues to function normally.
When you reconfigure the other computer with a different, nonconflicting IP address,
the TCP/IP stack becomes active again on that computer.

Incorrect Subnet Masks

As you learned earlier in this chapter, the function of the subnet mask is to let the com-
puter know which bits of the computer’s IP address identify the host and which bits
identify the network on which the host is located. If two computers have different sub-
net masks, their network addresses are different, and the computers see them as being
on different subnets even if they have correct IP addresses. Computers that are on dif-
ferent subnets cannot communicate with each other except through a router, so if you
have a computer that can’t communicate with the other systems on the network, the
problem might be that the computer’s subnet mask is incorrect.
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To view the subnet mask and all the other TCP/IP configuration settings at once on a
computer running Windows 2000, Windows XP, or Windows Server 2003, you can use
the Ipconfig.exe program. Display a Command Prompt window, type IPCONFIG /all
on the command line, and press Enter to generate a display like the following:

Windows IP Configuration

Host Name . . . . . . . . . . . .: CZ7
Primary DNS Suffix . . . . . . .: adatum.com
Node Type . . . . . . . . . . . .: Hybrid

IP Routing Enabled. . . . . . . .: No

WINS Proxy Enabled. . . . . . . .: No

DNS Suffix Search List. . . . . .: adatum.com

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix .:
Description . . . . . . . . . . .: Intel(R) PRO/100 VE Network Connection

Physical Address. . . . . . . . .: 00-D0-59-83-B1-52

DHCP Enabled. . . . . . . . . . .: No

IP Address. . . . . . . . . . . .: 192.168.2.7

Subnet Mask . . . . . . . . . . .: 255.255.255.0

Default Gateway . . . . . . . . .: 192.168.2.99

DNS Servers . . . . . . . . . . .: 192.168.2.10
192.168.86.15

Primary WINS Server . . . . . . .: 192.168.2.10

Incorrect Default Gateway Addresses

If a TCP/IP computer is able to communicate with other systems on the same LAN but
is unable to communicate with systems on other LANs, there is likely a problem with
the computer’s default gateway. The default gateway is the router that a computer uses
whenever it has to communicate with a computer on another network. The routing
table of a TCP/IP computer contains specific network addresses and information on
how to reach them. If the computer must send traffic to a system on one of the net-
works listed in the table, the computer uses that table entry to route the packets prop-
erly. If the computer has traffic to send to a system on a network that is not listed in the
table, the computer sends the traffic to the default gateway.

If a TCP/IP computer does not have a default gateway address in its configuration, it
can communicate with the other systems on the LAN (because no router is needed),
but it can’t communicate with other networks. In the same way, if the default gateway
address is incorrect and doesn’t point to a router, or points to a router that is not func-
tioning properly, no internetwork communication can occur. If you find that one of
your computers is impaired in this way, you should check the Default Gateway setting
in the Internet Protocol (TCP/IP) Properties dialog box if your computer uses a static
IP address (see Figure 2-8), or by using the IPCONFIG /all command if the computer
has obtained its address from a DHCP server. If the default gateway address is correct,
you should check the functionality of the default gateway itself to make sure that it is
running and routing traffic.



Lesson 5 Troubleshooting TCP/IP Addressing 245

Internet Protocol (TCP/IP) Properties 2=l

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrakor
for the appropriate IP settings.

(o ically

IP address: 192 168, 2 . 3
Subnet mask: I 255,255,255, 0
Defaulk gateway: 192,168, 2 ., 99

| Obtain DMS server address automatically

—{* Use the following DNS server addresses:
Preferred DS server: 192 168, 2 . 3

Alternate DMS server: I . . .

Advanced... |
[8]4 I Cancel |

Figure 2-8 The Internet Protocol (TCP/IP) Properties dialog box

Name Resolution Failures

A common cause of TCP/IP communication problems is a failure to successfully
resolve names into IP addresses. TCP/IP network communication is based on IP
addresses. Every message packet generated by a TCP/IP computer contains a destina-
tion IP address and a source IP address. IP addresses are difficult for human beings to
use and remember, however. As a result, the TCP/IP developers devised services like
DNS and the Windows Internet Name Service (WINS), which enable people to use
friendly names for computers instead of IP addresses.

Name resolution is the process by which a computer converts a name into an IP
address. In the case of DNS names, for example, the computer sends the name to a
DNS server, which replies with the IP address associated with the name. The computer
can then initiate communications using the IP address rather than the name.

If a TCP/IP computer fails to communicate with another computer, it might be because
the name resolution has failed. This means that the two computers are both function-
ing properly; they just don’t have the IP addresses they need to communicate. To test
for a name resolution failure, try to communicate with the destination computer using
its IP address instead of its name. For example, if you are trying to contact a Web server
using the uniform resource locator (URL) bttp://www.adatum.com/bome.btml and you
cannot connect, try using the server’s IP address instead of its name, as in the URL
bttp://10.112.65.34/bome.html. If the connection succeeds, the problem lies in the
name resolution.
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Windows computers can use either DNS or WINS for name resolution. If your network
uses the Active Directory directory service, it relies on DNS for name resolution. DNS
name resolution is also required for Internet connectivity. To resolve DNS names into IP
addresses, the computer must have the IP address of a functioning DNS server as part of
its TCP/IP configuration. If the DNS server address is incorrect, or if the DNS server itself
is malfunctioning, name resolution cannot occur and TCP/IP communication attempts
that use names will fail. The Internet Protocol (TCP/IP) Properties dialog box (see Figure
2-8) enables you to specify a preferred DNS server address and an alternate DNS server
address. The latter provides fault tolerance if the preferred server is unreachable or mal-
functioning. You can check the validity of the addresses in a computer’s TCP/IP config-
uration by using the Nslookup.exe program from the command prompt to send a name
resolution request to those specific servers. If the Nslookup test fails, either the address
does not point to a valid DNS server or the DNS server itself is malfunctioning.

If you are running WINS on your network, your computers must have the IP address
of one or more WINS servers specified in the WINS tab of the Advanced TCP/IP Set-
tings dialog box (see Figure 2-9). WINS is one of several NetBIOS name resolution
mechanisms that Windows computers can use, so an incorrect WINS server address or
even the failure of a WINS server to resolve names might not be as immediately evident
as a DNS problem. Windows computers can resolve the NetBIOS names of systems on
the local LAN even without WINS (by using broadcast transmissions as a fallback).
However, if the WINS server addresses are incorrect or the servers are not functioning,
the computer cannot resolve the NetBIOS names of computers on other LANs (because
broadcasts are limited to the local network).

IP Settings | D5 WINS |0ptluns|
WINS addresses, in order of use; ————————————————————
2l
2l
Edit.., Remave

IF LMHOSTS Inokup is enabled, it applies to all connections For which
TCP{IP s enabled.

[¥ Enabls LMHOSTS loskup Import LMHOSTS. ..

NetBIOS setting

" Default:
Use NetBIOS setting From the DHCP server., If static IP address
is used or the DHCP server does not provide NetBIOS setting,
&nable NetBIOS over TCR/IP.

" Enshle NetBIOS over TCR{TF
" Digable NetBIOS over TCP/IP

oK Cancel

Figure 2-9 The WINS tab of the Advanced TCP/IP Settings dialog box
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Note Name resolution is an important issue on a Windows network, and an important part
of network infrastructure planning. For more information on name resolution, see Chapter 4,
“Planning a Name Resolution Strategy.”

Troubleshooting DHCP Problems

Q)

If you are using DHCP servers to automatically configure the TCP/IP clients in your
network’s computers, there are still problems that can arise with the DHCP clients and
the DHCP server. Some of these problems and their solutions are described in the fol-
lowing sections.

Failure to Contact a DHCP Server

When you configure your Windows computers to obtain their IP addresses and other
TCP/IP configuration settings from a DHCP server, you may sometimes find that the
DHCP server has apparently assigned an incorrect IP address to a computer. No matter
what address scope you have configured the DHCP server to use, a client might have
an address that begins with 169.254. This is not an address that the DHCP server has
assigned. Rather, the computer has failed to contact the DHCP server on the network
and has assigned itself an TP address using a Windows feature called Automatic Private
IP Addressing (APIPA).

APTPA is designed to enable Windows computers on a small LAN to configure their
own IP addresses. For example, if you connect a few computers to build a home net-
work, there is no need to manually configure the IP addresses because APIPA automat-
ically assigns a unique address in the same Class B subnet to each computer on the
network. This is fine for a home or small business network, but it is not acceptable on
your carefully planned large network installation.

When a DHCP client resorts to using APIPA to obtain an IP address, it is because the
DHCP messages the computer has broadcasted on the network have gone unan-
swered. There are several reasons why this might happen. First, the computer might be
unable to communicate with the network at all because of a hardware or data-link layer
protocol problem. You can test that theory by installing another network/transport layer
protocol on the computer. If no network communications are possible with the alterna-
tive protocol, it is time to start looking at the computer’s networking hardware and
data-link layer protocol drivers.

Tip After you determine that the problem is due to the client hardware or software configu-
ration and then correct the problem, you must delete the APIPA-supplied address from the
system’s TCP/IP configuration before it can send another request to the DHCP server.
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The client’s failure to obtain an IP address from the DHCP server might also result from
a problem at the server end of the connection. If this is the case, you will see the same
problem on multiple client computers. The DHCP server might be experiencing a hard-
ware or software problem of its own, preventing it from communicating with the net-
work. You can use the same alternative protocol test to determine if this is the case.

The DHCP requests that clients transmit to servers are broadcast messages; they must be
because the client does not yet have the IP address needed to send a unicast message.
Broadcasts are limited to the local network, so if the DHCP server is not on the same LAN
as the client, it cannot receive the request directly. You must use a DHCP relay agent for
a DHCP server to support clients on other networks, and this introduces another poten-
tial source of communication problems. DHCP relay agents are built into the routers that
connect networks or are supplied by the RRAS service in Windows Server 2003, and you
must configure them with the addresses of the DHCP servers on the other networks. This
is so that the relay agent can receive the broadcasts from DHCP clients and send them to
the DHCP servers on the other networks as unicasts. If you have forgotten to configure
the relay agent, or if you have configured it with an incorrect DHCP server address, the
clients’ attempts to contact the DHCP server will fail.

Failure to Obtain an IP Address

In some cases, DHCP clients might be able to communicate with the network but are
still failing to obtain IP address assignments from DHCP servers. This could be because
of an incorrect scope on the server or because of an error in the server’s own TCP/IP
configuration. You should check the scope itself first, to be sure that you have created
it correctly and that you have activated it. Also be sure that the DHCP Server service is
running on the server computer and that the DHCP server is authorized by Active
Directory (if you are using Active Directory on your network).

Using regular scopes, a DHCP server can only supply IP addresses to subnets of which
the server itself is a member. For example, if you create a scope to supply your DHCP
clients with IP addresses on the 192.168.67.0/24 subnet, the DHCP server must have an
IP address in that subnet itself.

Note DHCP servers must have manually configured IP addresses. They cannot obtain their
addresses from another DHCP server or supply one to themselves.

When the DHCP server is servicing clients on the local network, having an IP address
on the same subnet is usually not a problem. However, if you have multiple IP subnets
on a single physical network, or if the DHCP server is providing addresses to distant
networks using relay agents, you must create scopes for networks other than the one
to which the DHCP server is connected. To enable the server to supply addresses to
the clients on other subnets, you can either configure the DHCP server with multiple IP
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addresses, one in each subnet for which you have created a scope, or you can combine
the scopes for the various subnets into a superscope. A superscope is an administrative
grouping of existing scopes supporting multiple IP subnets on the same physical net-
work, which you can activate and deactivate collectively.

Failure to Obtain Correct DHCP Options

When you configure a DHCP server, creating a scope enables the server to assign IP
addresses to clients and supply them with a correct subnet mask. For all other TCP/IP
configuration parameters, such as default gateway and DNS server addresses, you must
configure the server to deliver DHCP options along with the IP address. DHCP options
are specific configuration parameter settings that the server can deliver along with the
IP address and subnet mask. The DHCP server in Windows Server 2003 enables you to
configure DHCP options for specific scopes or for the entire server. For example, if you
want all your DHCP clients, no matter what subnet they are on, to use the same DNS
server, you should create a server option. For the default gateway address (called the
003 Router option by DHCP), you should use scope options because the computers on
each scope need a different gateway address.

If your DHCP clients are receiving IP addresses but are not receiving their DHCP
options properly, you should first check to see whether you have mistakenly created a
scope option instead of a server option, or whether you have created a scope option
for the wrong scope. It is also possible the client does not support a particular option
that you have configured the server to provide. Microsoft’'s DHCP server is designed to
support clients running many different operating systems and contains many options
that are exclusive to non-Windows clients.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. When a TCP/IP computer can communicate with the local network but not with
computers on other networks, which of the following configuration parameters is
probably incorrect?

a. IP address
b. Subnet mask
c. Default gateway

d. Preferred DNS server
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2.

How do you determine whether name resolution failure is the cause of a network
communication problem?

. Why must a DHCP client use broadcast transmissions to request an IP address

from a DHCP server?
a. Because the DHCP server can only receive broadcasts
b. Because the DHCP client does not yet have an IP address

c. Because the DHCP server can service requests only from computers on the
same LAN

d. Because the DHCP client must inform all the other clients on the network of
its intention to request an IP address

Lesson Summary

An incorrect subnet mask makes the computer appear to be on a different net-
work, preventing LAN communications.

A missing or incorrect default gateway address prevents communication with
other networks.

A missing or incorrect DNS or WINS server address can prevent the computer from
resolving other systems’ names.

When a Windows Server 2003 DHCP client fails to make contact with a DHCP
server, the client computer uses APIPA to assign itself an IP address.

Most DHCP communication problems that are not the result of hardware or driver
errors are caused by incorrect configuration of the DHCP client, server, or relay agent.

Case Scenario Exercise

You are the network infrastructure design specialist for Litware Inc., a manufacturer of spe-
cialized scientific software products, and you have already created a basic network design
for their new office building, as described in the Case Scenario Exercise in Chapter 1. The
office building is a three-story brick structure built in the late 1940s, which has since been
retrofitted with several different types of network cabling by various tenants. In your orig-
inal design, each floor of the building has a separate Ethernet LAN, as follows:

First Floor Ten individual offices, each with a single computer using 100Base-
TX Fast Ethernet

Second Floor Fifty-five cubicles, each with a single computer using 10Base-T
Ethernet
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B Third Floor A laboratory setting with network connections for up to 100 com-
puters using 100Base-FX Fast Ethernet

The three LANs are all connected to a backbone network that is running 1000Base-T
Gigabit Ethernet and using dedicated computers running Windows Server 2003 as rout-
ers. In addition to connecting the LANs, the backbone network is connected to the cor-
porate headquarters network in another city using a hardware router and a T-1 line. A
second T-1 line to the corporation’s ISP is connected to the backbone using an Internet
access router.

The Litware home office has also recently notified you that you must modify the net-
work design because they have now decided to use the new facility to house the cor-
poration’s Internet Web servers. To accommodate this addition, you add another LAN
to the design, located in the building’s locked basement. The basement LAN consists of
six Web servers running Windows Server 2003, connected by 100Base-TX Fast Ethernet
and running on Category 5 unshielded twisted pair (UTP) cable. One of the computers
running Windows Server 2003 also has a 1000Base-T Gigabit Ethernet adapter installed
in it, enabling it to route traffic to the backbone.

Because the Web servers must be visible from the Internet so that potential customers
can access them, they must have IP addresses that are registered with the IANA. The
home office has informed you that the corporation has obtained the registered Class C
network address 207.46.230.0 from its ISP. The company has already subnetted the
address using a 3-bit subnet identifier. All the subnets are already in use by other com-
pany offices except for the last one, which is available for your use.

For the three remaining LANs, you have decided to use unregistered IP addresses. The
computers on these networks will be able to access the Internet using the NAT capa-
bilities of the Internet access router on the backbone. Your IP addressing plan calls for
using a single private network address, 172.19.0.0/22, with one (and only one) subnet
allocated to each of the four unregistered LANS.

Given this information, answer the following questions about your IP addressing plan:

1. What subnet mask should you use for the Web server computers on the basement
LAN?

2. How many subnets are there on the 207.46.230.0/27 network in total, and how
many hosts can there be on each subnet?
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3. What is the range of registered IP addresses available for your use?

. How many routers are there on the building’s networks? How many of the routers

are computers running Windows Server 2003, and how many are hardware devices?

. Which of the following IP address classes can you not use when selecting a net-

work address for your unregistered LANs? (Choose all that apply.)
a. Class A
b. Class B
c. Class C
d. Class D

. For each answer you selected in question 5, explain why you cannot use an

address in that class for your unregistered LANSs.

. Assuming that you will use a network address in the Class B private address range

designated by the TANA, what is the maximum number of subnet identifier bits
you can use and still have a sufficient number of host identifier bits to support the
computers on each of your networks?

. Using the network address specified earlier, how many subnet identifier bits are

you using for your unregistered network address?

. What subnet mask must you use for the unregistered LANs on your network?
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List the IP address ranges for the first four subnets created from your unregistered
network address.

Troubleshooting Lab

You are deploying DHCP on a newly constructed network consisting of four horizontal
LANs connected to a backbone network. Each of the five LANs is a separate IP subnet.
You have installed the Microsoft DHCP Server service on one Windows Server 2003
computer that is connected to the backbone network, and you have installed and con-
figured a DHCP relay agent on each of the four routers connecting the backbone to the
horizontal LANs. After configuring the DHCP server by creating the appropriate scopes
and options, you start the client computers.

For each of the problem scenarios below, specify which listed conditions (a, b, ¢, or d) could
be the cause of the difficulty.

&0

a. One of the DHCP relay agents is improperly configured.
b.

One of the scopes on the DHCP server has not been activated.

One of the cables connecting a client to its hub has been accidentally cut.

The Router (default gateway) option on the DHCP server is configured as a server
option, not a scope option.

All of the computers successfully obtain IP addresses from the DHCP server

except one, which has an IP address of 169.254.0.1.

All of the computers on one of the five horizontal LANs fail to obtain IP addresses
from the DHCP server.

All of the computers on the backbone LAN fail to obtain IP addresses from the
DHCP server.

The computers on four of the five LANs are able to communicate with the local
network only.
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Chapter Summary

Computers that are visible from the Internet must have IP addresses that are reg-
istered with the TANA.

Computers on private networks typically use unregistered IP addresses to protect
them from unauthorized access and to conserve the IP address space.

Computers with unregistered IP addresses can access the Internet as clients using
a NAT router or a proxy server.

Large networks typically consist of multiple LANs connected by routers, network
layer devices that enable communication between the networks while maintaining
separate broadcast and collision domains.

A switch is a data-link layer device that intelligently forwards traffic to specified
destinations. Switches can replace many routers in your network infrastructure
design, creating a more efficient and economical network.

If you require registered IP addresses for your network, you must obtain them
from your ISP. For an unregistered network, you can use any addresses in the pri-
vate address ranges designated by the TANA.

You can create subnets using any network address by using some host identifier
bits to create a subnet identifier. You can calculate subnet masks and IP addresses
by using the binary values of the numbers, incrementing them as needed, and
then converting the results back into decimals.

You can configure the TCP/IP clients on your network manually, or you can use
DHCP servers to automatically allocate IP addresses and other configuration
parameters to your computers as needed.

Most DHCP communication problems that are not the result of hardware or driver
errors are caused by incorrect configuration of the DHCP client, server, or relay
agent.

Exam Highlights

Before taking the exam, review the following key topics and terms to help you identify
topics you need to review. Return to the lessons for additional practice, and review the
“Further Reading” sections in Part 2 for pointers to more information about topics cov-
ering the exam objectives.
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Key Points

m Every computer on a TCP/IP network must have a unique IP address. Computers
visible to the Internet must have registered addresses. Computers accessing the
Internet through NAT routers or proxy servers can use unregistered addresses.

B Routers are network layer devices that connect networks into an internetwork
while keeping their collision domains and broadcast domains separate.

m Switches are data-link layer devices that connect networks into one large network.
Although switching all but eliminates collisions from an Ethernet installation, the
network still consists of one large broadcast domain.

B To subnet a network, you borrow some bits from the host identifier and use them
to create a subnet identifier. You can then split a network address into separate
subnets, each of which is a separate entity on a TCP/IP network.

m Most TCP/IP communications problems are the result of incorrect configuration
settings on the TCP/IP client. The problems can result from typographical errors
during a manual client configuration or from incorrect configuration of a DHCP
server or relay agent.

Key Terms

Network address translation (NAT) A router function that enables client comput-
ers on a private network with unregistered IP addresses to access Internet
resources without exposing themselves to possible intrusion from the Internet.

Proxy server An application layer software component that relays transmissions
between unregistered client computers on a private network and the Internet.
Proxy servers can also regulate client access to specific Internet resources and
cache Internet information for rapid access by other clients.

Collision domain A group of computers connected so that any two systems trans-
mitting packets at the same time will cause a collision. Computers connected to a
shared Ethernet hub, for example, are said to be in the same collision domain.
Connecting two LANs with a router creates an internetwork with two separate col-
lision domains.

Broadcast domain A group of computers connected so that a broadcast message
transmitted by any system will reach all other connected computers. Computers
connected by hubs or switches form a single broadcast domain. Connecting two
LANs with a router creates an internetwork with two separate broadcast domains.



2-56

Chapter 2 Planning a TCP/IP Network Infrastructure

Questions and Answers

Page
2-12

Page
2-12

Lesson 1 Practice

For each of the following types of computers, specify whether it should have a regis-
tered or an unregistered IP address, or both, and why.

1. A corporate Web server providing product information to Internet clients around

the world

Registered, because for clients on the Internet to send requests to the server, the server must
have a registered IP address

2. A NAT router enabling clients on a private network to access Internet servers

Both, because the NAT router must be connected to the private network to communicate with the
clients, and it must connect to the Internet so that it can communicate with the Web servers

3. An intranet Web server on a private network used to provide human resources

information to employees

Unregistered, because although the computer is a Web server, the clients are also located on
the private network and the server does not have to be visible to the Internet

4. A client computer that accesses Web servers on the Internet using a NAT router

Unregistered, because the NAT router is responsible for communicating with the Internet serv-
ers requested by the client

5. A proxy server providing Internet Web access to clients on a private network

Registered, because the proxy server is responsible for sending the clients’ requests to the
Web servers on the Internet

Lesson 1 Review

1. Which of the following statements about NAT routers and proxy servers are true?

Choose all answers that are correct.
a. NAT routers and proxy servers must have two IP addresses.

b. A NAT router can provide Internet access to any client application on the pri-
vate network.

c. Proxy servers can cache information they receive from Internet servers.
d. The Windows Server 2003 operating system includes a proxy server.

b and c

2. What are the two primary reasons why you should use unregistered IP addresses

for Internet client computers?

To conserve the public IP address space and to protect the private network from unauthorized
access by Internet predators.
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3. Which of the following best describes the function of a subnet mask?
a. A subnet mask indicates whether an IP address is registered or unregistered.

b. A subnet mask specifies the sizes of the network and host identifiers in an IP
address.

c. A subnet mask is a value assigned by the IANA to uniquely identify a specific
network on the Internet.

d. A subnet mask enables an IP address to be visible from the Internet.
b

Lesson 2 Practice

Exercise 1: Internetwork Design with a Single Broadcast Domain and Multiple
Collision Domains

In the following diagram, add the components needed to connect the LANs to an inter-
network that consists of a single broadcast domain and several collision domains.

orkgroup

Switch

Backbone
Switch

orkgroup

Switch

Workgroup g

Switch
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Exercise 2: Internetwork Design with Multiple Broadcast and Collision Domains

In the following diagram, add the components needed to connect the LANs in an inter-
network that consists of five broadcast domains and five collision domains.

Backbone
Hub

Router

Page Lesson 2 Review
2-23
1. Replacing the hubs and routers on an internetwork with switches creates a net-

work that has which of the following?
a. One broadcast domain and one collision domain
b. One broadcast domain and multiple collision domains
c. One collision domain and multiple broadcast domains

d. Several collision domains and several broadcast domains
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Specify the OSI reference model layer at which each of the following devices
operates.
a. A switch
b. A router
c. A hub
a. Data-link, b. Network, c. Physical

Which of the following Windows Server 2003 TCP/IP configuration parameters
specifies the address of a router?

a. Preferred DNS server
b. Subnet mask
c. Default gateway
d. IP address
c

When you replace the routers on an internetwork with switches that include no
VLAN or layer 3 capabilities, which of the following is a possible reason for poor
network performance?

a. Excessive collisions
b. Excessive broadcast traffic

. Excessive number of workstations on the LAN

¢l

d. Excessive number of collision domains

b

Lesson 3 Practice

For each of the following IP address assignments, specify the number of bits in the sub-
net identifier, the number of possible IP addresses in each subnet, the subnet mask for
the TP addresses, and the IP address ranges for the first and last subnet.

10.0.0.0/19

1.

ok » N

Number of bits in subnet identifier: 11

Number of possible IP addresses in each subnet: 8,190
Subnet mask: 255.255.224.0

First subnet: 10.0.32.1 to 10.0.63.254

Last subnet: 10.255.224.1 to 10.255.255.254
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192.168.214.0/29

1.

Number of bits in subnet identifier: 5

. Number of possible IP addresses in each subnet: 6

Subnet mask: 255.255.255.248
First subnet: 192.168.214.9 to 192.168.214.14

. Last subnet: 192.168.214.249 to 10.255.214.254

172.28.0.0/20

LA e

5.

Number of bits in subnet identifier: 4

Number of possible IP addresses in each subnet: 4,094
Subnet mask: 255.255.240.0

First subnet: 172.28.16.1 to 172.28.31.254

Last subnet: 172.28.240.1 to 172.28.255.254

Page Lesson 3 Review
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1.

2.

Which of the following is the correct formula for calculating the number of sub-
nets or hosts you can create with a given number of bits represented by x?

a. x°+2

b. 2%+2

c. 2%-2

d. x*-2
c

What is the correct subnet mask to use on a Class B network with a 10-bit subnet
identifier?

a. 255.192.255.255
b. 255.255.255.192
c. 255.255.192.0
d. 255.192.0.0
b

How many hosts can you create on a subnet with 9 bits available for the host
identifier?

510
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4. In the IP address assignment 10.54.113.0/24, what does the number 24 represent?
a. The number of bits in the subnet identifier
b. The number of bits in the host identifier
c. The number of bits in the combined subnet and host identifiers
d. The number of bits in the combined network and subnet identifiers
d
5. Which IP address class provides the largest number of hosts per subnet?
Class A
Page Lesson 4 Review
2-40

1. Which type of DHCP address allocation would you typically use for an Internet
Web server? Why?

Manual allocation because the Web server must be permanently assigned a specific IP
address.

2. What configuration tasks must you perform on a newly installed Windows XP
workstation to activate the DHCP client?

None. The DHCP client on a Windows computer is activated by default.
3. What is the function of a DHCP relay agent?

A DHCP relay agent enables DHCP clients to obtain IP address assignments from DHCP servers
located on other networks by relaying the clients’ broadcast transmissions to specific server
addresses.

Page Lesson 5 Review
2-49

1. When a TCP/IP computer can communicate with the local network but not with
computers on other networks, which of the following configuration parameters is
probably incorrect?

a. IP address

b. Subnet mask

c. Default gateway

d. Preferred DNS server
c

2. How do you determine whether name resolution failure is the cause of a network
communication problem?

By using an IP address to establish the connection instead of a name.



2-62 Chapter 2 Planning a TCP/IP Network Infrastructure

3. Why must a DHCP client use broadcast transmissions to request an IP address

from a DHCP server?
a. Because the DHCP server can only receive broadcasts
b. Because the DHCP client does not yet have an IP address

c. Because the DHCP server can service requests only from computers on the
same LAN

d. Because the DHCP client must inform all the other clients on the network of
its intention to request an IP address

b
Page Case Scenario Exercise
2-51
Based on the information provided in the Case Scenario Exercise, answer the following
questions:
1. What subnet mask should you use for the Web server computers on the basement

LAN?
255.255.255.224

. How many subnets are there on the 207.46.230.0/27 network in total, and how

many hosts can there be on each subnet?

6 subnets, with 30 hosts on each

What is the range of registered IP addresses available for your use?
207.46.230.193 to 207.46.230.222

How many routers are there on the building’s networks? How many of the routers are
computers running Windows Server 2003, and how many are hardware devices?

There are six routers in total: two are hardware devices and four are computers running Windows
Server 2003.

. Which of the following IP address classes can you not use when selecting a net-

work address for your unregistered LANs? (Choose all that apply.)
a. Class A
b. Class B
c. Class C
d. Class D

candd
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For each answer you selected in question 5, explain why you cannot use an
address in that class for your unregistered LANs.
You cannot use a Class C address because there is no way for a subnetted Class C address to

support the 100 computers required on the third floor with a single subnet. You cannot use a
Class D address because this address class is reserved for multicast addresses.

Assuming that you will use a network address in the Class B private address range
designated by the TANA, what is the maximum number of subnet identifier bits
you can use and still have a sufficient number of host identifier bits to support the
computers on each of your networks?

9

Using the network address specified earlier, how many subnet identifier bits are
you using for your unregistered network address?

6

. What subnet mask must you use for the unregistered LANs on your network?

255.255.252.0

List the IP address ranges for the first four subnets created from your unregistered
network address.

172.19.4.1 t0 172.19.7.254
172.19.8.1t0 172.19.11.254
172.19.12.1 t0 172.19.15.254
172.19.16.1 t0 172.19.19.254
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Troubleshooting Lab

For each of the problem scenarios below, specify which listed conditions (a, b, ¢, or d)
could be the cause of the difficulty, based on the information provided in the Trouble-
shooting Lab.

a.
b.

&0

One of the DHCP relay agents is improperly configured.
One of the scopes on the DHCP server has not been activated.
One of the cables connecting a client to its hub has been accidentally cut.

The Router (default gateway) option on the DHCP server is configured as a server
option, not a scope option.

. All the computers successfully obtain IP addresses from the DHCP server except

one, which has an IP address of 169.254.0.1.

c

. All the computers on one of the five horizontal LANs fail to obtain IP addresses

from the DHCP server.

a

. All the computers on the backbone LAN fail to obtain IP addresses from the DHCP

server.
b

The computers on four of the five LANs are able to communicate with the local
network only.

d



3 Planning Internet
Connectivity

Exam Objectives in this Chapter:
m Plan an Internet connectivity strategy.

m Troubleshoot connectivity to the Internet.

0 Diagnose and resolve issues related to Network Address Translation (NAT).
O Diagnose and resolve issues related to name resolution cache information.

0 Diagnose and resolve issues related to client configuration.

Why This Chapter Matters

In this chapter, you learn about developing an Internet access strategy that
enables your network users to access the services they need efficiently and
securely. To connect a network to the Internet, you must select an appropriate
connection type based on the network’s requirements, determine what IP
addresses you will use on your client computers, and decide how you will protect
the network from Internet intruders.

Although it is easy to connect a network to the Internet, doing so with appropriate
security complicates the process considerably. This chapter examines the various
types of shared Internet connections you can use for a network, describes how to
evaluate a network’s Internet access needs, and describes the methods you can use to
protect the network from Internet predators. When planning an Internet access solu-
tion for your network, you might think that the security hazards in your situation are
minimal and that the potential for abuse of the Internet connection by your own users
is not an issue. Many network administrators feel this way at first and subsequently
change their minds, usually when something bad happens. It is a good idea to con-
sider these factors at the start so that you can implement an Internet access solution
that is sufficient and secure, before you lose any money or data.

Lessons in this Chapter:

B Lesson 1: Planning an Internet Connectivity Infrastructure ... ........... 3-3
B Lesson 2: Selecting Routers and ISPs . ... ........ ... ... ... ... ...... 3-15
B Lesson 3: Securing and Regulating Internet Access. . ... .............. 3-24
B Lesson 4: Troubleshooting Internet Connectivity . ... ................ 3-34
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Before You Begin

This chapter requires an understanding of basic TCP/IP communications, IP address-
ing, and network infrastructure, as covered in Chapter 1, “Planning a Network Topol-
ogy,” and Chapter 2, “Planning a TCP/IP Network Infrastructure.” You should also
complete the Case Scenario Exercises in Chapters 1 and 2 before you perform the Case
Scenario Exercise in this chapter.
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Lesson 1: Planning an Internet Connectivity Infrastructure

Virtually every organization that runs a data network wants to provide its users with
some type of access to the Internet. E-mail and Web sites have become essential busi-
ness tools in recent years, and supplying these tools has become a standard require-
ment of IT professionals. The questions of how you will provide the network with
Internet access, how much Internet access you will provide, and how you will secure
your private network against unauthorized access from the Internet are essential parts
of a network designer’s infrastructure plan.

After this lesson, you will be able to
W List the criteria for determining how much Internet bandwidth a network needs

Estimated lesson time: 30 minutes

It wasn’t that long ago that even businesses relied primarily on modems and telephone
lines to provide users with Internet access. For this solution, each user required a
modem, a dedicated phone line, and an account with an Internet service provider
(ISP). An administrator also had to install the hardware, configure the computer to use
it, and support it when something went wrong. This solution rapidly became expen-
sive and impractical for businesses with many users requiring Internet access.

Today, the most common Internet access solution for businesses is to install a wide
area network (WAN) connection running from the organization’s private network to an
ISP and share it among all the users on the network. The WAN connection can use any
technology, ranging from a standard dial-up modem to a high-speed leased telephone
line. You connect the private network to the WAN using a router, which forwards all
traffic not destined for an address on the private network over the connection to the
ISP. The ISP’s network then relays the traffic to the Internet.

Determining Internet Connectivity Requirements

Sharing an Internet connection has become an increasingly complex undertaking in
recent years. Not only do you have to provide users with sufficient Internet bandwidth
to support their needs, but you must also consider the possibility of users abusing the
Internet access you give them and be concerned with the dangers of having your pri-
vate network connected to the Internet. Your Internet access strategy must take all
these factors into account before you even begin to implement it.

How Much Bandwidth?

One basic question a network designer must ask when devising an Internet access
strategy is how much bandwidth the users will need to perform their jobs. The answer
dictates what type of WAN connection the network will need, what kind of ISP account
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is required, and how high the monthly fees will be. To answer this question, you must
estimate how many users will require Internet access at one time, what applications
they will use, what activities they will perform, and when.

How Many Users?

Calculating the number of users is not as easy as it might first appear. Of course, you
can find out how many employees there are in the organization and how many of them
use computers connected to the network. However, you must also determine how
many users are working at any one time and how much of that time they spend access-
ing the Internet.

Planning You might find out that a maximum of 250 users work on the network at one
time, but then you have to determine how much time they spend actually accessing the Inter-
net. An executive who sends an occasional e-mail and checks a fact on a Web site once in a
while is distinct from a shipping clerk who spends the whole day using the Web to print ship-
ping labels and track package deliveries.

What Applications Do the Users Need?

Another concern is the Internet applications that the network users run and how they
use them. A single e-mail user, for example, consumes little bandwidth, unless the user
is attaching huge files to e-mail messages, in which case the bandwidth requirements
can be high. Web browsing can vary from simple text pages to File Transfer Protocol
(FTP) downloads and elaborate streaming audio and video applications that also con-
sume substantial bandwidth. You must attempt to estimate the Internet use patterns of
the network’s users and provide them with sufficient bandwidth to satisfy their needs.

Planning Estimating the appropriate amount of Internet client bandwidth that you should
supply for a network also depends on whether you intend to give the users full Internet
access or whether you intend to limit them to certain applications, sites, or times of day. For
more information about regulating client Internet access, see Lesson 2 of this chapter.

Another factor to consider is that client applications need not generate all your net-
work’s Internet activity. You might have to supply bandwidth for the organization’s
Internet servers as well, and estimating the amount of bandwidth these servers need
can be even more difficult than estimating client consumption. Unlike the bandwidth
for client Internet access, which network administrators often try to keep to a mini-
mum, in most organizations the object is to draw as much traffic as possible to their
Internet Web servers.



Lesson 1 Planning an Internet Connectivity Infrastructure 35

Real World Web Servers and Internet Bandwidth

Web servers provide product information and customer support that inside sales
and customer service personnel would otherwise provide. As a result, factors
such as new product release schedules and unforeseen technical support issues,
as well as the overall growth (or reduction) of the company, can affect the
amount of bandwidth consumed by Web servers. When estimating the bandwidth
needs of Web servers, you should always provide a greater margin for growth
than when you are estimating client bandwidth needs. A temporary slowdown
due to a shortage of bandwidth can be an annoyance to company employees, but
when customers experience problems, it can mean lost business.

Another important consumer of Internet bandwidth these days is virtual private net-
work (VPN) connections. A VPN is a type of WAN connection between network sites,
or between a computer and a network, that uses the Internet as a network medium.
Rather than use an expensive dedicated connection, such as a long-distance telephone
call or a leased line, both parties in a VPN use a local ISP to establish a low-cost con-
nection to the Internet. The systems then use a special protocol to create a secured
channel across the Internet (called a tunnel) between them. Some organizations use
VPNs to connect branch offices, and others use them to enable traveling or telecom-
muting employees to connect to the company network without incurring long-distance
telephone charges. VPNs can consume a great deal of Internet bandwidth, depending
on the type and amount of data passing between the connected systems.

When Is Internet Bandwidth Needed?

When estimating the amount of Internet bandwidth an organization needs, you should
plan to provide sufficient support for the network’s peak usage times. An understand-
ing of an organization’s timetable can help you ascertain the network’s Internet band-
width needs in several ways. First, the organization’s daily schedule is a factor. A
company that works only from 9 A.M. to 5 P.M. typically requires most of its client
bandwidth only during that period, while a company that operates around the clock
needs bandwidth at all times.

Web servers and some other applications, such as off-site backups, might require large
amounts of bandwidth during non-business hours. Knowing the company’s business
model can help you estimate these types of bandwidth needs. For example, a company
on the East Coast of the United States that does business in Europe might need a large
amount of bandwidth for its Web servers during the early morning hours when the
company is closed but its European customers are awake and doing business.
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Planning A company’s annual schedule can also affect its bandwidth needs dramatically.
Retailers that do lots of business during the holidays, accountants during tax season, and travel
and tourism businesses that thrive in the warm weather are just three examples of seasonal
businesses. It would not do to estimate their Internet bandwidth needs during a slow time of
year, only to find that you've grossly underestimated their needs during the busy season.

Understanding how an organization’s operating schedule relates to its Internet band-
width needs is particularly important when you are selecting the technology that the
network will use to connect to its ISP. Some types of WAN connections provide a spec-
ified amount of bandwidth at all times while others can accommodate variances in
bandwidth or can even be shut down entirely when not needed.

Planning For a company that completely shuts down and requires no bandwidth at all out-
side of business hours, an Internet connection with a per-minute fee that they can disconnect
at night might be an economical solution while the same type of connection would be imprac-
tical for a company that requires bandwidth around the clock.

Where Are the Users Located?

In addition to estimating the Internet bandwidth the network will require, you should
also consider the locations of the computers that have to access the Internet. Knowing
these locations can help you determine where you should place the router and Internet
connection equipment. In many cases, organizations provide Internet access to all of
their users, so it is best to connect the router to the backbone network or to another
central point. If the computers needing Internet access are all located in one area, such
as a group of Web servers that are the only Internet computers on the network, you
should locate the Internet connection in the same area to prevent the traffic from con-
gesting the rest of the network.

Internet Access and IP Addressing

Knowing the locations of Internet users can also help you design your IP address-
ing strategy for the network. In many cases, the type of Internet access a particu-
lar computer needs is the deciding factor in determining whether to assign it a
registered or an unregistered IP address. If you choose to use NAT to provide
unregistered computers with Internet access, bear in mind that the presence of
Internet clients on multiple subnets affects NAT implementation.
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See Also For more information on using NAT to provide secure Internet access to unregis-
tered computers, see Lesson 3 of this chapter.

|

Choosing an Internet Connection Type

The hardware for a shared Internet connection, at minimum, consists of a router and a
WAN connection. The various types of WAN technologies that Internet connections use
are summarized in Table 3-1.

Table 3-1 Internet Access WAN Technologies
Transmission
Connection Type Speed Applications

Dial-up modem Up to 53 Kbps B E-mail for up to 10 simultaneous users
B Web browsing for 2 to 3 simultaneous
users
B Large FIP downloads for 1 or 2 simul-
taneous users
Integrated Services ~ Up to 128 Kbps B E-mail for up to 20 simultaneous users
Digital Network B Web browsing for 6 to 8 simultaneous
(ISDN) Basic Rate users
Interface (BRD) B Large FTP downloads for 3 or 4 simul-
taneous users
Integrated Services ~ Up To 1.544 Mbps B E-mail for 120 or more simultaneous
Digital Network users
(ISDN) Primary Rate B Web browsing for 75 to 100 simulta-
Interface (PRI) neous users
B Large FTP downloads for 40 to 50
simultaneous users
Cable television Up to 512 Kbps B E-mail for 50 or more simultaneous
networks (CATV) downstream; up to users
128 Kbps upstream  ®m  Web browsing for 25 to 30 simulta-
neous users
B Large FIP downloads for 12 to 15
simultaneous users
Asymmetrical Digi-  Up to 640 Kbps B E-mail for 60 or more simultaneous
tal Subscriber Line ~ downstream; up to users
(ADSL) 160 Kbps upstream @ Web browsing for 30 to 35 simulta-
neous users
B Large FIP downloads for 15 to 18

simultaneous users
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Table 3-1 Internet Access WAN Technologies

Transmission
Connection Type  Speed Applications
T-1 1.544 Mbps B E-mail for 120 or more simultaneous users

B Web browsing for 75 to 100 simulta-
neous users

B Large FTP downloads for 40 to 50
simultaneous users
Fractional T-1 Up to 1.544 Mbps, in B Variable, depending on bandwidth
64 Kbps increments
T-3 44.736 Mbps B E-mail for 3,000 or more simultaneous users

B Web browsing for 2,000 to 3,000 simul-
taneous users

B Large FTP downloads for 1,000 to
1,500 simultaneous users

Frame relay Variable B Variable, depending on bandwidth

Dial-Up Modem Connections

It is possible to share dial-up modem connections with a network. However, a single dial-
up modem connection reaching a maximum of 53 kilobits per second (Kbps) can satisfy
the Internet bandwidth requirements of only a handful of users and only as long as they
don’t run high-bandwidth applications and don’t expect stellar performance. If your net-
work has users who need only occasional access to the Internet, you can install one or
more modems and share them using Internet Connection Sharing (ICS) on a Windows
computer or an inexpensive stand-alone router that provides NAT services.

ISDN

Integrated Services Digital Network (ISDN) is a digital dial-up service that uses the stan-
dard cabling provided by the telephone company plus special equipment at your net-
work site. There are two ISDN services; Basic Rate Interface (BRI, also known as 2B+D)
provides up to 128 Kbps of bandwidth, and Primary Rate Interface (PRD up to 1.544
Mbps, which is the same speed as a T-1. PRI is common overseas but is rarely seen in
the U.S. BRI service is available from many telephone companies, but it doesn’t pro-
vide much more bandwidth than a standard dial-up modem connection. You can ser-
vice a small network with a BRI connection or use it to provide limited Internet access
to a larger network. For example, if you want to provide the users of a medium-sized
network with Internet e-mail capabilities only, ISDN might be an effective solution.

The main advantage of ISDN is that it is a dial-up service, like a standard telephone
connection. To access the Internet and establish a connection, you use your equipment
to dial the ISDN number of your ISP. You can disconnect from the ISP’s network when
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you don’t need Internet access, such as after business hours, and if you want to change
ISPs, all you have to do is dial a different number.

This ability to disconnect is what makes ISDN an economically viable Internet access
solution. In most cases, you must pay a per-minute charge to the telephone company
providing the service (in addition to a monthly fee, plus whatever your ISP charges for
the connection), so remaining connected around the clock can be expensive. In some
cases, using dial-on-demand technology to connect to the ISP only when your users
need Internet access can keep the cost lower than a dedicated connection using
another technology can.

The disadvantages of ISDN are its relatively high cost per kilobit of bandwidth, and the
fact that the end-user equipment must be located within a specified distance (usually
18,000 feet) of the telephone company’s nearest point of presence (POP).

CATV and DSL

CATV networks and Digital Subscriber Line (DSL) are Internet access solutions targeted
primarily at home users, but they can be effective for a business network as well. Many
CATV providers take advantage of their extensive private fiber optic networks by using
them to provide Internet access as well as television signals. The Internet bandwidth that
CATV networks provide can vary, depending on the number of subscribers in the local
area, but is often as high as 512 Kbps. Cable television companies operate what is essen-
tially a metropolitan area network (MAN), in which neighboring subscribers share a net-
work medium and the bandwidth it provides. This means that your available bandwidth
can be reduced when other subscribers in your area are transferring a lot of data.

DSL is a telephone company service that provides high-speed, digital transmissions
using standard telephone cables. A DSL connection is a dedicated link between two
sites that provides a predetermined amount of bandwidth at all times. There are many
different types of DSL connections, all of which have slightly different names, such as
ADSL and High-bit-rate Digital Subscriber Line (HDSL). This is why the technology is
sometimes called by the generic name xDSL. ADSL is the most popular DSL variant for
Internet access and can provide transmission rates of up to 8 Mbps, although transmis-
sion rates between 256 and 512 Kbps are more common. Telephone companies and
other large data carriers frequently use HDSL over fiber optic cables.

Both CATV and ADSL Internet connections suffer from what some network designers
would consider a fatal flaw: they are asymmetrical. An asymmetrical connection is one
that runs at different speeds in each direction. In these cases, the downstream trans-
mission rate (that is, from the service provider to the subscriber) is much higher than
the upstream rate. CATV networks are designed to carry signals from the provider to
the subscriber; there is very little upstream bandwidth available, and the provider typ-
ically sets a maximum upstream transmission rate ranging from 56 to 128 Kbps. Asym-
metrical DSL connections have an upstream transmission rate that is fixed at a lower
speed than the downstream rate.
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For network access to the Internet, an asymmetrical connection might not be a major
drawback, as long as the majority of network users are running Internet client applica-
tions, such as Web browsers. In normal use, client applications send only brief requests
upstream and receive larger amounts of data from the downstream connection. Web
servers and other Internet server applications, however, frequently send large amounts
of traffic upstream, which is why consumer CATV and DSL connections are often
unsuitable for shared network Internet connections. There are DSL technologies that
are symmetrical, however. You must check with your local telephone carrier to find out
what is available in your area. As with ISDN, DSL service is limited in its maximum dis-
tance from the nearest POP, so DSL might not be an alternative for you.

Internet access through a CATV network is generally inexpensive (about $40 per
month, in most cases) and is a viable alternative for a small-to-medium-sized network
that does not require a huge amount of bandwidth. However, because CATV providers
usually target their Internet service to home users, you should check your local pro-
vider’s policy about using the connection for network access. DSL is far more flexible
than CATV. Some DSL providers have packages intended for business use that provide
sufficient bandwidth for larger networks.

Leased Lines

A leased line (sometimes called a dedicated line) is a permanent, usually digital tele-
phone connection between two points that provides a fixed amount of bandwidth at
all times. The most common type of leased line used for connecting a medium or large
network to the Internet is the T-1, running at 1.544 Mbps. A T-1 provides a great deal
of bandwidth between your network and that of your ISP, in both directions, 24 hours
a day. Although you can use a T-1 as a single data pipe, the connection actually con-
sists of 24 separate channels running at 64 Kbps each. Most service providers enable
you to purchase one or more of these separate channels. This is called fractional T-1
service, and it enables you to purchase just about any amount of bandwidth you need.

The next step up from a T-1 connection is a T-3, which is the equivalent of 672 chan-
nels running at 64 Kbps each, or 28 T-1s, for a total of 44.736 Mbps. The Internet uses
T-3 connections for backbones, and ISPs often use them to obtain their own Internet
access, but a T-3 is usually far more bandwidth than a single network installation needs
and is also too expensive.

To install a leased line, you must make arrangements with a telephone carrier for the
installation and then buy or lease a piece of equipment called a Channel Service Unit
/Data Service Unit (CSU/DSU) (see Figure 3-1). You must also arrange with an ISP for
the installation of the connection’s other end at their site and negotiate a contract for
Internet access at the line’s rate of speed. The price of a leased line is typically a
monthly fee based on its transmission rate and on the distance between the two con-
nected sites. Using a local ISP can be a major financial benefit for this reason. Some
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telephone companies can provide the Internet access as well as the leased line, elimi-
nating the need to involve a third party in the negotiations. These providers often have
package deals available that provide an array of Internet access services at an attractive
price.

Workstation Workstation

L 7

- @@ v
Router ’ Leased ’ Router ’ M

CSU/DSU line CSU/DSU Hub
Workstation Workstation
Workstation Workstation

Subscriber Service provider

Figure 3-1 A leased line connection

When creating an Internet access plan, you must understand that leased lines represent
a different world from most of the low-end Internet access solutions described earlier
in this lesson. Installing a leased line for Internet access represents a significant invest-
ment in time and money. In addition to the monthly fees for the leased line itself and
for the ISP’s services, the cost of the installation and the CSU/DSU at both ends is sub-
stantial, and once the line is in place, it is permanent. You cannot change ISPs without
having another line installed to the new destination. Before actually installing a leased
line, you should discuss your needs with several telephone carriers and ISPs to get a
feel for their services and obtain competitive bids.

As an Internet access solution, leased lines are best suited to networks that require large
amounts of bandwidth around the clock. When you install a leased line, you are paying for
a given amount of bandwidth 24 hours a day. An organization that completely shuts down
and requires no Internet access for a portion of the day is wasting a lot of money. However,
for some organizations, the money lost in this way more than offsets the cost of obtaining
the bandwidth they need during business hours by some other means.

Frame Relay

Frame relay is a WAN technology designed to provide a variable amount of bandwidth
and enable you to pay only for the bandwidth you use. To set up a frame relay WAN con-
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nection between two points, you install a leased line at each site, running to a service
provider. The service provider maintains a frame relay network called a cloud, which
provides the connection between the two leased lines, as shown in Figure 3-2. You con-
tract with the service provider for a certain amount of bandwidth through the cloud,
called a committed information rate (CIR), which is guaranteed at all times. When your
bandwidth needs drop below the CIR, you pay a rate based on the bandwidth you use.
Your bandwidth can also exceed the CIR during periods of high traffic, called burst peri-
ods, for an additional fee specified in the contract. The service provider is able to do this
because it can reclaim any bandwidth you are not using and sell it to other customers.

Workstation Workstation
v i / 7 il %
Leased
line
Hub  Router Leased Router Hub M
CSU/DSU line CSU/DSU
Workstation Workstation
Workstation Workstation
Subscriber Service provider

Figure 3-2 A frame relay connection

To use frame relay for Internet access, you must locate an ISP that provides this service,
and you still must install a leased line between your site and that of the ISP. The band-
width of the leased line you install should be slightly more than you actually need for
Internet access. You then contract for a CIR that is somewhat lower than the bandwidth
of the leased line. For example, for a company that shuts down after business hours,
you might design an Internet access strategy consisting of a T-1 line connecting the net-
work site to an ISP, with a frame relay contract containing a CIR of 1 Mbps. When the
company is closed, it won’t pay any ISP fees, and when it’s opened, it has a guaranteed
1 Mbps of bandwidth, plus the ability to exceed the CIR during high-traffic periods.

Frame relay in no way diminishes the cost of installing and maintaining the leased
line connecting the network to the ISP, but it can reduce the network’s ISP costs by
20 to 40 percent in cases in which the company does not make full use of the T-1’s
bandwidth at all times.
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Practice: Understanding WAN Speeds

Using the information provided in this lesson, place the following Internet connection
technologies in order from lowest to highest, based on the amount of bandwidth they
provide.

U A

T-3

CATV

ISDN Basic Rate Interface
ADSL

Dial-up modem

T-1

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find the answers to the questions in the “Questions and
Answers” section at the end of this chapter.

1.

Which of the following servers does not require a computer with a registered IP
address?

a. Internet Web servers
b. Internet e-mail servers
c. DNS servers used for Internet domain hosting

d. DNS servers used for Internet name resolution

. Which of the following WAN technologies are asymmetrical? (Choose all answers

that are correct.)
a. CATV
b. ISDN
c. ADSL
d. T-1

. Which of the following Internet connection types enables you to save money

when the network is not using any Internet bandwidth? (Choose all answers that
are correct.)

a. ISDN
b. DSL

c. Fractional T-1
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d. Frame relay

Lesson Summary

When creating an Internet access strategy for a network, the first step is estimating
how much Internet bandwidth the network needs.

The Internet bandwidth needed by a network is based on the number of users and
the types of applications they run.

WAN technologies such as dial-up modems, ISDN, CATV, DSL, leased lines, and
frame relay provide varying amounts of bandwidth and operational characteristics,
which you must evaluate before selecting one for an Internet connection.

Asymmetrical Internet connections are suitable for use by clients, but not by servers.
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Lesson 2: Selecting Routers and ISPs

Once you have decided what type of WAN technology you will use to connect the net-
work to the Internet, you can then select the components that will connect to each end
of the WAN link. At your private network site, you must install a router. The other end
of the WAN link must be connected to a router as well, which the ISP furnishes.

After this lesson, you will be able to
B Describe the various WAN technologies used for Internet connections
B Understand the criteria used to select an ISP for a network Internet connection

Estimated lesson time: 15 minutes

Choosing a Router Type

You learned in Lesson 2 of Chapter 2, “Planning a TCP/IP Network Infrastructure,” that
routers, especially Internet access routers, can have many forms and sizes. A computer
running Microsoft Windows Server 2003 can function as a router for the Internet access
technologies described in Lesson 1 of this chapter. You can configure the Routing and
Remote Access Service (RRAS) module to route traftic between a local area network
(LAN) and any type of WAN link that you can connect to the computer. RRAS also
includes support for NAT, so you can configure the computers on the LAN with unreg-
istered IP addresses and have them access the Internet using NAT.

Real World Internet Connection Sharing

A simple Microsoft Windows XP workstation using a dial-up modem and tele-
phone line to connect to the Internet can function as a router if you activate the
ICS feature. ICS can supply the other computers on a small LAN with IP addresses
and subnet masks and configure them to use the ICS computer as the default
gateway. The modem provides the connection to an ISP, which is no less a WAN
connection than more expensive and complicated technologies.

Stand-alone Internet routers are hardware devices that connect to your network and to the
WAN providing access to the Internet. At the lower end of the price range, these routers
tend to be all-in-one devices that provide services such as NAT and the Dynamic Host Con-
figuration Protocol (DHCP), in addition to basic routing. You can get routers like this that
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enable you to share a dial-up modem, ISDN, CATV, or DSL connection with your network
by connecting the device directly to the WAN. Because these routers use NAT to provide
Internet access to the LAN, the service provider is aware only of the single connection.
Smaller devices like these are therefore not suitable for larger networks or for networks that
require using registered IP addresses on some of their computers.

As you move up the price range towards more expensive routers, you tend to see
fewer all-in-one units, and you are more likely to want comprehensive routing solu-
tions for the entire enterprise network. High-end modular routers enable you to add
modules supporting many different types of WAN as well as LAN connections, enabling
you to connect a network to an ISP using almost any type of link.

Planning With a high-end modular router, you are more likely to have to supply services such
as NAT and DHCP separately, using a dedicated firewall product or a Microsoft Windows server.

No matter what type of WAN technology you use to connect to the Internet, you must
connect one end of the link to a router at your site, and your ISP must do the same.
Most WAN technologies described in this lesson require some piece of equipment at
each end of the connection. For a dial-up connection, that piece of equipment is a
modem. For leased lines, the CSU/DSU functions as the terminus of the connection.

Off the Record ISDN, CATV, and DSL connections also require devices that are colloquially
referred to as modems, even though they are digital components that do not perform the
modulation/demodulation functions that define a true modem.

Dial-up modems connect to a computer’s serial port, and most other WAN devices can
connect to a standard Ethernet network interface adapter installed in a computer, or
they can connect directly to a stand-alone router, as shown in Figure 3-3. The router
functions as the network’s default gateway for all IP addresses other than those on the
private network.
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Figure 3-3 A network connection to the Internet

Choosing an ISP

When you design an Internet access strategy for a medium or large network, selecting
an ISP is an important part of the plan. The primary function of an ISP is, of course, to
provide access to the Internet. The ISP maintains its own network, which is connected
to the Internet, to which you can connect using various WAN technologies. ISPs can
function at various levels of the Internet food chain. Those that are higher up in the
chain have networks connected directly to Internet backbones, while others are just
intermediaries that obtain bandwidth from another ISP and resell it to their customers.
In addition, some ISPs target home users as their primary customer base while others
seek business clients.

Off the Record ISP selection is particularly important when you use a high-bandwidth con-
nection that is expensive to install, such as a leased line. You don’t want to find out a month
after the installation that the ISP you selected provides bad service, cannot furnish the band-
width you need, or is going out of business.

Both high-level and low-level ISPs have their advantages and disadvantages. A large ISP
near the top of the food chain has more bandwidth available, as well better in-house
servers, routers, and other equipment. Many ISPs of this type maintain redundant Inter-
net backbone connections and have fault-tolerant hardware installations, which together
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minimize the chances of a service outage. These providers often support more WAN con-
nection options and offer more diverse services as well. The disadvantage of this type of
ISP is that you have to pay top dollar for these benefits. In many cases, they are worth it,
especially for a large network that relies on Internet communications.

Smaller ISPs frequently offer substantial monetary savings compared to the larger pro-
viders, and they might be able to provide more personal service. The disadvantage is
that the ISP might not really be equipped to provide for your needs and probably has
less money invested in its own network infrastructure. This means that the smaller ISP
probably provides fewer service options than the larger ones and that the chances of
an extended service outage are greater.

Off the Record In addition to these disadvantages, it's possible that the small ISP will go
out of business. This is a danger with a larger ISP too, although a lesser one.

In addition to providing Internet access, ISPs also provide a variety of other services.
When a home user dials in to an ISP from a stand-alone computer, the ISP not only
provides Internet access, but also furnishes the user with a registered IP address,
Domain Name System (DNS) services, and an e-mail account. To provide these ser-
vices, the ISP must maintain its own application servers.

Part of planning for a network’s Internet access is deciding which application services
the ISP should provide and which ones you will provide in-house. Home users typi-
cally get all the essential services they need in a package deal, but businesses usually
negotiate for these services individually. This is because businesses often provide some
services themselves while contracting with the ISP to supply others.

Some application services that are typically available from ISPs catering to business
customers are as follows:

Multiple WAN Support

ISPs oriented towards residential users might support only dial-up modem connec-
tions, but business-oriented ISPs typically can support a variety of WAN connection
types, such as ISDN, DSL, and leased lines, and they can provide Internet access at a
wide range of bandwidth levels.

Exam Tip Be sure you understand the functions of the various servers involved in providing
a network with Internet connectivity, such as DNS and NAT servers.
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IP Addresses

Every Internet access solution requires one IP address at minimum. Even if you plan to
use unregistered IP addresses on your network, you need one registered address to
connect your NAT router or proxy server to the Internet. In most cases, ISPs provide
one dynamically assigned, registered address as part of the Internet access service. If
you plan on hosting Web or other Internet servers, you might need to obtain additional
registered IP addresses from the ISP and pay an additional fee for them.

Off the Record Most ISPs also differentiate between dynamically assigned IP addresses
and static ones. A NAT router, for example, can use a different registered IP address every
day and still function properly. An Internet Web server must have the same registered IP
address all the time so that clients on the Internet can locate it using its DNS name. You usu-
ally must pay extra to obtain static IP addresses from an ISR

DNS Servers

Internet clients require the services of a DNS server to resolve the names of sites and
users into IP addresses. DNS is one of the easiest services to host yourself, and many
business customers do not need to use their ISP’s DNS servers. Windows Server 2003
includes a DNS server implementation, which you might have to install anyway (to sup-
port Active Directory, for example), so you can use it to provide name resolution ser-
vices to your Internet clients at the same time. A Windows server can provide this basic
name resolution capability even if it has an unregistered IP address itself. Other DNS ser-
vices, such as domain hosting, require that the DNS server have a registered IP address.

See Also For more information about DNS and name resolution, see Chapter 4, “Planning
a Name Resolution Strategy.”

E-Mail Services

For a stand-alone computer, the e-mail services an ISP provides include one e-mail
account (or possibly several, in the case of a family plan) and access to the ISP’s e-mail
servers. Once the ISP creates the account, no further interaction with the customer is
required unless a problem arises. In most cases, the e-mail requirements for businesses
are more substantial A company e-mail solution for a medium-to large-network
requires a lot of accounts and consequently a lot of account maintenance. An ISP has
to factor in the cost of paying someone to service the business customer by continually
creating and revoking accounts, changing passwords, and performing other mainte-
nance chores when charging for e-mail services at this level.
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Off the Record Some ISPs provide corporate e-mail services without providing the mainte-
nance services. You can contract with an ISP to host your e-mail servers while you perform
the maintenance tasks yourself, using a Web-based interface over the Internet.

Most medium-to-large organizations prefer to run their own mail servers, because it is
cheaper in the long run and easier for network administrators to perform routine main-
tenance chores themselves directly on the server rather than wait for the ISP to do it or
use a Web interface. To run an e-mail server that supports Internet e-mail, however, the
computer must have a registered IP address so that other mail servers on the Internet
can send messages to it, and you must have a domain registered in the DNS.

Web Hosting

Some organizations maintain a presence on the Internet by running their own Web
servers, but many others rely on ISPs to host their Web sites for them. Running Internet
Web servers requires that the computers have registered IP addresses, and as with
e-mail servers, the Web servers’ addresses must be registered in the DNS so that Inter-
net users can access them. Web servers also present a security risk because they are as
liable to attract the wrong kind of users as the right kind.

When running Web servers in-house, you have to take steps to secure them, such as by
creating a perimeter network and installing a firewall. Outsourcing the Web servers with
an ISP eliminates the danger to the private network and prevents you from having to
worry about furnishing the servers with sufficient Internet bandwidth. ISPs often price
Web hosting services based on the amount of bandwidth the servers use, but the ISP has
all the bandwidth the Web servers need readily available. If the traffic to the Web servers
increases significantly, you might end up paying a higher monthly fee for the hosting ser-
vice, but you won'’t have to spend a fortune to install a faster connection at your site.

Internet Domain Hosting

To host an Internet domain, you must register the domain name with one of the many
Internet registries by paying a fee and supplying the IP addresses of the DNS servers
that are to be the authoritative sources for information about that domain. You can pay
an ISP to use their DNS servers for this purpose, or you can run your own DNS servers,
but whichever you choose, those servers must be available to the Internet at all times.
If the authoritative DNS servers for your domain are not available, then Internet users
cannot access your Web servers and cannot send you e-mail.

Planning If you already plan on running your own DNS servers to provide name resolution
services for your Internet clients, you can use the same ones to host your domain. Although
you don’t need registered IP address for internal name resolution, the DNS servers must
have registered IP addresses to host the domain.
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Practice: Configuring a Windows Server 2003 Router

In this practice, you configure the Routing And Remote Access tool on Server0O1 to
route traffic between the two network interface adapters installed in the computer. For
this exercise, the Microsoft Loopback Adapter is presumed to be connected to a WAN
device providing a connection to an ISP. The other adapter (which is the actual net-
work interface card in the computer) is connected to the local private network. After
configuring RRAS, you then disable it to prepare for later practice.

Note The Microsoft Loopback Adapter is a software component included with Windows
Server 2003 that you install as part of the server Setup procedure documented in the “About
This Book” chapter.

Exercise 1: Configuring Routing and Remote Access

In this procedure, you perform a manual configuration that leaves RRAS with only
basic routing functions.

1. Log on to Server01 as Administrator.

2. Click Start, point to All Programs, point to Administrative Tools, and then click
Routing And Remote Access. The Routing And Remote Access console appears,
and SERVERO1 (local) is listed in the console tree.

3. Click SERVERO1 (local), and from the Action menu, select Configure And Enable
Routing And Remote Access. The Routing And Remote Access Server Setup Wizard
appears.

4. Click Next. The Configuration page appears.

Notice that there are five options that you can select to create different RRAS
configurations.

5. Select the Custom Configuration. Select Any Combination Of The Features Avail-
able In Routing And Remote Access option button, and then click Next. The Cus-
tom Configuration page appears.

6. Select the LAN Routing check box, and then click Next. The Completing The Rout-
ing And Remote Access Server Setup Wizard page appears.

7. Click Finish. A Routing And Remote Access message box appears, asking if you
want to start the service.

8. Click Yes. The Routing and Remote Access service starts, and new entries appear
in the console tree.

Notice that the IP Routing icon contains only three subheadings: General, Static
Routes, and NAT/Basic Firewall.
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9. Click the NAT/Basic Firewall subheading. Leave the Routing And Remote Access
console open for the next procedure.

Notice that no interfaces appear in the detail pane for this subheading, indicating
that the NAT and firewall functions are not in use.

X Security Alert RRAS is now configured to route traffic between the local network and the
ISP’s network, which is in turn connected to the Internet. You should understand that this is a
basic router configuration, with no security mechanisms of any kind. You must also configure
the server with a default gateway address that will send all external traffic to the ISP’s router.
You use this configuration only when you want to connect computers with registered IP
addresses directly to the Internet, and when you intend to manually configure the firewall fea-
tures in RRAS or use a third-party firewall product to protect your computers from unautho-
rized access by Internet intruders.

Exercise 2: Disabling Routing and Remote Access

In this procedure, you disable RRAS, removing the configuration you just created. This
leaves RRAS in its original state so that you can create a different configuration later in
this chapter.

1. Click SERVERO1 (local), and from the Action menu, select Disable Routing And
Remote Access. A Routing And Remote Access message box appears, warning you
that you are disabling the router.

2. Click Yes. The Routing and Remote Access service is stopped, and the subhead-
ings beneath the SERVERO1 (local) icon disappear.

3. Close the Routing And Remote Access console.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find the answers to the questions in the “Questions and
Answers” section at the end of this chapter.

1. Which of the following components must you have for your network to run its
own Internet e-mail server? (Choose all answers that are correct.)
a. A DNS server to host the domain
b. A registered IP address

c. A Web-based administration interface

d. A registered domain name
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2. Internet access routers marketed as all-in-one devices typically include which
additional services?

3. List three advantages of using a larger, high-level ISP compared to a smaller one.

Lesson Summary

m ISPs can provide a variety of services to business clients in addition to simple
Internet access.

m ISPs typically charge extra for additional IP addresses, and they differentiate
between dynamic and static address assignments.

m ISPs can provide access to application servers, such as Web, e-mail, and DNS servers.

Part of Internet access strategy is determining which services you should imple-
ment in-house and which you should obtain from the ISP.
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Lesson 3: Securing and Regulating Internet Access

In addition to specifying what type of Internet connection to install and what services
to obtain from the ISP, an Internet access plan should specify how you will protect the
network from unauthorized intrusions by Internet predators and what restrictions you
will impose on the network users’ Internet access. An Internet connection is a door to
the outside world that can operate in both directions, and it is vital to minimize the risk
of your network being compromised from outside. However, not all security threats
come from outside. Your own users can jeopardize your network by running unautho-
rized applications, monopolizing Internet bandwidth, and exposing your systems to
viruses and other damaging software.

After this lesson, you will be able to
B Determine the Internet access security requirements for a network
B Understand the security ramifications of using NAT
B Understand the security capabilities of a proxy server

Estimated lesson time: 20 minutes

Determining Internet Security Requirements

Providing network users with Internet access is a balance between functionality and
security. In Chapter 2, “Planning a TCP/IP Network Infrastructure,” you learned how
the difference between using registered and unregistered addresses is important to
your network’s security. Deciding which computers will use these address types is the
first step in providing secure Internet access.

You can choose to grant your users complete access to the Internet by assigning regis-
tered IP addresses to their computers. This solution enables the users to run any Inter-
net client or server application, using all the bandwidth available to them. However,
using registered IP addresses also exposes your network to many kinds of abuse.

Security Alert Not only can outside users on the Internet access your computers using
the registered addresses, your internal users can also abuse their privileges by running their
own Web servers and other unauthorized applications.

It is possible to secure a registered network by installing a firewall between the comput-
ers and the Internet connection. You must do this if you have Web servers or other com-
puters on your network that require registered IP addresses. However, using
unregistered IP addresses is a simpler method of securing your Internet clients and also
enables you to implement more comprehensive security and access control mechanisms.
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Deciding how secure your network needs to be and how you are going to implement
that security is important in designing an Internet access strategy. Once you have
selected a type of Internet connection for your network and have developed an IP
addressing strategy, it is time to think about how much Internet access you want to
give your users. Determining the security requirements for the network helps you to
determine what additional hardware and software you need to install.

Limiting Applications

One way of securing your network’s Internet access is to limit the Internet applications
that users are permitted to run. You implement a basic application restriction by using
unregistered IP addresses. When an unregistered computer is not visible from the
Internet, Internet systems cannot initiate contact with it. Therefore, the computer is
restricted to running Internet client applications, which by definition initiate communi-
cations with a server on the Internet.

Tip Restricting users to client applications means they cannot run their own Internet serv-
ers, such as Web and FTP servers.

Another method of restricting the applications that people can use to access the Inter-
net is to filter the packets passing over the Internet connection based on their ports.
Every TCP/IP packet contains a source port number that identifies the application that
generated it and contains a destination port number that identifies the receiving appli-
cation. The port numbers are included in the packet’s transport layer protocol header.

Real World Port Filtering

Web servers communicate with clients using the Hypertext Transfer Protocol
(HTTP), and HTTP uses port number 80. If you create a port filter on your net-
work stopping all traffic addressed to port 80, your computers can’t send HTTP
requests to Web servers and therefore can’t access Web sites. Port filtering does
not prevent the user from actually running the Web browser, but it does prevent
the browser from communicating with servers on the Internet.

To create packet filters, you use a firewall or a router with packet filtering capabilities.
If you use a computer running Windows Server 2003 as the router connecting your net-
work to your ISP, you can create packet filters in the RRAS module.

Limiting Users

In most organizations with Internet connections, there are different types of users who
require varying degrees of Internet access to perform their jobs. In your own Internet
access plan, you might want to provide all the network’s users with e-mail capabilities but
restrict Web browsing to a certain group of users and FTP capabilities to still another group.
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There are two methods you can use to provide different levels of Internet access for indi-
vidual users. The first is to use packet filtering. In addition to filtering packets based on port
numbers, you can filter them based on IP addresses. By combining these two filter types,
you can specify the ports that each computer on the network is permitted to use.

Tip Regulating Internet access using packet filtering can be time consuming for network
administrators.

The second method is to use a software product that recognizes users and enables you
to grant them access to specific Internet services. Proxy server products, such as
Microsoft Internet Security and Acceleration (ISA) Server 2004, include features like
these as well as other capabilities.

Regulating Internet Access

As mentioned earlier, network security hazards can originate from internal sources as
well as external ones. Your own network users might not cause as much damage as
Internet intruders can, by introducing viruses or wantonly deleting files, but they can
still hamper network operations by monopolizing Internet bandwidth or lower produc-
tivity by spending too much time on personal Internet activities.

For these reasons, many network administrators impose restrictions on Internet use,
such as specifying sites that users can access, limiting the hours during which users can
access the Internet, and limiting the amount of bandwidth they can use. These features
are also included in proxy server products.

Using NAT

NAT is a primary method enabling computers with unregistered IP addresses to access
the Internet. As described in Chapter 2, “Planning a TCP/IP Network Infrastructure,”
NAT functions as an intermediary between a client computer on an unregistered net-
work and the Internet. For each packet generated by a client, the NAT implementation
substitutes a registered address for the client’s unregistered address.

Following are three basic types of NAT:

m Static NAT Static NAT translates a number of unregistered IP addresses to an
equal number of registered addresses (see Figure 3-4) so that each client always
uses the same registered address. This type of NAT does not conserve the IP
address space because you need the same number of registered addresses as
unregistered addresses. Static NAT is also not as secure as the other NAT types
because each computer is permanently associated with a particular registered
address, which makes it more possible for Internet intruders to direct traffic to a
particular computer on your network using that registered address.



Lesson 3 Securing and Regulating Internet Access 3-27

Unregistered IP Registered IP

Unregistered IP Registered IP

Unregistered IP Registered IP

Unregistered IP NAT Router Registered IP

Unregistered IP Registered IP

Figure 3-4 Static NAT

Dynamic NAT Dynamic NAT is intended for circumstances in which you have
fewer registered IP addresses than unregistered computers (see Figure 3-5).
Dynamic NAT translates each unregistered computer to one of the registered
addresses. Intruders on the Internet are less able to associate a registered address
with a particular computer (as in static NAT) because the registered address
assigned to each client changes frequently. The main drawback of dynamic NAT is
that it can support only the same number of simultaneous users as you have reg-
istered TP addresses available. If all the registered addresses are in use, a client
attempting to access the Internet receives an error message.

Unregistered IP

Unregistered IP Registered IP

Unregistered IP

Unregistered IP NAT Router

Registered IP

Unregistered IP

Figure 3-5 Dynamic NAT

Masquerading Masquerading translates all the unregistered IP addresses on
your network using a single registered IP address (see Figure 3-6). To enable
multiple clients to access the Internet simultaneously, the NAT router uses port
numbers to differentiate between packets generated by and destined to different
computers. Masquerading provides the best security of the NAT types because
the association between the unregistered client and the registered IP address/
port number combination in the NAT router lasts only for the duration of a single
connection.



3-28

Chapter 3 Planning Internet Connectivity

Unregistered IP

Unregistered IP

Unregistered IP Registered IP + port

Unregistered IP NAT Router

Unregistered IP

Figure 3-6 Masquerading NAT

NAT Security

Most NAT implementations today rely on the masquerading technique because it min-
imizes the number of registered IP addresses needed and it maximizes the security pro-
vided by NAT. Note, however, that NAT by itself, even using masquerading, is not a
true firewall and does not provide ironclad security for high-risk situations. NAT effec-
tively blocks unsolicited requests and other probes from the Internet, meaning that it
thwarts intruders searching for unprotected file shares and private Web or FTP servers.
However, NAT does not prevent users on the Internet from launching directed denial
of service attacks against specific computers on the private network or from using
other, more complex tactics to compromise your network.

Off the Record Under normal conditions, client computers are not often subject to threats
like these, so a NAT server and a good anti-virus program (kept current with frequent virus sig-
nature updates) are usually sufficient. However, Internet servers and other high-traffic com-
puters are more likely to be targeted by intruders and generally require more comprehensive
firewall protection.

NAT and Stateful Packet Inspection

Some NAT implementations include additional security capabilities, typically a tech-
nique called stateful packet inspection. Stateful packet inspection is a generic term
for a process in which the NAT router examines the incoming packets from the
Internet more carefully than usual. In a typical NAT implementation, the router is
concerned only with the IP addresses and port numbers of the packets passing
through it. A NAT router that supports stateful packet inspection examines other
network and transport layer header fields as well, looking for patterns in various
damaging behaviors, such as IP spoofing, SYN floods, and teardrop attacks. Various
manufacturers implement stateful packet inspection in different ways, so not all
NAT routers with this capability offer the same degree of protection.
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Port Forwarding

Although Internet computers cannot initiate transactions with a computer on a NAT-
protected network under normal conditions, it is possible to host a Web or other server
on an unregistered system using a technique called port forwarding. Port forwarding
occurs when the NAT router creates a mapping between a specific registered IP
address and port number and a specific unregistered address on the private network.
This mapping enables traffic that the NAT router would ordinarily block to get through
to its destination.

Real World Port Forwarding

An additional benefit of port forwarding is that the router can manipulate transla-
tion to provide additional functionality, such as load balancing. A NAT server can
receive requests destined for one particular registered address and distribute them
among several unregistered addresses. This means that if you have a Web site that
receives high levels of traffic, you can deploy multiple, identical Web server com-
puters and split the load between them.

Using a Proxy Server

NAT provides some security for unregistered computers while giving them access to
the Internet, but because it operates at the network layer, it permits clients to use any
application. NAT also provides little true firewall protection, except in the case of those
NAT routers that support stateful packet inspection. For network administrators who
want more protection, and who want more control over their users’ Internet activities,
another option, called a proxy server, is available.

A proxy server is an intermediary between clients and the Internet, like a NAT router,
except that it functions at the application layer. Unregistered clients send their Internet
access requests to the proxy server, which generates its own identical requests and
sends them to the server on the Internet. When the proxy server receives a response,
it relays the information back to the client on the unregistered network.

Early proxy servers were relatively simple software programs that supported only a
few client applications, such as Web browsers and e-mail clients. The administrator
or user also had to configure each client to send its requests to the proxy server’s IP
address, rather than try to send them directly to the Internet. Today, proxy servers
have evolved into comprehensive Internet access solutions that provide support for
all major applications and enable administrators to exercise significant control over
users’ Internet activities.
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Exam Tip Be sure you understand how NAT routers and proxy servers work and the differ-
ences between the two.

Using Microsoft Internet Security and Acceleration Server 2004

ISA Server 2004 is a proxy server product that provides extensive firewall capa-
bilities, including filtering at the packet, circuit, and application levels. These
capabilities enable the proxy server to block most types of attacks attempted by
Internet intruders, with greater efficiency than a typical NAT implementation. The
server can also examine the data arriving from the Internet—whether it is con-
tained in Web pages, e-mail messages, or other forms—to see if the files contain
viruses or other potentially damaging code.

In addition to protecting the network from outside intrusion, ISA provides exten-
sive internal security capabilities. Using a policy-based model, you can monitor
and regulate user access to the Internet. Using a firewall client provided with the
product, you can require users to authenticate to the ISA server before they are
granted Internet access and grant them specific levels of access based on their
identities. This means you can easily control user access to specific Internet appli-
cations and locations as well as maintain logs of Internet activities. You can also
limit the time users can spend on the Internet by scheduling the hours when
access is available.

Most proxy servers are also capable of accelerating client performance by caching
information downloaded from the Internet. Repeated client visits to the same Web site,
for example, are satisfied using the files stored on the proxy server, rather than repeat-
ing the download from the Internet. Because the proxy server is located on the com-
pany network, its response time with the cached information is far faster than that of
the Internet server from which it was originally obtained.

Selecting an Internet Access Method

When using unregistered IP addresses for your network clients, deciding whether to
use a NAT router or a proxy server to provide Internet access for your users should be
based on the amount of security you think your network needs. For average, nontech-
nical Internet users, a NAT router provides efficient access and is easy to install and
configure. For power users who are more likely to abuse their Internet access, a proxy
server might be preferable.
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Practice: Configuring a NAT Router

In this practice, you configure the RRAS module on Server01 to function as a NAT
router connecting the private network with an ISP’s network. For this exercise, the
Microsoft Loopback Adapter installed in the Server01 computer is presumed to be con-
nected to a WAN device providing a connection to the ISP. The other adapter is con-
nected to the local private network. Afterward, you disable the RRAS configuration to
return the service to its original state.

Exercise 1: Configuring Routing And Remote Access as a NAT router

In this procedure, you use a predetermined configuration option supplied with RRAS
to create a router that uses NAT and basic firewall techniques to protect the private net-
work from intruders.

1.
2.

Log on to Server01 as Administrator.

Click Start, point to All Programs, point to Administrative Tools, and then click
Routing And Remote Access. The Routing And Remote Access console appears,
and SERVERO1 (local) is listed in the console tree.

. Click SERVERO1 (local), and from the Action menu, select Configure And Enable

Routing And Remote Access. The Routing And Remote Access Server Setup Wizard
appears.

Click Next. The Configuration page appears.

5. Select the Network Address Translation (NAT). Allow Internal Clients To Connect

To The Internet Using One Public IP Address option button, and then click Next.
The NAT Internet Connection page appears.

. With the Use This Public Interface To Connect To The Internet option button

selected (as it is by default), select the WAN Connection interface. Note the Enable
Security On The Selected Interface By Setting Up Basic Firewall. Basic Firewall
Prevents Unauthorized Users From Gaining Access To This Server Through The
Internet check box is also selected by default. Click Next. The Completing The
Routing And Remote Access Server Setup Wizard page appears.

Click Finish. The Routing and Remote Access service starts and subheadings
appear under SERVERO1 (local).

Note that the Internet Group Management Protocol IGMP) has been installed,
providing support for IP multicasting.

Click the NAT/Basic Firewall subheading.



3-32

Chapter 3 Planning Internet Connectivity

9.

10.
11.

12.
13.

In the details pane, select the interface representing the network interface adapter
connecting the computer to the private LAN (typically, the Local Area Connection
interface), and from the Action menu, select Properties. The Properties dialog box
for the interface appears.

Note that the Private Interface Connected To Private Network option button is
selected.

Click Cancel to close the Properties dialog box.

In the details pane, select the WAN Connection interface, and from the Action
menu, select Properties. The Properties dialog box for the interface appears.

Note that the Public Interface Connected To The Internet option button is selected
by default, along with the Enable NAT On This Interface and Enable A Basic Fire-
wall On This Interface check boxes. These features provide protection for the
Internet connection interface by preventing access to the private network by
unauthorized users.

Click Cancel to close the Properties dialog box.

Leave the Routing And Remote Access console open for the next exercise.

Exercise 2: Disabling Routing And Remote Access

In this procedure, you disable RRAS, removing the configuration you just created. This
leaves RRAS in its original state so that you can create different configurations in later
chapters.

1.

Click SERVERO1 (local), and from the Action menu, select Disable Routing And
Remote Access. A Routing And Remote Access message box appears, warning that
you are disabling the router.

Click Yes. The Routing and Remote Access service is stopped, and the subhead-
ings beneath the SERVERO1 (local) icon disappear.

Close the Routing And Remote Access console.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find the answers to the questions in the “Questions and
Answers” section at the end of this chapter.

1.

2.

3.

Port filtering can provide which of the following Internet access control capabilities?
a. Limit the applications users can run
b. Prevent specific users from accessing the Internet
c. Limit the applications that can access the Internet
d. Prevent specific computers from accessing the Internet

Specify which of the three types of NAT processing (static, dynamic, or masquer-
ading) provides the best security, and state why this is so.

How many registered IP addresses does a dynamic NAT router require?
a. None
b. One
c. One for every unregistered IP address

d. One for each simultaneous connection

Lesson Summary

Determining a network’s Internet security requirements is a major part of develop-
ing an effective Internet access strategy.

An Internet connection is a gateway that can work in both directions, enabling
Internet users to access your private network as well as allowing your users Inter-
net access.

Security problems can also originate on the private network, from users who
monopolize or abuse the Internet connection.

Most NAT implementations today use masquerading, a technique that maps unreg-
istered IP addresses to a single registered IP address, combined with a port number.

Proxy server products have evolved to now include an array of firewall and access
control features that provide a comprehensive Internet security solution for a pri-
vate network.
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Lesson 4: Troubleshooting Internet Connectivity

Network users often report problems connecting to the Internet, and the first job of the
troubleshooter is to determine the location of the problem. All Internet communica-
tions use the TCP/IP protocols, so any of the TCP/IP problems described in Lesson 5
of Chapter 2, “Planning a TCP/IP Network Infrastructure,” can also affect Internet con-
nectivity. However, there are also many other possible causes, ranging from trivial
faults affecting a single computer to serious situations that jeopardize the functionality
of the entire network.

After this lesson, you will be able to

B Determine the location of an Internet access problem

B Understand client configuration problems that can interrupt Internet access

B Understand router, NAT, and proxy server problems that can interrupt Internet access
Estimated lesson time: 20 minutes

Determining the Scope of the Problem

The first step in troubleshooting an Internet access problem is to determine how wide-
spread the problem is. This can help you isolate the approximate location of the fault.
Assuming that the user reporting the problem can reproduce it at will, the simplest way to
begin is for the help desk technician to try to reproduce the fault on other computers using
the same steps the user did when experiencing the problem. The ideal way is to begin by
recreating the fault on a system connected to the same hub as the problem computer, pro-
ceed to a system on another hub but on the same LAN, and then repeat the process on
another LAN. If you can’t reproduce the user’s problem on any other computer, you know
the problem is in the computer itself or the computer’s connection to the network.

Note A problem that is isolated to the computers on one hub or on one LAN can indicate a fault
in the hub or in one of the connections between hubs. A problem that affects all the computers on
the network can result from a problem with the Internet access router or with the Internet itself.

The next step of the process is to determine whether the problem is limited to Internet
connectivity. To do this, you attempt to access a resource on the local network (such
as a file system share) from the computer experiencing the problem, and then you
repeat the attempt with resources on other LANs. If the user’s computer cannot contact
the local network or the Internet, you know the problem is related to the internal net-
work infrastructure and not to the components providing the Internet connection.

Once you have some idea of how widespread the problem is, you can prioritize it and
assign it to the appropriate support personnel.
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Real World Troubleshooting

Because an Internet communications fault has so many possible causes, the pro-
cess of isolating the cause of the problem is critical.It enables support personnel
to determine who should be responsible for resolving the problem. In large orga-
nizations, technical support people are frequently divided into tiers that are
responsible for increasingly complicated problems. For example, failure to access
an Internet server could result from a configuration problem on the client com-
puter, in which case a system administrator would handle the problem. The fail-
ure could also be due to a cabling problem, which a physical infrastructure
specialist or an outside contractor would handle. A problem with a router or a
proxy server would be delegated to a networking specialist. Finally, the problem
could lie with the ISP or the Internet itself, in which case responsibility would lie
outside the organization.

Diagnosing Client Configuration Problems

Internet communication problems that are isolated to a single computer typically result
from incorrect client configuration. If the computer cannot connect to local network or
Internet resources, you should check the basic TCP/IP configuration parameters, such
as the IP address and subnet mask. If the computer can access resources on the local
network but not on other networks or the Internet, the default gateway setting is either
incorrect or pointing to a malfunctioning router.

Default Gateway Problems

The default gateway address enables the computer to forward all traffic destined for
computers not on the private network to the Internet access router, which is connected
to the organization’s ISP. The router could be a standard router, a NAT router, or a
proxy server. However, this does not mean that every computer must have the Internet
access router’s address as its default gateway. Every computer must have access to a
default gateway on the local network, and if the Internet access router is connected to
a different network (such as the backbone), the default gateway must be able to for-
ward all Internet traffic to the Internet access router.

If the problematic computer can access internal resources on other networks but can-
not access the Internet, the default gateway address in the TCP/IP configuration is
pointing to a functional router, but the router might not be configured to forward
Internet traffic properly. This would cause other computers using that default gate-
way to experience the same problems. Check the routing table on the default gate-
way router to make sure that it contains a path leading (directly or not) to the
Internet access router.
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Name Resolution Problems

A common cause of Internet connectivity problems is the client computer’s failure to
resolve DNS names into IP addresses. When name resolution fails, the client computer
can’t access Internet resources using host and domain names. To determine if name
resolution failure caused the problem, you can attempt to access an Internet resource
using its IP address instead of its DNS name. If the attempt is successful, you know that
either the client computer is configured with an incorrect DNS server address or that
the DNS server specified in the computer’s TCP/IP configuration is not functioning

propetly.

See Also For more information on troubleshooting name resolution problems, see Lesson 6
in Chapter 4, “Planning A Name Resolution Strategy.”

Diagnosing NAT and Proxy Server Problems

Q

If you determine that the Internet connection problem is reproducible on other com-
puters, or if you receive similar problem reports from other users, you are more likely
dealing with a problem that affects one of the components providing Internet access to
the entire network. If the network uses an intermediate device, such as a NAT router or
a proxy server, the problem might be located in one of these components.

Tip To determine if the NAT router or proxy server is the source of the problem, you can try
to access the Internet using a computer that does not go through an intermediate device,
such as a Web server or other system with a registered IP address and direct access to the
Internet router. If direct Internet communication is possible, but connections going through
the NAT router or proxy server fail, start looking for the fault in these components.

Both NAT routers and proxy servers must have an interface that connects directly to the
Internet using a registered IP address. This means that these devices can suffer from
any of the same TCP/IP configuration problems as a client computer. Check the stan-
dard TCP/IP configuration parameters in the device, such as the IP address and subnet
mask, the default gateway, and the DNS server addresses.

A NAT router or proxy server can also access the Internet itself but have a problem ser-
vicing the client computers on the unregistered network. In the case of a NAT router,
make sure that the NAT implementation is configured to work with the unregistered IP
addresses you have assigned to the client computers. For a proxy server, troubleshoot-
ing can be more complex. The proxy might in fact do the job it was configured to do,
yet block access to the Internet because the user’s authentication failed or because a pol-
icy on the server prohibits access. The user might try to access an unauthorized Internet
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site or try to access the Internet at an unauthorized time, for example. All technical sup-
port personnel that field such problems must be aware of the policies configured on
the proxy server so that they do not waste time troubleshooting nonproblems.

Diagnosing Internet Connection Problems

If the individual computer is not at fault, and the NAT router or proxy server is func-
tioning properly, the problem might lie with the Internet access router. You can check
the router to make sure that both its network interfaces are configured properly, with
one connecting to the internal network and one to the WAN link providing access to
the ISP. The router’s routing table should have a default gateway entry that sends traffic
for all but the internal networks through the WAN interface to the ISP’s router.

If the Internet access router is functioning correctly, the problem might be with the
Internet connection itself. In most cases, the WAN connection uses a hardware device,
such as a CSU/DSU, which you can power cycle or reset. This might solve the problem
in some cases, but at other times the difficulty might be in the actual WAN connection.
These connections always involve a service provider of some type (which might or
might not be the same as your ISP), and they might experience hardware or software
problems that interrupt your connection.

Tip WAN technology problems are a likely cause of a widespread Internet access problem,
as many types of WAN connections can experience temporary outages.

Your ISP might also experience a problem that inhibits their own connectivity to the
Internet, and if they can’t connect, you can’t either. You often hear reports (whether gen-
uine or not) of a backhoe operator in some other city accidentally cutting a cable, which
causes a service interruption to your ISP, your WAN provider, or a major Internet back-
bone. In these cases, there is little to do except keep in close contact with your providers
to obtain status updates and register your displeasure. This is one occasion when you
might regret signing up with a smaller ISP rather than with the large, expensive company
that maintains multiple, redundant T-3 connections to various Internet backbones.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find the answers to the questions in the “Questions and
Answers” section at the end of this chapter.

1. A user is unable to access an Internet Web site but can access file system shares on
the same LAN. Which of the following might be the problem? (Choose all answers
that are correct.)

a. The user’s computer has an incorrect IP address.

b. The user’s computer has an incorrect default gateway address.
c. The user’s hub is malfunctioning.

d. The router connecting the LAN to the ISP is malfunctioning.

2. What does a troubleshooter do to determine the scope of an Internet connection
problem?

3. If a Web server with a registered IP address can access the Internet but client com-
puters with unregistered addresses cannot, which of the following components
might be the source of the problem?

a. The CSU/DSU
b. The Internet access router
c. The proxy server

d. The WAN connection

Lesson Summary

B Reproducing the fault on other computers can tell you whether the problem is in
the computer itself or in a component that affects other users as well.

B An incorrect default gateway address or a malfunctioning default gateway router
can hinder Internet connectivity while leaving local communications intact.

B To determine if an Internet connection problem is caused by a name resolution
failure, which could be the result of an incorrect DNS server address or a malfunc-
tioning DNS server, try connecting to the Internet using an IP address instead of a
DNS name.



Lesson 4 Troubleshooting Internet Connectivity 3-39

B NAT routers and proxy servers have network interfaces just like client computers,
and they must have correct TCP/IP client configuration parameters. The NAT con-
figuration and proxy server functions must also be correct.

m If no other components are at fault, the Internet access router or the WAN connec-
tion to the ISP might be the cause of the Internet connection problem. A service
provider’s equipment, or even the Internet itself might also cause a problem with
the Internet connection.

Case Scenario Exercise

You are the network infrastructure design specialist for Litware Inc., a manufacturer of
specialized scientific software products. You have already created a network design for
their new office building, as described in the Case Scenario Exercise in Chapter 1. The
office building is a three-story brick structure built in the late 1940s, which has since
been retrofitted with several types of network cabling by various tenants. In your orig-
inal design, each building floor has a separate Ethernet LAN, as follows:

m First floor Ten individual offices, each with a single computer using 100Base-TX
Fast Ethernet.

m Second floor Fifty-five cubicles, each with a single computer using 10Base-T
Ethernet.

m Third floor A laboratory setting with network connections for up to 100 computers
using 100Base-FX Fast Ethernet.

The three LANs are all connected to a backbone network, running 1000Base-T Gigabit
Ethernet and using dedicated computers running Windows Server 2003 as routers.

You are authorized by the home office to install an Internet connection for the entire
network, and you are designing an Internet access strategy. The network users have
varying needs. The inside sales department numbers 55 people, who need access to
Internet e-mail only. The company also has 20 outside salespeople based in this office,
all of whom are equipped with laptop computers that they use to access the company
network through VPN connections. The salespeople dial into a national ISP account
from wherever they happen to be and open a secure connection through the Internet
to a remote access server located in the building. The salespeople use the remote net-
work connection to access the company database, download product updates from
company servers, and check their e-mail on the company mail server.

The research and development lab on the third floor houses approximately 50 scien-
tists and technicians, but they have special needs. In addition to e-mail and Web access
for all workers, these people must frequently upload and download large files to and
from Internet servers as well as access real-time video streams from other locations
over the Internet.
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All users in the building work a single shift, from 9 A.M. to 5 P.M., weekdays only. All
client computers are shut down during nonworking hours. However, in addition to
these users, the building also houses the company’s six Internet Web servers, which
receive heavy traffic and must remain connected to the Internet at all times.

Based on this information, answer the following questions about the Internet access
strategy for this Litware, Inc. building.

1. For each of the following Internet access solutions, specify why it would or would
not be suitable for this installation.

a. ISDN Basic Rate Interface
b. ADSL

c. T-1

d. Frame relay

2. All computers on the building’s three client LANs use unregistered IP addresses, and
the router connecting the backbone network to the Internet WAN link has NAT, port
forwarding, and packet filtering capabilities. Explain how you would have to modify
the Internet access strategy to support each of the following capabilities.

a. Enable the scientists on the third floor to temporarily activate a server that
streams video live over the Internet.

b. Prevent the inside sales personnel from running any Internet application
other than an e-mail client.

c. Authenticate users before granting them Internet access and limiting Internet
access to certain hours of the day.

Troubleshooting Lab

You work the help desk for a large corporation with a T-1 connection to the Internet.
All client computers have unregistered IP addresses and access the Internet through a
proxy server. An ISP hosts the company’s Web servers at a facility that maintains three
redundant T-3 connections to the Internet. The ISP guarantees a 98 percent connectiv-
ity rate. A call comes in from a user in the Marketing department named Mark, who
says, “I can’t access the company Web site! Our Internet connection must be down!
You have to call our ISP right away and have them fix it!” After calming Mark down
somewhat, you begin troubleshooting. Place the following troubleshooting steps in the
order you should perform them.

1. Call the ISP, and ask if there is a problem with the company’s Internet service.

2. Call a user who is connected to the same hub as Mark, and ask if she can access
the Internet.
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Power cycle the CSU/DSU for the T-1 providing Internet access.

Try to access the company Web site using a computer with a separate dial-up
modem connection to the Internet.

. Ask Mark to try to access a different site on the Internet.

6. Call a user on a different LAN from Mark, and ask if he can access the Internet.

7. Ask Mark to repeat his actions and see if he still can’t access the company Web

9.

site.

Try to access the company Web site using a computer on the network with a reg-
istered IP address.

Check the NAT router logs to see if they are functioning properly.

Chapter Summary

When creating an Internet access strategy for a network, the first step is estimating
how much Internet bandwidth the network needs. The Internet bandwidth
needed by a network is based on the number of users and the types of applica-
tions they run.

WAN technologies such as dial-up modems, ISDN, CATV, DSL, leased lines, and
frame relay provide varying amounts of bandwidth and operational characteristics,
which you must evaluate before selecting one for an Internet connection.

ISPs can provide a variety of services to business clients in addition to providing
simple Internet access. Part of the Internet access strategy is determining which ser-
vices you should implement in-house and which you should obtain from the ISP.

An Internet connection is a gateway that can work in both directions, enabling
Internet users to access your private network as well as allowing your users Inter-
net access. Security problems can also originate on the private network, from
users who monopolize or abuse the Internet connection.

Most NAT implementations today use masquerading, a technique that maps unreg-
istered IP addresses to a single registered IP address combined with a port number.

Proxy server products have evolved to now include an array of firewall and access
control features that provide comprehensive Internet security for a private network.

The first step in troubleshooting an Internet connectivity problem is to isolate its
location. Reproducing the fault on other computers can tell you whether the prob-
lem is in the computer itself or in a component that affects other users as well.

To determine if an Internet connection problem is caused by a name resolution
failure, which could be the result of an incorrect DNS server address or a malfunc-
tioning DNS server, try connecting to the Internet using an IP address instead of a
DNS name.
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B NAT routers and proxy servers have network interfaces just like client computers,
and they must have correct TCP/IP client configuration parameters. The configu-
ration of the NAT and proxy server functions must also be correct.

m If no other components are at fault, the Internet connection problem might be
caused by the Internet access router or the WAN connection to the ISP. The prob-
lem might also be caused by a service provider’s equipment, or even be in the
Internet itself.

Exam Highlights

Before taking the exam, review the key points and terms that are presented below to
help you identify topics you need to review. Return to the lessons for additional prac-
tice, and review the “Further Reading” sections in Part 2 for pointers to more informa-
tion about topics covering the exam objectives.

Key Points

B The initial steps of Internet connectivity planning are to determine how much
bandwidth the network needs and what WAN technology you should use to sup-
ply that bandwidth.

B To connect your network to the Internet using the WAN technology you've cho-
sen, you must decide what type of router to use at your site, what ISP you want
to use, and what services you want the ISP to provide.

m To provide users with Internet access safely, you should secure your network by
using unregistered IP addresses and a NAT router or proxy server.

m The first steps in troubleshooting Internet connectivity problems are to determine
the scope of the problem and then isolate its location.

B Internet connectivity problems are frequently caused by TCP/IP configuration errors,
NAT router proxy server configuration errors, or malfunctioning WAN connections.

Key Terms

Network address translation (NAT) A router function that provides client comput-
ers with Internet access by substituting the router’s registered IP address for the
clients’ unregistered addresses in individual data packets.

Stateful packet inspection An optional NAT feature that enables the router to
inspect the contents of data packets for potentially damaging code.

Proxy server An application layer software product that functions as an intermedi-
ary between unregistered client computers and the Internet. In addition to provid-
ing Internet access, proxy servers can restrict Internet access, log Internet activity,
and cache Internet data.
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Questions and Answers

Page Lesson 1 Practice
313

Using the information provided in this lesson, place the following Internet connection
technologies in order from lowest to highest, based on the amount of bandwidth they
provide.

T-3

CATV

ISDN Basic Rate Interface
ADSL

Dial-up modem

T-1

AL S

5,32,46,1

Page Lesson 1 Review
313

1. Which of the following servers does not require a computer with a registered IP
address?

a. Internet Web servers

b. Internet e-mail servers

c. DNS servers used for Internet domain hosting

d. DNS servers used for Internet name resolution
d

2. Which of the following WAN technologies are asymmetrical? (Choose all answers
that are correct.)

a. CATV
b. ISDN
c. ADSL
d. T-1

aandc
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3. Which of the following Internet connection types enables you to save money
when the network is not using any Internet bandwidth? (Choose all answers that
are correct.)

a. ISDN

b. DSL

c. Fractional T-1
d. Frame relay

aandd

Page Lesson 2 Review
3-22
1. Which of the following components must you have for your network to run its
own Internet e-mail server? (Choose all answers that are correct.)

a. A DNS server to host the domain
b. A registered IP address
c. A Web-based administration interface
d. A registered domain name
a, b,and d

2. Internet access routers marketed as all-in-one devices typically include which
additional services?

DHCP and NAT
3. List three advantages of using a larger, high-level ISP compared to a smaller one.

The possible advantages include support for multiple WAN connection technologies, more
Internet bandwidth available, redundant Internet backbone connections, fault tolerant hard-
ware, and more diverse services.

Page Lesson 3 Review
3-33
1. Port filtering can provide which of the following Internet access control capabilities?
a. Limit the applications users can run
b. Prevent specific users from accessing the Internet

c. Limit the applications that can access the Internet

d. Prevent specific computers from accessing the Internet
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2. Specify which of the three types of NAT processing (static, dynamic, or masquer-
ading) provides the best security, and state why this is so.

Masquerading provides the best security because mapping a client’s unregistered IP address
to the NAT router’s registered address lasts only for the duration of the connection.

3. How many registered IP addresses does a dynamic NAT router require?
a. None
b. One
c. One for every unregistered IP address
d. One for each simultaneous connection
d

Page Lesson 4 Review
3-38
1. A user is unable to access an Internet Web site but can access file system shares on
the same LAN. Which of the following might be the problem? (Choose all answers

that are correct.)
a. The user’s computer has an incorrect IP address.
b. The user’s computer has an incorrect default gateway address.
c. The user’s hub is malfunctioning.
d. The router connecting the LAN to the ISP is malfunctioning.
b and d

2. What does a troubleshooter do to determine the scope of an Internet connection
problem?

Attempt to reproduce the problem with other computers on the same hub, on the same LAN,
and on different LANs.

3. If a Web server with a registered IP address can access the Internet but client com-
puters with unregistered addresses cannot, which of the following components
might be the source of the problem?

a. The CSU/DSU
b. The Internet access router
c. The proxy server

d. The WAN connection
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Page Case Scenario Exercise
339

Based on the information in the Case Scenario Exercise, answer the following ques-
tions about the Internet access strategy for the Litware, Inc. building.

1. For each of the following Internet access solutions, specify why it would or would
not be suitable for this installation.

a. ISDN Basic Rate Interface

At 128 Kbps, the ISDN BRI service would not provide sufficient bandwidth for the building’s
users.

b. ADSL

ADSL is an asymmetrical service that provides relatively little upstream bandwidth, which would
be insufficient for the Internet Web servers in the building.

c. T-1

A T-1 leased line would be a suitable connection for this building because it provides sufficient
bandwidth both upstream and downstream and operates around the clock.

d. Frame relay

Frame relay would be an excellent Internet access solution for this building because it enables
the company to pay only for the bandwidth it uses and because it also supports bursts of band-
width in excess of the contracted transfer rate.

2. All computers on the building’s three client LANs use unregistered IP addresses, and
the router connecting the backbone network to the Internet WAN link has NAT, port
forwarding, and packet filtering capabilities. Explain how you would have to modify
the Internet access strategy to support each of the following capabilities.

a. Enable the scientists on the third floor to temporarily activate a server that
streams video live over the Internet.

To enable a server behind a NAT router to have a presence on the Internet, you must use port
forwarding to associate the server’s unregistered IP address with a specific registered address
and port.

b. Prevent the inside sales personnel from running any Internet application
other than an e-mail client.

To limit the inside sales users to e-mail access only, you can create IP address and port filters
on the NAT router that block all Internet traffic from the IP addresses of the users’ computers,
except for that containing the port numbers associated with e-mail protocols.

c. Authenticate users before granting them Internet access and limiting Internet
access to certain hours of the day.

You cannot configure a NAT router to authenticate users and control access based on the time
of day. You would have to install a proxy server product that provides these features.
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Page Troubleshooting Lab

3-40

Place the following troubleshooting steps in the order you should perform them.

1.
2.

=

® X awm

Call the ISP, and ask if there is a problem with the company’s Internet service.

Call a user who is connected to the same hub as Mark, and ask if she can access
the Internet.

Power cycle the CSU/DSU for the T-1 providing Internet access.

Try to access the company Web site using a computer with a separate dial-up
modem connection to the Internet.

Ask Mark to try to access a different site on the Internet.
Call a user on a different LAN from Mark, and ask if he can access the Internet.
Ask Mark to repeat his actions and see if he still can’t access the company Web site.

Try to access the company Web site using a computer on the network with a reg-
istered IP address.

Check the NAT router logs to see if they are functioning properly.
7,5 2,6,8,4,9,3,1






4 Planning a Name Resolution
Strategy

Exam Objectives in this Chapter:
B Plan a host name resolution strategy.
O Plan a DNS namespace design.
QO Plan zone replication requirements.
Q Plan a forwarding configuration.
Q Plan for DNS security.
Q Examine the interoperability of DNS with third-party DNS solutions.
B Plan a NetBIOS name resolution strategy.
Q Plan a WINS replication strategy.
O Plan NetBIOS name resolution by using the Lmhosts file.

m Troubleshoot host name resolution.

O Diagnose and resolve issues related to DNS services.

0 Diagnose and resolve issues related to client computer configuration.

Why This Chapter Matters

Although the process of installing and configuring services such as DNS and the
Windows Internet Name Service (WINS) on computers running the Microsoft
Windows Server 2003 family is relatively simple, deploying these services on a
large enterprise network consists of more than installing software. This chapter is
concerned not so much with the mechanics of installation as it is with planning a
name resolution strategy. Implementing the Domain Name System (DNS) on a
large network requires the careful design of a namespace that insulates the inter-
nal network from the Internet and makes it possible to distribute the responsibil-
ity for the service among various administrators.

41
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Lessons in this Chapter:

Lesson 1: Determining Name Resolution Requirements. . . .. ............. 4-3
Lesson 2: Designing a DNS Namespace . .. ......... ... ... .......... 4-18
Lesson 3: Implementing a DNS Name Resolution Strategy. . . .. .......... 4-28
Lesson 4: Implementing a NetBIOS Name Resolution Strategy. . . ......... 4-42
Lesson 5: Planning DNS Security . . ... ... .. 4-50
Lesson 6: Troubleshooting Name Resolution. . . ... ................... 4-58

Before You Begin

This chapter requires basic understanding of Transmission Control Protocol/Internet
Protocol (TCP/IP) communications, as provided in Chapter 2, “Planning a TCP/IP Net-
work Infrastructure,” as well as familiarity with DNS server and client services, as
implemented in the Microsoft Windows operating systems.
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Lesson 1: Determining Name Resolution Requirements

Name resolution is an essential function on all TCP/IP networks, and the network infra-
structure design process includes a determination of what names your computers will
use, and how those names will be resolved into Internet Protocol (IP) addresses. As
with IP addressing itself, the names you choose for your computers are affected by
your network’s interaction with the Internet and by the applications the computers are
running.

After this lesson, you will be able to
B Understand the construction of DNS names
B Explain the DNS name resolution process

B List the NetBIOS name resolution processes supported by computers running the
Microsoft Windows operating system

B Determine what types of name resolution mechanisms you must deploy on your network

Estimated lesson time: 40 minutes

What Is Name Resolution?

TCP/IP communications are based on IP addresses. Every IP datagram transmitted by
a TCP/IP computer contains a source IP address, which identifies the computer send-
ing the datagram, and a destination IP address, which identifies the computer that is to
receive it. Routers use the network identifiers in the IP addresses to forward the data-
grams to the appropriate locations, eventually getting them to their final destinations.

Off the Record Computers are able to read and process IP addresses easily, but human
beings unfortunately cannot. It is not practical to expect people to remember the 32-bit IP
addresses associated with Web sites, file system shares, and e-mail addresses, so it has
become common practice to assign friendly names to these resources. This is why you use
names like www.adatum.com for Internet Web sites, access the computers on your network

by browsing among a list of names instead of IP addresses, and address e-mail messages to
marklee@adatum.com, rather than to marklee@10.1.54.87.

Friendly names are only for use by people; they do not change the way the TCP/IP
computers communicate among themselves. Whenever you use a name instead of an
address in an application, the computer must convert the name into the proper IP
address before initiating communications with the target computer. This name-to-
address conversion is called name resolution. When you type the name of an Internet
server in your Web browser, the first thing your computer does is resolve that name
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into an IP address. Once the computer has the address of the Internet server, it can
send its first message, requesting access to the resource you specified in the browser.

Note Although it is possible, in some cases, for computers themselves to resolve names
into IP addresses, most of the time the computer sends the name to another system on the
network and receives a response containing the IP address associated with the name. The
resource that the computer uses to resolve the name depends on the type of name and the
application that generates the name resolution request.

What Types of Names Need to Be Resolved?

To design a name resolution strategy for an enterprise network, you must know the
types of names that the computers will have to resolve. Networks running Microsoft
Windows operating systems use two basic types of names for computers and other
resources: DNS names and Network Basic Input/Output System (NetBIOS) names.
DNS is the name resolution mechanism that computers use for all Internet communi-
cations and for private networks that use the Active Directory directory service pro-
vided with Windows Server 2003 and Windows 2000 Server.

All the names that you associate with the Internet, such as the names of Internet servers
in Uniform Resource Locators (URLs) and the domain names in e-mail addresses, are
part of the DNS namespace and are resolvable by DNS name servers. All Internet ser-
vice providers (ISPs) have DNS servers, which they make available to their customers,
but Windows Server 2003 includes its own DNS server, which you can deploy on your
private network.

Off the Record Active Directory is also based on DNS, and the names you assign to com-
puters on an Active Directory network can also be resolved by DNS servers, but you must
deploy a DNS on your own network for this purpose.

Windows operating systems prior to Windows 2000 used NetBIOS names to identify
the computers on the network. The NetBIOS name of a Windows system is the com-
puter name that you assign it during the operating system installation. Windows
includes several different name resolution mechanisms for NetBIOS names, and chief
among these is WINS.

Off the Record Even though Windows operating system releases starting with Windows
2000 rely on Active Directory instead of NetBIOS names, all Windows operating system ver-
sions still include a WINS client, and Windows Server 2003 and Windows 2000 Server still
include the WINS server, so that they can interact with computers on the network running the
older operating systems.
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If all the computers on your network are running Windows 2000 and later versions and
you have installed Active Directory, the network is not using NetBIOS names, and you
don’t have to run WINS servers. You can also disable the NetBIOS Over TCP/IP
(NetBT) protocol on your computers using the controls in the NetBIOS Settings box,
found in the WINS tab in the computer’s Advanced TCP/IP Settings dialog box.

Using Host Tables

In the 1970s, when the Internet was still an experimental network called the
ARPANET, system administrators assigned friendly names to their computers,
which they called host names. A host name is a single word that administrators
used to represent the computer’s IP address in applications and other references.
To resolve host names into IP addresses, every computer had a host table, which
was simply a text file called hosts that contained a list of host names and their
equivalent IP addresses, similar to the following list:

172.16.94.97 serverl # source server
10.25.63.10 client23 # x client host
127.0.0.1 localhost

The first column of the host table contained IP addresses, the second column
contained host names, and the third column (including everything after the #
symbol) contained the administrator’'s comments, which the computer ignored
when processing the table. When an application encountered a reference to a
host name, it consulted the computer’s hosts file, searched for the name, and
read the IP address associated with that name. Every TCP/IP computer still con-
tains a host table, although few of them actually use it anymore. On a computer
running Windows Server 2003, the host table is called Hosts, and it is located in
the %Systemroot%\System32\Drivers\Etc folder.

Because the ARPANET was quite small when the host table was invented, the table was
not too large, and the administrators did not have to change it very often. As the ARPA-
NET grew, however, so did the number of computers on the network and so did the
size of the host table. Soon, the network grew to the point that host tables became
impractical. To address these problems, development began on what came to be
known as the DNS.

Using the DNS

At its core, the DNS is still a list of names and their IP addresses, but instead of storing
all the information in one place, the DNS distributes it among servers all over the Inter-
net. The DNS consists of a hierarchical namespace, a collection of name servers, and
DNS clients called resolvers. Each name server is the authoritative source for a small
part of the namespace. When DNS servers receive name resolution requests from
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resolvers, they check their own records for the IP address associated with the
requested name. If the server does not have the information needed, it passes the
request to other DNS servers until it reaches the authoritative server for that name. That
authoritative server is the ultimate source for information about that name, so the IP
address it supplies is considered definitive. The authoritative server returns a reply con-
taining the IP address to the requesting server, which in turn relays it back to the
resolver, as shown in Figure 4-1.

Resolver
DNS Server Authoritative
DNS Server

Figure 4-1 DNS servers relay requests and replies to other DNS servers

For the DNS to function in this manner, it was necessary to divide the namespace in a
way that would distribute it among many servers. It was also necessary to devise a
methodology that would enable a server to systematically locate the authoritative
source for a particular name. To accomplish these goals, the developers of the DNS
created the concept of the domain. A domain is an administrative entity that consists of
a group of hosts (which are usually computers). When a DNS server is the authoritative
source for a domain, it possesses information about the hosts in that domain, in the
form of resource records. The most common resource record is the Host (A) resource
record, which consists of the host name and its equivalent IP address.

Off the Record In addition to Host (A) resource records, DNS servers also maintain other
types of resource records that contain additional information about the hosts.

Therefore, the full name for a computer in the DNS consists of two basic parts: a host
name and a domain name. Note the similarity between the DNS name and an IP
address, which also consists of two parts: a network identifier and a host identifier. The
host name, as in the days before DNS, is a single word that identifies a specific com-
puter. Unlike host names in the early days, however, current host names do not have
to be unique in the entire namespace; a host name only has to be unique in its domain.

Understanding Domains

The domain name part of a DNS name is hierarchical and consists of two or more
words, separated by periods. The domain namespace takes the form of a tree that,
much like a file system, has its root at the top. Just beneath the root is a series of top-
level domains, and beneath each top-level domain is a series of second-level domains.
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At minimum, the complete DNS name for a computer on the Internet consists of a host
name, a second-level domain name, and a top-level domain name, written in that order
and separated by periods. The complete DNS name for a particular computer is called
its fully qualified domain name (FQDN).

Understanding FQDN Notation

Unlike an IP address, which places the network identifier first and follows it with
the host identifier, the notation for an FQDN places the host name first, followed
by the domain name, with the top-level domain name last. For example, in the
FQDN www.adatum.com, www is a host (or computer) in the adatum.com
domain. In the adatum.com domain name, com is the top-level domain and ada-
tum is the second-level domain. Technically, every FQDN should end with a
period, representing the root of the DNS tree, as follows:

www.adatum.com.

However, the period is rarely included in FQDNs today.

Name Resolution and the Domain Hierarchy

The hierarchical nature of the DNS domain namespace is designed to make it possible
for any DNS server on the Internet to use a minimum number of queries to locate the
authoritative source for any domain name, as shown in Figure 4-2. This efficiency is
possible because the domains at each level are responsible for maintaining information
about the domains at the next lower level. For example, if a DNS server receives a
name resolution request for www.adatum.com from a client resolver, and the server
has no information about the adatum.com domain, it forwards the request to one of the
root name servers on the Internet. This is called a referral.

Note The root name servers are the highest-level DNS servers in the namespace, and they
maintain information about the top-level domains. Software developers preconfigure all DNS
server implementations with the IP addresses of multiple root name servers, so they can
send referrals to these servers at any time.
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Figure 4-2 The DNS name resolution process

On receiving the request, the root name server reads the top-level domain in the
requested name, in this case com, and returns a resource record that contains the IP
addresses of the authoritative servers for the com domain to the requesting server. With
this information, the requesting server can now send a duplicate of the client request
to the authoritative server for the top-level, or com, domain. The top-level domain
server reads the requested name and replies with a resource record that contains the IP
addresses of the authoritative servers for the second-level domain, in this case adatum.

The requesting server can now forward its request to the server that is ultimately
responsible for the adatum.com domain. The adatum.com server reads the requested
name and replies by sending the resource record for the host called www to the
requesting server. The requesting server can now relay the resource record to the client
that originally requested the resolution of the www.adatum.com FQDN. The client
reads the IP address for www.adatum.com from the resource record and uses it to send
packets to that server.

Reverse Name Resolution

The name resolution process described in the previous section is designed to
convert DNS names into IP addresses. However, there are occasions when it is
necessary for a computer to convert an IP address into a DNS name. This is
called a reverse name resolution. Because the domain hierarchy is broken down
by names, there is no apparent way to resolve an IP address into a name using
iterative queries, except by forwarding the reverse name resolution request to
every DNS server on the Internet, which is obviously impractical.
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To address this problem, the developers of the DNS created a special domain
called in-addr.arpa (described in RFC 1035, “Domain Implementation and Speci-
fication”), specifically designed for reverse name resolution. The in-addr.arpa sec-
ond-level domain contains four additional levels of subdomains. Each of the four
levels consists of subdomains that are named using the numerals 0 to 255. For
example, beneath in-addr.arpa, there are 256 third-level domains, numbered from
0 to 255. Each of those 256 third-level domains has 256 fourth-level domains
beneath it, also numbered from 0 to 255. Each fourth-level domain has 256 fifth-
level domains and the fifth-level domains have 256 sixth-level domains, as shown
in Figure 4-3.

Root

arpa

e

in-addr
S
SRR
oolalain
00000

Figure 4-3 The DNS reverse lookup domain

Using this hierarchy, it is possible to express an IP address as a domain name, and
to create a resource record in the domain that contains the name associated with
the IP address. For example, to resolve the IP address 192.168.89.34 into a name,
a DNS server would locate a domain called 34.89.168.192.in-addr.arpa in the
usual manner and read the contents of a special type of resource record called a
Pointer (PTR) resource record to determine the name associated with that IP
address. The IP address is reversed in the domain name because in IP addresses,
the host identifier is on the right, and in FQDNSs, the host name is on the left.
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Speeding Up the DNS

Although this might seem like a long and tedious process, the DNS name resolution
procedure usually occurs in a few seconds or less. Several DNS elements speed up the
process. The first reason for the quick responses is that the most commonly used top-
level domains, such as com, org, and net, are actually hosted by the root name servers,
eliminating one iteration from the request referral process.

The second reason is that most DNS server implementations maintain a cache of infor-
mation they receive from other DNS servers. When a server possesses information
about a requested FQDN in its cache, it responds directly using the cached information
rather than sending another referral to the authoritative server for the FQDN’s domain.
Therefore, if you have a DNS server on your network that has just successfully resolved
the name www.adatum.com by contacting the adatum.com server, a second user trying
to access the same host a few minutes later would receive an immediate reply from the
local DNS server rather than having to wait for the entire referral process to repeat.

DNS Query Types

DNS servers recognize two types of name resolution requests: recursive queries
and iterative queries. In a recursive query, the DNS server receiving the name res-
olution request takes full responsibility for resolving the name. If the server pos-
sesses information about the requested name, it replies immediately to the
requestor. If the server has no information about the name, it sends referrals to
other DNS servers until it obtains the information it needs. TCP/IP client comput-
ers send recursive queries to their designated DNS servers. In an iterative query,
the servers that receive the name resolution request immediately respond with
the best information they possess at the time, whether that information is a fully
resolved name or a reference to another DNS server. DNS servers use iterative
queries when communicating with each other. It is considered impolite to config-
ure one DNS server to send a recursive query to another DNS server, except in the
case of a special type of server called a forwarder, which is specifically configured
to interact with other servers in this way.

Understanding the Domain Hierarchy Levels

The top two levels of the DNS hierarchy, the root and the top-level domains, exist pri-
marily to respond to queries for information about other domains. The root name
servers do nothing but respond to millions of iterative requests by sending out the
addresses of the authoritative servers for the top-level domains.
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Note There are seven primary top-level domains: com, net, org, edu, mil, gov, and int, plus
two-letter international domain names representing most of the countries in the world, such
as fr for France and de for Deutschland (Germany). Recently, a number of newer top-level
domains promoted by Internet entrepreneurs, such as biz and info, have been added.

Each top-level domain has its own collection of second-level domains. Individuals and
organizations can lease these domains for their own use. For example, the second-level
domain adatum.com belongs to a company that purchased the name from one of the
many Internet registrars now in the business of selling domain names to consumers.
For the payment of an annual fee, you can purchase the rights to a second-level
domain.

To use the domain name, you must supply the registrar with the IP addresses of the
DNS servers that you want to be the authoritative sources for information about this
domain. The administrators of the top-level domain servers then create resource
records pointing to these authoritative sources, so that any com server receiving a
request to resolve a name in the adatum.com domain can reply with the addresses of
the adatum.com servers.

Planning To create authoritative sources for your domain, you can deploy your own DNS
servers using Windows Server 2003 or another operating system, or you can pay to use your
ISP’s DNS servers.

Real World Domain Naming

After you purchase the rights to a second-level domain, you can create as many
hosts as you want in that domain simply by creating new resource records on the
authoritative servers. You can also create as many additional domain levels as you
want. For example, you can create the subdomains sales.adatum.com and mar-
keting.adatum.com, and then populate each of these subdomains with hosts. The
only limitations to the subdomains and hosts you can create in your second-level
domain are that each domain name can be no more than 63 characters long, and
that the total FQDN (including the trailing period) can be no more than 255 char-
acters long. For the convenience of users and administrators, most domain names
do not even approach these limitations.

Determining DNS Requirements

If you plan to give network users client access to the Internet, they must have direct
access to one or more DNS servers. You can run your own DNS servers on your network
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for this purpose, or you can use your ISP’s DNS servers. You do not need to register a
domain name. The clients’ DNS servers can be caching-only servers, meaning that they
exist only to process name resolution requests sent by clients, and they can be located on
your private network, with unregistered IP addresses.

Hosting an Internet Domain

If you plan to host an Internet domain, you must register a second-level domain name
and give the IP addresses of your DNS servers to your domain registrar. These servers
must have registered IP addresses and must be available on the Internet at all times.
The servers do not have to be on your network, and do not have to be in the domain
you have registered. You can use your ISP’s DNS servers for this purpose (for a fee),
but be aware that you will occasionally have to change the server configuration to cre-
ate or modify the resource records stored there. If you maintain your own DNS servers,
you can manage the resource records yourself and retain full control over their secu-
rity. If your ISP hosts your domain, you might have to have them make the changes,
and they might charge you an additional fee for each modification.

Hosting Internet Servers

If you plan on hosting Internet servers on your network, you must have access to a reg-
istered domain on the Internet, with authoritative DNS servers on which you can create
resource records that assign host names to your servers. You can either register your
own domain (in which case you must meet the requirements described in the previous
paragraph, “Hosting an Internet Domain”), or you can use your ISP’s DNS servers, in
which case they must create the necessary resource records for you.

Using Active Directory

If you plan to run Active Directory on your network, you must have at least one DNS
server on the network that supports the Service Location (SRV) resource record, such as
the DNS Server service in Windows Server 2003. Computers on the network running
Windows 2000 and later versions use DNS to locate Active Directory domain control-
lers. To support Active Directory clients, the DNS server does not have to have a reg-
istered IP address or an Internet domain name.

Combining DNS Functions

In many cases, a network requires some or all of these DNS functions, and you must
decide which ones you want to implement yourself and which you want to delegate to
your ISP. It is possible to use a single DNS server to host both Internet and Active
Directory domains, as well as to provide name resolution services for clients. However,
when planning a DNS name resolution strategy for a medium or large network, you
should run at least two DNS servers, to provide fault tolerance.
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Important If you plan to use your ISP’s DNS servers for any functions other than client name
resolution, be sure that the DNS server implementation they are using is compatible with the Win-
dows Server 2003 DNS servers you are using, and that they are able to provide the services you
need.

You might also want to consider splitting up these functions by using several DNS serv-
ers. For example, you can use your ISP’s DNS servers for client name resolution even
if you are running your own DNS servers for other purposes. The main advantage of
using your ISP’s servers is to conserve your network’s Internet bandwidth. Remember
that the Internet name resolution requests that DNS servers receive from client resolv-
ers are recursive queries, giving the first server responsibility for sending iterative que-
ries to other DNS servers on the Internet to resolve the name. When the DNS server
receiving the recursive queries is on your private network, all the iterative queries the
server generates and their responses go through your Internet access router, using your
bandwidth (see Figure 4-4). If your clients use a DNS server on your ISP’s network
(which is nearly always a free service), only one query and one response go through
your router. The ISP’s DNS servers generate all the iterative queries, and these queries
travel directly to the Internet.

Request Requests/Replies
Repl . Internet
Y SN
Resolver k& D
Internal WAN Connection A
DNS Server

Requests/Replies ’ﬁ/\
N\
DY

Request
Repl
= é > Internet )
Z
Resolver WAN
Connection ISP's DNS _
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Figure 4-4 Using the ISP’s DNS server saves Internet bandwidth

NetBIOS Names

If computers on your network are running versions of Microsoft Windows earlier than
Windows 2000, they are using NetBIOS names and must have a means of resolving
those names into IP addresses. When Microsoft originally incorporated networking
capabilities into the Windows operating systems, it relied on NetBIOS names to identify
computers and on the NetBEUI protocol for communications. NetBEUI uses these
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names exclusively; the protocol has no other addressing system. Later, Microsoft
adopted TCP/IP as its default protocol, but continued to use NetBIOS to provide
friendly names for computers until the release of Active Directory with Windows 2000.

Off the Record These earlier Windows operating systems are capable of interacting with
computers running Windows 2000 and later versions because the computers maintain an
equivalent that is compatible with NetBIOS for every Active Directory name.

The NetBIOS namespace is flat, not hierarchical like the DNS namespace. Each com-
puter has a single NetBIOS name up to 16 characters long, which must be unique on
the network. In the Windows operating system, the sixteenth character is reserved for
a code that identifies the type of resource represented by the name; therefore, the Net-
BIOS names you assign to computers running Windows operating systems can be no
longer than 15 characters. The non-hierarchical nature of the NetBIOS namespace
means that it is not as scalable as DNS, and indeed it need not be, because NetBIOS is
intended for private networks only, not for huge networks like the Internet.

NetBIOS Name Resolution Mechanisms

Windows has several name resolution mechanisms for NetBIOS names, which are as
follows:

B WINS WINS is a NetBIOS name server included with all current server versions
of the Windows operating system. WINS registers the names and IP addresses of
Windows NetBIOS computers as they start up and compiles its own name resolu-
tion database. Every computer running a Windows operating system includes a
WINS client that an administrator must configure with the IP address of at least
one WINS server on the network. Before the computer running the Windows
operating system can communicate with another NetBIOS computer on the net-
work, it sends a message called a NAME QUERY REQUEST as a unicast to its WINS
server. The message contains the NetBIOS name of the other computer, and the
WINS server responds with the IP address associated with the name. WINS servers
are able to provide NetBIOS name resolution services for an entire enterprise net-
work running Windows operating systems.

B Broadcast transmissions When an administrator does not configure a com-
puter running a Windows operating system to use WINS for NetBIOS name reso-
lution, the system attempts to resolve names by broadcasting a NAME QUERY
REQUEST message. The computer that possesses the name in the message is
responsible for replying to the sender with its IP address. The broadcast transmis-
sion method is less efficient than WINS, both because broadcasts generate more
network traffic than unicasts and because broadcast transmissions are limited to
the local network.
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m Lmhosts This text file contains a lookup table that is much like the Hosts file
originally used by TCP/IP systems. Lmhosts name resolution is extremely fast,
because no network communication is required, but administrators must update
the file manually, making the method subject to the same administrative draw-
backs as the Hosts file. Computers running Windows operating systems that rely
on broadcast name resolution typically use Lmhosts as a backup method for
resolving the names of computers that are not on the local network.

B NetBIOS name cache No matter what other NetBIOS name resolutions they
use, all computers running Windows operating systems also maintain a cache of
recently resolved names and their IP addresses. When a computer needs to
resolve a NetBIOS name, it always checks the cache first. This enables the com-
puter to avoid repeatedly resolving the same names.

Windows uses these name resolution mechanisms in combination, depending on the
configuration of the computer. When you configure a computer to use WINS, it
resolves NetBIOS names by first checking the NetBIOS name cache, then sending mes-
sages to its WINS server. If the WINS server fails to resolve a name or is unavailable, the
computer reverts to broadcast name resolution, and then to Lmhosts. Computers not
configured to use WINS generate broadcast transmissions after checking the cache,
then revert to Lmhosts if broadcast transmissions fail to resolve the name.

Determining NetBIOS Name Resolution Requirements

If your network has computers running Windows operating systems that use NetBIOS
on multiple local area networks (LANs), running WINS servers is all but essential. Oth-
erwise, your network would be burdened with the additional traffic generated by
broadcast name resolution, and you would have to create and update an Lmhosts file
for every computer that has to resolve NetBIOS names on other LANs. If all your Net-
BIOS computers are in the same broadcast domain on a single local area network
(LAN), you can do without WINS because the broadcast transmission method is auto-
matic and requires no administration. However, if you have a large number of NetBIOS
computers, you might want to use WINS anyway to save network bandwidth.

Real World WINS Deployment

Deploying a single WINS server is simply a matter of installing the WINS service
on a computer running Windows Server 2003 and then configuring the NetBIOS
computers with the WINS server’s IP address. If your Active Directory systems
have to access the NetBIOS computers, you should configure their WINS clients
as well. Microsoft recommends that you install at least two WINS servers on your
network to provide fault tolerance. You can configure WINS servers to replicate
their databases with each other, so that each one has a complete list of all the
NetBIOS computers on the network.
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Off the Record Although WINS is generally not a major administrative burden, you might
want to consider eliminating NetBIOS and NetBT traffic from your enterprise completely by

upgrading all your downlevel computers to Windows 2000 or higher.

Using Local Host Name Resolution

Although network administrators rarely use Hosts and Lmhosts files as primary name
resolution methods, these files are useful as fallback mechanisms. If you have comput-
ers performing critical functions that would be interrupted by the failure of a name res-
olution mechanism, you can create a Hosts or Lmhosts file on these computers. The file
would contain the names and IP addresses of systems that must be resolvable for the
critical functions to proceed.

Practice: Specifying Name Resolution Requirements

For each of the DNS server functions listed below (numbered 1 through 4), specify
whether you must have:

a. A DNS server with a registered IP address
b. A registered domain name
c. A DNS server with a connection to the Internet
d. Administrative access to the DNS server
Internet domain hosting
Internet client name resolution

Web server hosting

LA A

Active Directory domain hosting

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. What is the technical term for a DNS client implementation?




Lesson 1 Determining Name Resolution Requirements 417
In what domain would you find the PTR resource record for a computer with the
IP address 10.11.86.4?
a. 10.11.86.4.in-addr.arpa
b. in-addr.arpa.4.86.11.10
c. 4.86.11.10.in-addr.arpa
d. in-addr.arpa.10.11.86.4

. What is the maximum length of a single DNS domain name?

a. 255 characters
b. 15 characters
c. 16 characters
d. 63 characters

Which of the following statements are true about the broadcast transmission
method of NetBIOS name resolution? (Choose all correct answers.)

. The broadcast method generates more network traffic than the WINS method.

a
b. Broadcasts can only resolve the names of computers on local networks.

¢l

. To use the broadcast method, a computer must have an Lmhosts file.

d. The broadcast method is faster than WINS.

Lesson Summary

Name resolution is the process of converting the friendly names you assign to
computers into the IP addresses that TCP/IP systems need to communicate. The
two types of names that Windows computers might have to resolve are DNS
names and NetBIOS names.

DNS is a hierarchical, distributed database of names and IP addresses that is stored
on servers all over the Internet. A DNS name consists of a single host name plus
a domain name that consists of two or more words, separated by periods.

Individual users and organizations can lease second-level domain names, giving
them the right to create any number of hosts and additional domain levels.

Depending on the functions required by your network, a DNS server might
require a registered IP address, a registered domain name, an Internet connection,
or an Internet connection in combination with a registered IP address or registered
domain name.

Microsoft Windows versions prior to Windows 2000 use NetBIOS names to iden-
tify network computers. Windows supports a number of NetBIOS name resolution
mechanisms, including WINS.
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Lesson 2: Designing a DNS Namespace

After you have determined how your network will use the DNS, it is time to begin
designing the DNS namespace for your network. The namespace design can include a
host-naming pattern for all the computers on your network, as well as the more com-
plex naming of the network’s domains and subdomains, both on the Internet and in
Active Directory.

After this lesson, you will be able to

B Create an effective DNS domain hierarchy

B Divide domain and host naming rules

B Create a namespace with internal and external domains
Estimated lesson time: 30 minutes

Using an Existing Namespace

If you are designing a new network from scratch, you are creating a new DNS
namespace as well, which means that you don’t have to work existing domains and
hosts into your naming strategy. If the organization for which you are designing the
network already has domain names in use, whether internal or external, or has a com-
puter naming strategy already in place, it is probably best to retain those elements and
build your new DNS namespace around them.

If the organization already has an Internet presence, they probably already have at
least one registered domain name and the use of a DNS server to host the domain. You
can continue using the existing domain name, even expanding it to include internal
subdomains. You can also continue using the existing DNS server, or migrate the DNS
services to a new server on the network you are designing. If you change the DNS
server, you must inform the domain registrar so they can alter the IP addresses of the
authoritative servers in the top-level domain records. The changes can take a few days
to propagate throughout the Internet, so it is a good idea to have an overlap period
during which both the old and new DNS servers are operational.

Upgrading NetBIOS to DNS

If you are upgrading a NetBIOS network to Windows Server 2003 and Active
Directory, you already have an internal NetBIOS namespace, which you can
migrate to DNS, gradually or immediately. For example, if you are currently using
WINS for NetBIOS name resolution, you can configure Windows Server 2003 DNS
servers to resolve the NetBIOS names by sending queries to your WINS servers.
You can also continue to use your existing NetBIOS names by integrating them
into your DNS namespace design.
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If you are deploying Active Directory on your network for the first time, and you have
an existing namespace of any kind, be careful to design your Active Directory hierar-
chy in coordination with the names you already have.

Creating Internet Domains

Designing a DNS namespace for your organization’s Internet presence is usually the
easiest part of deploying DNS. Most organizations register a single second-level domain
and use it to host all their Internet servers.

Registering a Domain

In most cases, the selection of a second-level domain name depends on what is avail-
able. A large portion of the most popular top-level domain, com, is already depleted,
and you might find that the name you want to use is already taken. In this case, you
have three alternatives: choose a different domain name, register the name in a differ-
ent top-level domain, or attempt to purchase the domain name from its current owner.

If you are certain that you want to use the second-level domain name you have cho-
sen, for example, when the name is a recognizable brand of your organization, your
best bet is usually to register the name in another top-level domain. Although the org
and net domains are available to anyone, these domains are associated with non-profit
and network infrastructure organizations, respectively, and might not fit your business.
As an alternative, a number of countries around the world with attractive top-level
domain names have taken to registering second-level domains commercially.

' See Also For a list of the Internet domain name registrars that the Internet Corporation
for Assigned Names and Numbers (ICANN) has accredited, see http;//www.icann.org
/registrars/accredited-list.html.

Using Multiple Domains

Some organizations maintain multiple sites on the Internet for various reasons. Your
organization might be involved in several separate businesses that warrant individual
treatment, or your company might have independent divisions with different sites. You
might also want to create different sites for retail customers, wholesale customers, and
providers. Whatever the reason, there are two basic ways to implement multiple sites
on the Internet:

B Register a single second-level domain name and then create multiple
subdomains beneath it For the price of a single domain registration, you can
create as many third-level domains as you need, and you can also maintain a
single brand across all your sites. For example, a company called Contoso Phar-
maceuticals might register the contoso.com domain, and then create separate
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Web sites for doctors and patients, in domains called doctors.contoso.com and
patients.contoso.com.

B Register multiple second-level domains If your organization consists of mul-
tiple completely unrelated brands or operations, this is often the best solution. You
must pay a separate registration fee for each domain name you need, however,
and you must maintain a separate DNS namespace for each domain. A problem
might arise when you try to integrate your Internet domains with your internal
network. You can select one of your second-level domains to integrate with your
internal namespace, or you can leave your internal and external namespaces com-
pletely separate, as discussed later in this lesson.

Creating Internal Domains

Using DNS on an internal Windows Server 2003 network is similar to using DNS on the
Internet in many ways. You can create domains and subdomains to support the orga-
nizational hierarchy of your network in any way you want. When you are designing a
DNS namespace for a network that uses Active Directory, the DNS domain name hier-
archy is directly related to the directory service hierarchy. For example, if your organi-
zation consists of a headquarters and a series of branch offices, you might choose to
create a single Active Directory tree and assign the name adatum.com to the root
domain in the tree. Then, for the branch offices, you create subdomains beneath ada-
tum.com with names like miami.adatum.com and chicago.adatum.com. These names
correspond directly to the domain hierarchy in your DNS namespace.

When selecting names for your internal domains, you should try to observe these rules:

m Keep domain names short Internal DNS namespaces tend to run to more lev-
els than Internet ones, and using long names for individual domains can result in
excessively long FQDNS.

m Avoid an excessive number of domain levels To keep FQDNs a manageable
length and to keep administration costs down, limit your DNS namespace to no
more than five levels from the root.

m Create a naming convention and stick to it When creating subdomains,
establish a rule that enables users to deduce what the name of a domain should
be. For example, you can create subdomains based on political divisions, such as
department names, or geographical divisions, such as names of cities, but do not
mix the two at the same domain level.

m Avoid obscure abbreviations Don’t use abbreviations for domain names
unless they are immediately recognizable by users. Domains using abbreviations
such as NY for New York or HR for Human Resources are acceptable, but avoid
creating your own abbreviations just to keep names short.
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B Avoid names that are difficult to spell Even though you might have estab-
lished a domain naming rule that calls for city names, a domain called albuquer—
que.adatum.com will be all but impossible for most people (outside New Mexico)
to spell correctly the first time.

When you are designing an internal DNS namespace for a network that connects to the
Internet, consider the following rules:

m Use registered domain names Although using a domain name on an internal
network that you have not registered is technically not a violation of Internet pro-
tocol, this practice can interfere with the client name resolution process on your
internal network.

m Do not use top-level domain names or names of commonly known prod-
ucts or companies Naming your internal domains using names found on the
Internet can interfere with the name resolution process on your client computers.
For example, if you create an internal domain called microsoft.com, you cannot
predict whether a query for a name in that domain will be directed to your DNS
server or to the authoritative servers for microsoft.com on the Internet.

m Use only characters that are compliant with the Internet standard The
DNS server included with Windows Server 2003 supports the use of Unicode char-
acters in UTF-8 format, but the RFC 1123 standard, “Requirements For Internet
Hosts—Applications and Support,” limits DNS names to the uppercase characters
(A-2Z), the lowercase characters (a—z), the numerals (0-9), and the hyphen (-). You
can configure the Windows Server 2003 DNS server to disallow the use of UTF-8
characters.

See Also The two primary DNS standards are RFC 1034, “Domain Names: Concepts and
Facilities,” and RFC 1035, “Domain Names: Implementation and Specification.” These and
numerous other documents related to the development and operation of the DNS are freely
available at http://www.ietf.org.

Creating Subdomains

Owning a second-level domain that you have registered gives you the right to create
any number of subdomains beneath that domain. The primary reason for creating sub-
domains is to delegate administrative authority for parts of the namespace. For exam-
ple, if your organization has offices in different cities, you might want to maintain a
single DNS namespace, but grant the administrators at each site autonomous control
over the DNS records for their computers. The best way to do this is to create a sepa-
rate subdomain for each site, locate it on a DNS server at that site, and delegate author-
ity for the server to local network support personnel. This procedure also balances the
DNS traffic load among servers at different locations, preventing a bottleneck that
could affect name resolution performance.



4-22

Chapter 4 Planning a Name Resolution Strategy

Combining Internal and External Domains

When you are designing a DNS namespace that includes both internal and external
(that is, Internet) domains, there are three possible strategies you can use, which are as
follows:

B Use the same domain name internally and externally
m Create separate and unrelated internal and external domains

B Make the internal domain a subdomain of the external domain

Using the Same Domain Name

Using the same domain name for your internal and external namespaces is a practice
that Microsoft strongly discourages. When you create an internal domain and an exter-
nal domain with the same name, you make it possible for a computer in the internal
network to have the same DNS name as a computer on the external network. This
duplication wreaks havoc with the name resolution process.

Important It is possible to make this arrangement work, by copying all the zone data from
your external DNS servers to your internal DNS servers, but the extra administrative difficul-
ties make this a less than ideal solution.

Using Separate Domain Names

When you use different domain names for your internal and external networks, you
eliminate the potential name resolution conflicts that come with using the same
domain name for both networks. However, using this solution requires you to maintain
two separate DNS namespaces. The different domain names can also be a potential
source of confusion to users who have to distinguish between internal and external
resources.

Using a Subdomain

The solution that Microsoft recommends for combining internal and external networks
is to register a single Internet domain name and use it for external resources, and then
create a subdomain beneath that domain name and use it for your internal network.
For example, if you have registered the name adatum.com, you would use that domain
for your external servers and create a subdomain such as int.adatum.com for your
internal network. If you have to create additional subdomains, you can create fourth-
level domains beneath int for the internal network, and additional third-level domains
beneath adatum for the external network.
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The advantages of this solution are that it makes it impossible to create duplicate
FQDNSs, and it lets you delegate authority across the internal and external domains,
which simplifies the DNS administration process. In addition, you have to register and
pay for only one Internet domain name.

Exam Tip The question of how to create DNS domains for internal and external use is vital
to the planning of a name resolution strategy. It is also important to understand the ramifica-
tions of using the same domain for internal and external use, of using two second-level
domains, and of creating a third-level domain.

Creating an Internal Root

N

When you use the Windows Server 2003 DNS server with the namespace configura-
tions described thus far, your network’s namespace is technically part of the Internet
DNS namespace, even if your private network computers are not accessible from the
Internet. This is because all your DNS servers use the root of the Internet DNS as the
ultimate source for information about any part of the namespace. When a client sends
a name resolution request to one of your DNS servers, and the server has no informa-
tion about the name, it begins the referral process by sending an iterative query to one
of the root name servers on the Internet.

If you have a large enterprise network with an extensive namespace, you can create your
own internal root. You do this by creating a private root zone on one of your Windows
Server 2003 DNS servers. This causes the DNS servers on your network to send their iter-
ative queries to your internal root name server rather than to the Internet root name
server. Keeping DNS traffic inside the enterprise speeds up the name resolution process.

Planning Creating an internal root is recommended when the majority of your clients do
not need frequent access to resources outside your private namespace. If your clients access
the Internet through a proxy server, you can configure the proxy to perform name resolutions
by accessing the Internet DNS namespace instead of the private one. If your clients require
access to the Internet, but do not go through a proxy server, you should not create an internal
root.

Creating Host Names

After you have created the domain structure for your DNS namespace, it is time to pop-
ulate these domains with hosts. You should create hosts the same way you create
domains, by devising a naming rule and then sticking to it. In many cases, host-naming
rules are based on users, geographical locations, or the function of the computer.

For workstations, a common practice is to create host names from some variation on
the user’s name, such as a first initial followed by the user’s surname. For example, the
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host name for Mark Lee’s computer would be Mlee. Many organizations also use simi-
lar naming rules to create user account names and e-mail addresses. Following the
same pattern for DNS host names enables users to keep track of only one name. For
servers, the most common practice is to create host names describing the server’s func-
tion or the department that uses it, such as Maill or Sales1.

Whatever naming rules you decide to use for your namespace, you should adhere to
the following basic practices:

m Create easily remembered names Users and administrators should be able to
figure out the host name assigned to a particular computer using your naming
rules alone.

m Use unique names throughout the organization Although it is possible to
create identical host names as long as they are located in different domains, this
practice is strongly discouraged. You might have to move a computer and put it in
a new domain that already has a host by that name, causing duplication that inter-
feres with name resolution.

m Do not use case to distinguish names Although you can use both uppercase
and lowercase characters when creating a computer name on a computer running
a Windows operating system, DNS itself is not case-sensitive. Therefore, you
should not create host names that are identical except for the case of the letters,
nor should you create host names that rely on case to be understandable.

m Use only characters supported by all of your DNS servers As with domain
names, avoid using characters that are not compliant with the DNS standard,
unless all the DNS servers processing the names support these characters. The
NetBIOS namespace supports a larger character set than DNS does. When you are
upgrading a Windows network that uses NetBIOS names to one that uses DNS
names, you might want to use the Unicode (UTF-8) character support in the Win-
dows Server 2003 DNS server to avoid having to rename all your computers. How-
ever, you must not do this on computers that are visible from the Internet; these
systems must use only the character set specified in RFC 1123.

Practice: Designing a DNS Namespace

Fabrikam, Inc., is constructing a new data network and has registered the Internet
domain name fabrikam.com. You are to design a DNS namespace for the network and,
in the diagram below, write the fully qualified domain name for each computer in the
space provided. Base your design on the following information:

B Fabrikam.com is the only second-level domain name you can use.
B The internal network should be in a different domain from the external network.

B The company consists of three internal divisions: Sales, Human Resources, and
Production. Each division is to be represented by a separate subdomain in the
namespace.
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B FEach division has departmental servers performing various roles and serving as
many as 200 workstations, only some of which are shown in the diagram. Your
host names should identify the function of each computer.

B Three servers on an external perimeter network host the company’s Internet ser-
vices: Web, FTP, and e-mail. These servers must be in the domain fabrikam.com.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following is the best reason to create subdomains in a DNS
namespace?

a.
b.
c.

d.

To speed up the name resolution process
To delegate administrative authority over parts of the namespace
To create identical host names in different domains

To duplicate an existing Internet namespace

2. Why should you never use the same domain name for your internal and external
namespaces?

3. Which of the following domain naming examples, for an organization with the
registered domain adatum.com, conforms to the practices recommended by
Microsoft?

a.

b.

An external domain called ext-adatum.com and an internal domain called int-
adatum.com

An external domain called ext.adatum.com and an internal domain called
adatum.com

An external domain called ext.adatum.com and an internal domain called
int.adatum.com

An external domain called adatum.com and an internal domain called int.ada-
tum.com

Lesson Summary

B When creating a DNS namespace, devise naming rules for domains and hosts and
stick to them.

m If you require multiple domains for your DNS infrastructure, you can either regis-
ter several second-level domain names or register one domain name and create
additional domain levels beneath it.

m Creating subdomains enables you to delegate authority over parts of the
namespace and to balance the DNS traffic load among multiple servers.
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B When combining internal and external domains, the recommended practice is to
use a registered domain name for the external network and to create a subdomain
beneath it for the internal network.

m Creating an internal root speeds up the name resolution process by keeping the
process wholly inside the enterprise.
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Lesson 3: Implementing a DNS Name Resolution Strategy

After you have determined your network’s name resolution requirements and designed
your DNS namespace, it is time to actually implement the name resolution services by
installing and configuring servers. Toward this end, you must first decide how many
servers you need and where you are going to locate them, and then determine how
you are going to configure the servers.

After this lesson, you will be able to
B Explain the functions of caching-only DNS servers and forwarders
B List the types of zones you can create on a Windows Server 2003 DNS server

B Understand the differences between file-based zones and Active Directory-integrated
zones

Estimated lesson time: 15 minutes

How Many DNS Servers?

A Windows Server 2003 DNS server running on a computer with a 700 MHz Pentium
III processor can handle up to 10,000 name resolution queries per second, so in most
instances, private networks use multiple DNS servers for reasons other than a heavy
client load. Some of the other reasons for deploying multiple DNS servers on your net-
work are as follows:

m Providing redundancy For a network that relies heavily on DNS name resolu-

tion, having a single DNS server means having a single point of failure. You should
plan to deploy a sufficient number of DNS servers so that at least two copies of
every zone are always online.

Improving performance For a DNS client, the combination of a nearby DNS
server and a reduced traffic load on that server means improved name resolution
performance.

Balancing traffic load Even when a single server is capable of handling the
name resolution requests for your entire network, the network might not be up to
the task. Having all the network’s DNS traffic converge on a single subnet can
overload the LAN and slow down the name resolution process, as well as interfere
with the other computers sharing the network. Deploying multiple servers on dif-
ferent subnets enables you to balance the DNS traffic between them and avoid
creating bottlenecks.

Reducing WAN traffic When your network consists of LANs at multiple
sites, connected by multiple wide area network (WAN) links, it is usually best
to have a DNS server at each site. WAN links are relatively slow compared to
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LAN connections, and their bandwidth can be quite expensive. Having a DNS
server at each site prevents name resolution traffic from monopolizing the
WAN connections. This practice also prevents router or WAN connection fail-
ures from interrupting name resolution services.

m Delegating authority In a large organization, it might be impractical for a single
administrative team to maintain the DNS namespace for the entire enterprise. It is
often more efficient to split the namespace into several domains and have the
administrative staff in each department or division or office location maintain their
own DNS resource records. While it is not essential that you allocate a separate
DNS server to each domain, circumstances usually dictate this setup.

B Supporting Active Directory The Active Directory directory service relies
heavily on DNS. Active Directory clients use DNS to locate domain controllers and
browse the network. You should deploy enough DNS servers to support the needs
of Active Directory and its clients.

You should consider all these factors when deciding how many DNS servers you need,
and when balancing them against factors such as hardware and software costs and the
administrative burden of running multiple servers.

Understanding DNS Server Types

You can deploy Windows Server 2003 DNS servers in a number of different configura-
tions, depending on your infrastructure design and your users’ needs.

Using Caching-Only Servers

It is not essential for a DNS server to be the authoritative source for a domain. In its
default configuration, a Windows Server 2003 DNS server can resolve Internet DNS
names for clients immediately after its installation. A DNS server that contains no zones
and is hosting no domains is called a caching-only server. If you have Internet clients
on your network, but you do not have a registered domain name and are not using
Active Directory, you can deploy caching-only servers that simply provide Internet
name resolution services for your clients.

Off the Record The Windows Server 2003 DNS server comes configured with the names
and IP addresses of the root name servers on the Internet, so it can resolve any Internet DNS
name using the procedure described in Lesson 1 of this chapter. As the server performs cli-
ent name resolutions, it builds up a cache of DNS information, just like any other DNS server,
and begins to satisfy some name resolution requests using information in the cache.

In some instances, you might want to use some caching-only servers on your network
even if you are hosting domains. For example, if you want to install a DNS server at a
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branch office for the purpose of Internet name resolution, you are not required to host
a part of your namespace there. You can simply install a caching-only server in the
remote location and configure it to forward all name resolution requests for your com-
pany domains to a DNS server at the home office, while the caching-only server
resolves all Internet DNS names itself.

Exam Tip Be sure you understand the difference between a caching-only DNS server and
one that hosts domains.

Using Forwarders

A forwarder is a DNS server that receives queries from other DNS servers that are
explicitly configured to send them. With Windows Server 2003 DNS servers, the for-
warder requires no special configuration. However, you must configure the other DNS
servers to send queries to the forwarder. To do this, from the Action menu in the DNS
console, select Properties to display the server’s Properties dialog box, click the For-
warders tab, and then supply the IP address of the DNS server that will act as a for-
warder (see Figure 4-5). You can also specify multiple forwarder IP addresses, to
provide fault tolerance.

C23NET Properties 21x|

Debuglogging | Eventloogng | Monitoing | Securty |
Itsttaces Fomarders | advenced | RootHints

Forwarders are servrs that can rssolve DNS queries nat answered by this
server, Forward queries for names in the following DNS domains

HMew..

Remave:

To add a fonwarder, select a DNS domain, type the fonwarder's IP address
below, and then click Add

Selecled domain's forwarder IP address it
[ Add
Remave
Up
Down
Nurber of secands befors forward queriss tims out 5

™ Do not uge recursion for this domain

0K | cencel | sopn |

Figure 4-5 The Forwarders tab in a DNS server’s Properties dialog box

You can use forwarders in a variety of ways to regulate the flow of DNS traffic on your
network. As explained earlier, a DNS server that receives recursive queries from clients
frequently has to issue numerous iterative queries to other DNS servers on the Internet
to resolve names, generating a significant amount of traffic on the network’s Internet
connection.
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There are several scenarios in which you can use forwarders to redirect this Internet
traffic. For example, if a branch office is connected to your corporate headquarters
using a T-1 leased line, and the branch office’s Internet connection is a much slower
shared dial-up modem, you can configure the DNS server at the branch office to use
the DNS server at headquarters as a forwarder, as shown in Figure 4-6. The recursive
queries generated by the clients at the branch office then travel over the T-1 to the for-
warder at the headquarters, which resolves the names in the usual manner and returns
the results to the branch office DNS server. The clients at the branch office can then use
the resolved names to connect to Internet servers directly, over the dial-up connection.
No DNS traffic passes over the branch office’s Internet connection.

Internet

Client
DNS traffic
T-1 connection
DNS traffic
DNS server DNS server
(forwarder)
Headquarters Branch office

Figure 4-6 Using a forwarder to reroute DNS traffic

You can also use forwarders to limit the number of servers that transmit name resolu-
tion queries through the firewall to the Internet. If you have five DNS servers on your
network, all of which provide both internal and Internet name resolution services, you
have five points where your network is vulnerable to attacks from the Internet. By con-
figuring four of the DNS servers to send all their Internet queries to the fifth server, you
create only one point of vulnerability.
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Chaining Forwarders

One DNS server that is functioning as a forwarder can also forward its queries to
another forwarder. To combine the two scenarios described in the previous section,
you can configure your branch office servers to forward name resolution requests to
various DNS servers at headquarters, and then have the headquarters servers forward
all Internet queries to the one server that transmits through the firewall.

Using Conditional Forwarding

One of the new features in Windows Server 2003 is the ability to configure the
DNS server to forward queries conditionally, based on the domain specified in
the name resolution request. By default, the forwarder addresses you specify in
the Forwarders tab in a DNS server’s Properties dialog box apply to all other DNS
domains. However, when you click New and specify a different domain, you can
supply different forwarder addresses so that requests for names in that domain
are sent to different servers.

As an example of conditional forwarding, consider a network that uses a variety
of registered domain names, including contoso.com. When a client tries to
resolve a name in the contoso.com domain and sends a query to a DNS server
that is not an authoritative source for that domain, the server normally must
resolve the name in the usual manner, by first querying one of the root name
servers on the Internet. However, using conditional forwarding, you can config-
ure the client’s DNS server to forward all queries for the comtoso.com domain
directly to the authoritative server for that domain, which is on the company net-
work. This keeps all the DNS traffic on the private network, speeding up name
resolution and conserving the company’s Internet bandwidth.

You can also use conditional forwarding to minimize the network traffic that
internal name resolution generates by configuring each of your DNS servers to
forward queries directly to the authoritative servers for their respective domains.
This practice is an improvement even over creating an internal root, because
there is no need for the servers to query the root name server to determine the
addresses of the authoritative servers for a particular domain.

Using conditional forwarding extensively on a large enterprise network has two
main drawbacks: the amount of administrative effort needed to configure all the
DNS servers with forwarder addresses for all the domains in the namespace, and
the static nature of the forwarding configuration. If your network is expanding
rapidly and you are frequently adding or moving DNS servers, the need to con-
tinually reconfigure the forwarder addresses might be more trouble than the sav-
ings in network traffic are worth.
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Creating Zones

A zone is an administrative entity you create on a DNS server to represent a discrete
portion of the namespace. Administrators typically divide the DNS namespace into
zones to store them on different servers and to delegate their administration to different
people. Zones always consist of entire domains or subdomains. You can create a zone
that contains multiple domains, as long as those domains are contiguous in the DNS
namespace. For example, you can create a zone containing a parent domain and its
child, because they are directly connected, but you cannot create a zone containing
two child domains without their common parent, because the two children are not
directly connected (see Figure 4-7).

| adatum.com |

v 3

hr.adatum.com | sales.adatum.com |

Valid zone

adatum.com J

| hradatum.com | sales.adatum.com |

Invalid zone

Figure 4-7 Valid zones must consist of contiguous domains

You can divide the DNS namespace into multiple zones and host them on a single DNS
server if you want to, although there is usually no persuasive reason to do so. The DNS
server in Windows Server 2003 can support as many as 200,000 zones on a single
server, although it is hard to imagine what scenario would require this many. In most
cases, an administrator creates multiple zones on a server and then delegates most of
them to other servers, which then become responsible for hosting them.

Understanding Zone Types

Every zone consists of a zone database, which contains the resource records for the
domains in that zone. The DNS server in Windows Server 2003 supports three zone
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types (see Figure 4-8), which specify where the server stores the zone database and
what kind of information it contains. The three zone types are as follows:

Select the bype of zone you want to create:

of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault kolerance,

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Authority
(504), and possibly glue Host (A} records, A server containing a stub zone is nok
autharitative for that zone,

[V store the zone in Active Directory (available only if DNS server is a domain controller)

< Back. I Mext = I Cancel | Help |

Figure 4-8 The Zone Type page of the New Zone Wizard

B Primary zone A primary zone contains the master copy of the zone database,

where administrators make all changes to the zone’s resource records. By default,
if your DNS server is also a domain controller, the primary zone data will be stored
in Active Directory to ease administration, improve replication, and increase secu-
rity. If you clear the Store The Zone In Active Directory (Available Only If DNS
Server Is A Domain Controller) check box, the server creates a primary master
zone database file on the local drive. This is a simple text file that is compliant
with most non-Windows DNS server implementations.

Secondary zone A duplicate of a primary zone on another server, the second-
ary zone contains a backup copy of the primary master zone database file, stored
as an identical text file on the server’s local drive. You cannot modify the resource
records in a secondary zone manually; you can only update them by replicating
the primary master zone database file, using a process called a zone transfer. You
should always create at least one secondary zone for each primary zone in your
namespace, both to provide fault tolerance and to balance the DNS traffic load.
You typically create secondary zones only when you decide not to store the pri-
mary zone in Active Directory.

Stub zone A copy of a primary zone that contains Start Of Authority (SOA) and
Name Server (NS) resource records, plus the Host (A) resource records that identify
the authoritative servers for the zone, the stub zone forwards or refers requests.
When you create a stub zone, you configure it with the IP address of the server that
hosts the zone from which you created the stub. When the server hosting the stub
zone receives a query for a name in that zone, it either forwards the request to the
host of the zone or replies with a referral to that host, depending on whether the
query is recursive or iterative.
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You can use each of these zone types to create forward lookup zones or reverse
lookup zones. Forward lookup zones contain name-to-address mappings and reverse
lookup zones contain address-to-name mappings. If you want a DNS server to perform
name and address resolutions for a particular domain, you must create both forward
and reverse lookup zones containing that domain.

Practice: Understanding DNS Server Functions

For each of the statements listed below (numbered 1 through 4), specify whether the
DNS server being described is an example of:

a. A caching-only server

b. A forwarder

Conditional forwarding
A server with a stub zone

A DNS server that contains only SOA, NS, and A resource records

N =

A DNS server that receives all the unresolvable queries from another server, which
has been specifically configured to send them

bl

A DNS server with no zones that services client name resolution requests

4. A DNS server that sends all name resolution requests for a specific domain to
another server

Using File-Based Zones

When you create primary and secondary zones, and do not configure the DNS server
to store them in Active Directory, you must configure zone transfers from the primary
to the secondaries to keep them updated. In a zone transfer, the server hosting the pri-
mary zone copies the primary master zone database file to the secondary zone so that
their resource records are identical. This enables the secondary zone to perform
authoritative name resolutions for the domains in the zone, just as the primary can. You
can configure zone transfers to occur when you modify the contents of the primary
master zone database file, or at regular intervals.

Originally, the DNS standards defined the zone transfer process as a complete replica-
tion of the entire zone database file. At specified times, the DNS server hosting the pri-
mary zone transmits the file to all the servers hosting secondary copies of that zone.
File-based zone transfers use a relatively simple technique in which the servers trans-
mit the zone database file in its native form, or sometimes with compression. You must
manually create secondary zones and configure the servers to perform the zone trans-
fers. A later DNS standard document (RFC 1995, “Incremental Zone Transfer in DNS”)
defines a new replication method called incremental zone transfers. An incremental
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zone transfer consists of only the data that has changed since the last zone transfer. The
Windows Server 2003 DNS server supports incremental zone transfers, but reverts to
full transfers when one of the servers does not support the new standard.

Planning A Windows Server 2003 DNS server can host both primary and secondary zones
on the same server, so you don’t have to install additional servers just to create secondary
zones. You can configure each of your DNS servers to host a primary zone, and then create
secondary zones on each server for one or more of the primaries on other servers. Each pri-
mary can have multiple secondaries located on servers throughout the network. This provides
not only fault tolerance, but also prevents all the traffic for a single zone from flooding a sin-
gle LAN.

Using Active Directory-Integrated Zones

When you are running the DNS server service on a computer that is an Active Directory
domain controller and you select the Store The Zone In Active Directory (Available
Only If DNS Server Is A Domain Controller) check box while creating a zone in the
New Zone Wizard, the server does not create a zone database file. Instead, the server
stores the DNS resource records for the zone in the Active Directory database. Storing
the DNS database in Active Directory provides a number of advantages including ease
of administration, conservation of network bandwidth, and increased security.

In Active Directory-integrated zones, the zone database is replicated automatically
along with all other Active Directory data. Active Directory uses a multiple master rep-
lication system so that copies of the database are updated on all domain controllers in
the domain. You don’t have to create secondary zones or manually configure zone
transfers because Active Directory performs the database replication automatically.

By default, Windows Server 2003 replicates the database for a primary zone stored in
Active Directory to all the other domain controllers running the DNS server in the
Active Directory domain where the primary is located. You can also modify the scope
of zone database replication to keep copies on all domain controllers throughout the
enterprise, or on all domain controllers in the Active directory domain, whether or not
they are running the DNS server. If all your domain controllers are running Windows
Server 2003, you can also create a custom replication scope that copies the zone data-
base to the domain controllers you specify. To modify the replication scope for an
Active Directory-integrated zone, open the zone’s Properties dialog box in the DNS
console, and in the General tab, click Change next to Replication: All DNS Servers In
the Active Directory Domain to display the Change Zone Replication Scope dialog box.
Then, select the replication scope you want to use and click OK.
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Important Both DNS and Active Directory use administrative entities called domains, but
the two are not necessarily congruent. For the sake of clarity, you might want to consider cre-
ating an Active Directory domain hierarchy that corresponds to your DNS domain hierarchy,
but if you don’t, be sure that everyone responsible for these two services remembers the dis-
tinction between DNS domains and Active Directory domains.

Active Directory conserves network bandwidth by replicating only the DNS data that
has changed since the last replication, and by compressing the data before transmitting
it over the network. The zone replications also use the full security capabilities of
Active Directory, which are considerably more robust than those of file-based zone
transfers.

Because Windows Server 2003 automatically replicates the Active Directory database to
other domain controllers, creating secondary zones is not a prerequisite for replication.
Indeed, you cannot create an Active Directory-integrated secondary zone. However,
you can create a file-based secondary zone from an Active Directory-integrated pri-
mary zone, and there are occasions when you might want to do this. For example, if
no other domain controllers are running DNS in the Active Directory domain, there are
no other domain controllers in the domain, or your other DNS servers are not running
Windows Server 2003, you might have to create a standard secondary zone instead of
relying on Active Directory replication. If you do this, you must manually configure the
DNS servers to perform zone transfers in the normal manner.

Practice: Creating a Zone

In this practice, you implement the namespace design you created in the practice for
Lesson 2 of this chapter by creating a new DNS zone on your Server01 computer and
then populating that zone with subdomains and resource records corresponding to
your Fabrikam, Inc., namespace.

Exercise 1: Creating a Zone

In this procedure, you create a new DNS zone on ServerOl. This zone is for practice
purposes only and will not interact or interfere with the existing zones.

1. Log on to Server0O1 as Administrator.

2. Click Start, point to All Programs, point to Administrative Tools, and then click
DNS. The DNS console appears, with SERVERO1 (local) listed in the console tree.

3. Expand the Forward Lookup Zones folder.

4. Select the Forward Lookup Zones folder and then, on the Action menu, click New
Zone. The New Zone Wizard appears.
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5.

Click Next. The Zone Type page appears.

6. Leave the (default) Primary Zone, Creates A Copy Of A Zone That Can Be Updated

10.

11.

Directly On This Server option button selected and then clear the Store The Zone
In Active Directory (Available Only If DNS Server Is A Domain Controller) check
box. Click Next. The Zone Name page appears.

Type fabrikam.com in the Zone Name text box and then click Next. The Zone
File page appears.

. Verify that the default Create A New File With This File Name option is selected

and the default file name is supplied (fabrikam.com.dns). Click Next. The
Dynamic Update page appears.

Click Next to accept the default Do Not Allow Dynamic Updates, Dynamic
Updates Of Resource Records Are Not Accepted By This Zone, You Must Update
These Records Manually option button. The Completing The New Zone Wizard
page appears.
Click Finish. A new fabrikam.com zone icon appears in the Forward Lookup
Zones folder.

Leave the DNS console open for the next exercise.

Exercise 2: Creating Subdomains

In this procedure, you create subdomains corresponding to your namespace design in
the fabrikam.com zone. The subdomains enable you to create the resource records for
the computers in the subdomains.

1.

2.

In the DNS console, select the fabrikam.com zone in the console tree and, from
the Action menu, select New Domain. A New DNS Domain dialog box appears.

Type the name you selected as the internal third-level domain name for fab-
rikam.com during your Lesson 2 practice and then click OK. The new subdomain
appears in the detail pane.

Important When typing the subdomain name in the New DNS Domain dialog box, type only
the third-level domain name. For example, if you chose int.fabrikam.com as the internal
domain for your namespace, you would type int in the dialog box, not int.fabrikam.com. Each
domain you create is added to the existing domain structure in the zone.

3. Repeat steps 1 and 2 to create all the other subdomains in your namespace design.
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4. For example, to create a subdomain called hr.int.fabrikam.com, you would

5.

expand the fabrikam.com zone, select the int domain, and create a new domain
within it, giving the new domain the name hr.

Leave the DNS console open for the next exercise.

Exercise 3: Creating Resource Records

In

this procedure, you populate the zone and subdomains with resource records cor-

responding to the computers in your Fabrikam, Inc., namespace design.

1.

Select the fabrikam.com zone in the console tree.

2. From the Action menu, select New Host (A). The New Host dialog box appears.

@)

4.

In the Name (Use Parent Domain Name If Blank) text box, type the host name you
selected for the Web server in the perimeter network.

Important Type only the host name, not the FQDN, in the text box. Notice that in the Fully
Qualified Domain Name (FQDN) box, the console automatically appends the domain name to
the host name you supply and displays the FQDN for the resource record.

Type 10.10.10.1 in the IP Address text box and then click Add Host. A DNS mes-
sage box appears, stating that the server successfully created the host resource
record.

Click OK. The New Host dialog box reappears with the Name text box blanked
out, ready to create another Host (A) resource record.

Repeat steps 3 to 5 to create Host (A) resource records for the FTP and e-mail serv-
ers in the perimeter network, using other addresses on the same subnet.

Select each of the subdomains you created in the fabrikam.com zone in Procedure
2 and create Host (A) resource records for the computers in the subdomains, using
the process outlined in steps 2 to 5.

When you are finished, all the computers in your namespace design should have
Host (A) resource records in the fabrikam.com domain with FQDNs correspond-
ing to those in the diagram you created in your Lesson 2 practice.

Close the DNS console.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following DNS zone types cannot be stored in the Active Directory
database?

a. Primary

b. Secondary

c. Stub

d. None of the above

2. Storing DNS resource records in the Active Directory database eliminates the need
for which of the following? (Choose all correct answers.)

a. Stub zones

b. Secondary zones
c. Zone transfers
d. Primary zones

3. The DNS namespace for a company consists of one second-level domain, which
has three child subdomains. Each of the three child subdomains also has three
subdomains, at the fourth level. What is the maximum number of domains that
you can include in a zone that does not contain the second-level domain?

a. 1
b. 3
c. 4
d. 12

Lesson Summary

m In addition to supporting clients, administrators deploy multiple DNS servers to
provide fault tolerance, balance the client load and the network traffic, delegate
authority over specific domains, and support Active Directory.

m A caching-only server is a DNS server that is not the authority for any domains, but
simply provides name resolution services for clients.
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B You can configure a DNS server to forward all name resolution requests it cannot
resolve itself to a server called a forwarder.

B A zone is an administrative entity on a DNS server that represents a specific por-
tion of the DNS namespace. There are three types of zones: primary, secondary,
and stub.

B You can configure a Windows Server 2003 DNS server to store zone databases
either in files, requiring a replication process called a zone transfer, or in Active
Directory, which replicates them automatically.
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Lesson 4: Implementing a NetBIOS Name Resolution
Strategy

If you have determined that your network must use NetBIOS names to support com-
puters running versions of Windows earlier than Windows 2000, you have two name
resolution alternatives: the broadcast transmission method or WINS.

After this lesson, you will be able to
B Create and deploy an Lmhosts file
B Configure WINS servers to replicate their databases

Estimated lesson time: 15 minutes

Using Broadcasts with Lmhosts

The broadcast transmission method of NetBIOS name resolution by itself is suitable
only for small, single-segment networks, because broadcast transmissions do not prop-
agate beyond the boundaries of the LAN. However, it is possible to use broadcasts in
combination with an Lmhosts file to provide a complete NetBIOS name resolution
method for multi-segment networks.

Exam Tip The broadcast name resolution method requires no manual configuration or
administration. NetBIOS computers that you have not configured as WINS clients use broad-
casts to resolve names automatically. However, to provide name resolution for NetBIOS com-
puters on other networks, you must create an Lmhosts file and deploy it on each NetBIOS
computer.

As described earlier in this chapter, an Lmhosts file is a lookup table containing Net-
BIOS names and their equivalent IP addresses. Because you have to create the Lmhosts
file manually, the easiest way to implement this solution is to create a single file and
deploy it on all the NetBIOS computers on your network. To do this, you create the file
and store it on a network share that is accessible from all the NetBIOS computers. On
each NetBIOS computer, you open the Advanced TCP/IP Settings dialog box in the
Internet Protocol (TCP/IP) Properties dialog box, click the WINS tab, and select the
Enable Lmhosts Lookup check box (see Figure 4-9). Then you click Import Lmhosts
and browse to the file you created, to copy it to the computer.
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Figure 4-9 The WINS tab in the Advanced TCP/IP Settings dialog box

After you have completed this procedure, the computer will use the broadcast method
to resolve NetBIOS names, and if this method fails, it will try to look up the name in the
Lmhosts file. If the computer does not find the name in the Lmhosts file, name resolu-
tion fails.

Creating an Lmhosts File

Creating an Lmhosts file is largely a matter of typing the NetBIOS names and IP
addresses of the computers on your network that clients must be able to access. There
are some additional options that increase the efficiency of the file. In most cases, the
use of Lmhosts files is practical only when clients require access to a few key servers
on other networks. Creating and maintaining an Lmhosts file that contains entries for
all the computers on the network can be an administrative nightmare that is easily
avoided by installing WINS servers.

Lmhosts is a text file that you can create using Windows Notepad or any text editor
and save to the %Systemroot%\System32\Drivers\Etc folder of a computer running
Windows. The basic entries of the Lmhosts file consist of an IP address followed by at
least one space, and then the NetBIOS name associated with that address. Following
the NetBIOS name and separated by at least one more space, you can insert a pound
(#) symbol and type a comment. The system ignores everything on that line after the
pound symbol when processing the file. Each entry must appear on a separate line, as
shown in the following example:

192.168.5.65 Hrserver J#Human Resources server
192.168.9.34 Fservel #File server 1
192.168.2.110 Smtp #Internet e-mail server



444 Chapter 4 Planning a Name Resolution Strategy

In addition to the standard name-to-address mappings, Lmhosts also supports a num-
ber of extensions that can increase the efficiency of name resolution and simplify the
deployment of Lmhosts files. These extensions are as follows:

m #PRE Preloads Lmhosts entries into the computer’s NetBIOS name cache

B #DOM:domain Associates the entry with the domain specified by the domain
variable

m #INCLUDE patbname Causes the system to locate and parse an Lmhosts file at
a remote location, identified by pathname, as if it were local

m #BEGIN_ALTERNATE and #END_ALTERNATE Surrounds a group of
#INCLUDE extensions, causing the system to process each statement in turn until
it locates one of the included Lmhosts files successfully

m \Ozn Allows the use of non-printing characters in NetBIOS name entries

Using the #PRE Extension The most useful of these extensions, as far as the effi-
ciency of NetBIOS name resolution is concerned, is the #PRE tag. When you add this
extension to any standard Lmhosts entry, after the NetBIOS name and before any com-
ments (separated by at least one space), the computer reads the entry during system
startup and loads it into memory as part of the NetBIOS name cache. As a result, the
computer can resolve the name immediately, using the information stored in memory
without having to perform a broadcast name resolution or search the Lmhosts file on
disk. An example of the #PRE extension follows:

192.168.9.34 Fservel #PRE  #File server 1

Using the #INCLUDE Extension The #INCLUDE extension can simplify the process of
deploying Lmhosts files. Rather than create and maintain a separate file for each Net-
BIOS computer, you can create a single Lmhosts file and store it on a network share
that is accessible to all clients. For each computer, you then create an Lmhosts file that
contains an #INCLUDE entry specifying the location of the common Lmhosts file on the
network, as follows:

#INCLUDE \\Fservel\Admin\Lmhosts

You use standard Universal Naming Convention (UNC) notation for the path name
specifying the location of the common Lmbhosts file. However, it is important to remem-
ber that the computer must have a way to resolve the NetBIOS name of the server host-
ing the common file (in this case Fservel). The best way to ensure this is to create a
#PRE entry for that server’s name in each computer’s Lmhosts file. The #PRE entry
should precede the #INCLUDE statement so that the name is already in the NetBIOS
name cache when the system processes the #INCLUDE. In addition, for the computer
to be able to access the common Lmhosts file, you must add the name of the share
where the common Lmbhosts file is stored (in this case \Admin) to the list of shares in
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the HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Lanmanserver
\Parameters\Nullsessionshares registry key on the server.

You can also maintain multiple common Lmhosts files on various network shares for
fault tolerance, configuring your NetBIOS clients to access each share in turn until it
successfully accesses a file. An example of this technique follows:

#BEGIN_ALTERNATE

#INCLUDE \\Fservel\Admin\Lmhosts
FINCLUDE \\Fserve2\Admin\Lmhosts
JFEND_ALTERNATE

Deploying WINS Servers

In most cases, if your network has a continuing commitment to NetBIOS, it is much
easier to install WINS servers than it is to create and maintain Lmhosts files. The WINS
service on a computer running Windows Server 2003 is capable of registering and
resolving NetBIOS names immediately after installation. After you have installed the
WINS servers, you configure the WINS clients on your NetBIOS computers to use
them. For example, in Windows XP Professional, you configure the WINS client by
adding the IP addresses of one or more WINS servers to the WINS tab of the Advanced
TCP/IP Settings dialog box, from the Internet Protocol (TCP/IP) Properties page of
your network connection.

Off the Record When a client computer starts, it transmits its NetBIOS name to its desig-
nated WINS server along with its IP address, and the server automatically creates a record for
that computer in its database. This process is called name registration. After the computer
has registered its NetBIOS name with WINS, any other WINS client on the network can
resolve that name.

A single WINS server can provide name resolution services for up to 10,000 clients.
However, as with DNS, you should always install multiple WINS servers to provide
fault tolerance and load balancing. Although WINS servers require no configuration to
register and resolve names, you do have to configure them manually to replicate their
databases. When you have multiple WINS servers on your network, and you divide
your NetBIOS clients among them, each server has its own separate database. To
enable each WINS server to resolve any NetBIOS name on the network, you must con-
figure all the WINS servers to replicate their databases with each other.

Configuring WINS Replication

WINS servers can replicate their databases by pushing data to or pulling data from
other servers, or both. When you configure a WINS server as a push partner, the server
sends messages to all its pull partners whenever the database changes. The pull part-
ners then respond by requesting an update, and the push partner transmits any new
database records. A WINS server that you configure as a pull partner issues requests



446

N

Chapter 4 Planning a Name Resolution Strategy

to its push partners for database records with version numbers higher than the last
record it received during the previous replication.

Planning The basic difference between push and pull partnerships is that push partners
trigger replication events when a specific number of database changes have occurred, while
pull partners initiate replication according to a predetermined schedule. Therefore, a push
partnership is preferable when you connect the WINS servers by a fast link and don’t mind if
replication occurs at any time. Pull partnerships are preferable for servers connected by
slower links, such as WAN connections, because you can schedule replication to occur during
off hours, when traffic is low.

Because the records on any WINS server can change, it is important for each server to
replicate its data to all the other WINS servers. This way, every WINS server has a com-
plete listing of the NetBIOS computers on the network. For the replication process to
function properly, you must configure each WINS server to be both a push and a pull
partner, but the two partnerships don’t necessarily have to be with the same server.

Obviously, if you have only two WINS servers on your network, they must be partners
with each other. You configure each server to be a push/pull partner with the other in
the WINS console. After creating the replication partner, you click the Advanced tab in
that partner’s Properties dialog box, shown in Figure 4-10. For the pull partnership, you
specify when the pull replication should occur and the interval between pull replica-
tions. For the push partnership, you specify the number of updates to the WINS data-
base that must occur before the next replication event.

General Advanced I

Replication partner type: |

r— Pull replication

V' Use persistent cornection for replication

Hours: Minutes: Second:
Start timg; IU ::II IU ::II IU ::II
Days: Hours: Minutes:
Replication interyal: IU ﬁ IU ::II IBD ﬁ

Bestore Default |

r— Puszh replication

[V Use persistent cornection for replication

Mumber of changes in version |0 before replication: ID _I;
Fiestore Diefault |

QK I Cancel | Lpply |

Figure 4-10 The Advanced tab in a WINS replication partner’s Properties dialog box
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When you have more than two WINS servers on your network, you have greater flex-
ibility in designing your replication topology. When all the WINS servers are connected
by fast links, such as LAN connections, one common solution is to configure them in
the form of a ring, with each server acting as the push partner to its downstream neigh-
bor and the pull partner to its upstream neighbor, as shown in Figure 4-11. To config-
ure the replication for this topology, you create two partnerships on each WINS server,
making one a push partner and one a pull partner.

Push

Push

Figure 4-11 A WINS ring replication topology

One problem with this topology is that a failure of any one connection between two
WINS servers prevents all the servers from being updated properly. To address this
problem, you can create redundant partnerships, traveling in the other direction, to
form a double ring topology, as shown in Figure 4-12. The only additional cost is the
amount of network traffic generated by the replication process.

Figure 4-12 A WINS double ring replication topology
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If your network consists of multiple sites connected by WAN links, you probably want
to minimize the WINS replication traffic passing over those links. The strategy for this
is to create only a single push/pull partnership over each link, with replication sched-
uled to occur during low-traffic hours. For example, in Figure 4-13, the WINS servers
at each site all replicate among themselves, using high-speed LAN connections. The
administrator then chooses one server at each site to partner a server at the other site.
This way, only one connection uses the WAN link, instead of two or more.

Push/Pull
]

Figure 413 Minimizing WINS traffic over WAN links

Practice: Installing a WINS Server
In this practice, you install the WINS service on your Server01 computer.

1. Log on to Server0l as Administrator.

2. Click the Start menu, point to Control Panel, and then select Add Or Remove Pro-
grams. The Add Or Remove Programs window appears.

3. In the left frame, click Add/Remove Windows Components. The Windows Com-
ponents Wizard appears.

4. In the Components box, scroll down and select Networking Services, but do not
select or clear the check box to the left of this option.

5. Click Details. The Networking Services dialog box appears.

6. In the Subcomponents Of Networking Services box, select the Windows Internet
Name Service (WINS) check box.

7. Click OK. The Windows Components page reappears.
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Click Next. The Configuring Components page shows a progress indicator as it
makes the changes you requested. The Completing The Windows Components
Wizard page appears.

Click Finish.

Close the Add Or Remove Programs window.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

Why would you need an Lmhosts file on a computer that is already capable of
using the broadcast method for NetBIOS name resolution?

. Which type of WINS replication partner is preferable when the two servers are

connected by a slow WAN link?

. Which Lmhosts extension enables you to access an Lmhosts file on a shared net-

work drive?

a. #*DOM

b. #INCLUDE
#PRE
d. \Onn

o

Lesson Summary

Lmhosts files enable a computer that is not a WINS client to resolve the NetBIOS
names of systems on other networks.

In addition to name and address mappings, Lmhosts files can contain extensions
that provide additional functions, such as name cache preloading and access to
Lmhosts files on shared network drives.

A WINS server can register and resolve NetBIOS names immediately after installa-
tion, but you must manually configure WINS servers to replicate their databases.

You must create a WINS replication topology that enables every WINS server to
have a database containing records for all the WINS clients on the network.
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Lesson 5: Planning DNS Security

Although DNS servers perform functions that are intrinsically benign, the possibility of
their compromise does pose a significant threat to your network security. Part of the
design process for your name resolution strategy is keeping your DNS servers, and the
information they contain, safe from intrusion by potential predators.

After this lesson, you will be able to

B List the potential threats to a DNS server

B Describe the techniques you can use to protect a DNS server from unauthorized access
Estimated lesson time: 20 minutes

Determining DNS Security Threats

As you have learned, DNS name resolution is an essential part of TCP/IP networking.
Both Internet and Active Directory communications rely on the ability of DNS servers
to supply clients with the IP addresses they need. There are two primary security
threats associated with DNS: interruption of service and compromise of DNS data. As
part of your name resolution strategy, you must evaluate the threats to your DNS serv-
ers and the possible consequences, and then take steps to protect the servers without
compromising their functionality.

Some of the potential threats to your DNS servers are as follows:

m Denial-of-Service (DoS) attacks Flooding a DNS server with huge numbers of

recursive queries can eventually force the processor to 100 percent usage, pre-
venting the server from processing name resolution requests from actual clients.
This type of attack does not require a great deal of skill from the attacker, and can
be extremely effective in shutting down a network. The inability to resolve DNS
names can prevent users from accessing Internet resources, and even from log-
ging on to Active Directory servers.

Footprinting Intruders gather information about a network’s infrastructure by
intercepting DNS data, usually to identify targets. By capturing DNS traffic, intrud-
ers can learn the domain names, host names, and IP addresses you are using on
your network. This information frequently discloses the functions of specific com-
puters on the network, enabling the intruder to decide which ones are worth
attacking in other ways.

IP spoofing Intruders can use a legitimate IP address (often obtained through
footprinting) to gain access to network services or to send damaging packets to
network computers. Spoofing can enable packets to get through filters that are
designed to block traffic from unauthorized IP addresses. Once granted access to
computers and services using this technique, the attacker can cause a great deal of
damage.
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B Redirection In this type of attack, an intruder causes a DNS server to forward
name resolution request messages to an incorrect server that is under the
attacker’s control. The attacker usually accomplishes this by corrupting the DNS
cache in a server that is using unsecured dynamic updates.

Securing DNS

A number of techniques can protect your DNS servers and your namespace data from
attack, and it is up to you to locate the threats to your servers and to determine what
steps to take to protect against them. As with most security problems, it is just as pos-
sible to err on the side of caution as it is to be negligent. As an example of negligence,
not implementing security measures can leave your DNS servers open to access from
the Internet and can allow them to exchange zone transfers and dynamic updates with
any other computer. This leaves the servers vulnerable to any of the attacks described
in the previous section.

At the opposite extreme, you can close off your network from the outside world by
denying all Internet access, creating an internal root, using Active Directory domain
controllers for your DNS servers, limiting administrative access to the DNS servers, and
encrypting all DNS communications. These measures secure the DNS servers from
most forms of attack, but they also compromise the functionality of the network by
preventing users from accessing the Internet. There certainly are times when extreme
measures like these are warranted, but it is up to you to decide what level of security
your network requires.

Some of the security measures you can use to protect your DNS servers from outside
(and even internal) intrusion are described in the following sections.

Providing Redundant DNS Services

When you use registered domain names on your network, your DNS servers must be
accessible from the Internet, and they are therefore vulnerable to DoS attacks and other
forms of intrusion. To prevent intruders from crippling your network by these attacks,
it is a good idea to use multiple DNS servers to provide redundant services to your
users. This type of protection can be as simple as configuring your DNS clients to use
your ISP’s DNS server when yours is unavailable or unresponsive. This way, your users
can continue to access Internet services, even when someone disables your own DNS
server by a DoS attack. Unless the intruder attacks both your DNS server and the ISP’s
server, name resolution services continue to function properly.

Planning You can also deploy your own redundant DNS servers, to provide even more pro-
tection. Placing a second server on another subnet, or at another site, can give your users a
fallback in case an attack takes place on one of the servers. In addition, running your own
servers enables you to provide redundant name resolution services for Active Directory, which
your ISP’s DNS servers probably cannot do.
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Deploying multiple DNS servers is also a way to protect your namespace from footprinting.
Install one server on your perimeter network, for Internet name resolution, and another on
your internal network, to host your private namespace and provide internal name resolu-
tion services. Then, configure the internal DNS server to forward all Internet name resolu-
tion requests to the external DNS server. This way, no computers on the Internet
communicate directly with your internal DNS server, making it less vulnerable to all kinds
of attacks.

Limiting DNS Interface Access

Another way of securing DNS servers against unauthorized access from the Internet is
to limit the network interfaces over which the server can receive name resolution
requests. If you have configured your DNS server computer with multiple IP addresses,
you can click the Interfaces tab in the server’s Properties dialog box in the DNS console
and specify the IP addresses that DNS clients can use to contact the server (see Figure
4-14). For example, if a server is connected to both an internal network and to the
Internet, you can prevent the server from receiving name resolution requests that orig-
inate on the Internet.

C23NET Properties 21x|

Debuglogging |  Eventlogging | Moniteing | Secuiy |
Interfaces Fowarders | Advanced | FiootHinis

Select the P addresses that will serve DNS requests. The server can listen
for DNS queries on all IP addresses defined for this computer, or you can
fimit o selected IP addresses.

Listen on:

€ AllIP addresses

@ Qriy the following IF addiesses!

IE address

[ Add
r_ Bemove

0K | Cancel | ey |

Figure 4-14 The Interfaces tab in a DNS server’s Properties dialog box
Securing Zone Replication

Although it is possible to footprint a namespace by capturing name resolution traffic, a
more efficient method (for the attacker) is to intercept zone replication traffic. By cap-
turing zone transfer packets, for example, an intruder can get a complete picture of a
zone and all its domains and hosts at once.

The best and simplest way to secure zone replication traffic is to deploy all your DNS
servers on your domain controllers and store all your zones in Active Directory. Active
Directory is then responsible for performing all zone replication. All Active Directory
domain controllers perform a mutual authentication procedure before they exchange
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data, so a potential intruder cannot use IP spoofing to impersonate a domain controller.
In addition, Active Directory encrypts all traffic, which prevents anyone capturing the
packets from reading the data they contain. Finally, access to the domain controllers
themselves is restricted by the policies you already have in place to protect your other
Active Directory data.

Planning If you cannot use Active Directory—integrated zones on your network, you must
create standard file-based zones and use zone transfers to replicate the DNS namespace
data. Although zone transfers are inherently less secure than Active Directory replication,
there are still techniques you can use to prevent intruders from intercepting your DNS data.

One way to protect zone transfer data is to specify the IP addresses of the DNS servers
that you allow to participate in zone transfers. If you do not do this, a potential intruder
can simply install a DNS server, create a secondary zone, and request a zone transfer
from your primary zone. The intruder then has a complete copy of your zone and all
the information in it. To limit zone transfers on a Windows Server 2003 DNS server, you
open the DNS console, display the Properties dialog box for a primary zone and then
click the Zone transfers tab to display the dialog box shown in Figure 4-15. Select the
Allow Zone Transfers check box and then choose either the Only To Servers Listed On
The Name Servers Tab or the Only To The Following Servers option button. You can
then specify the IP addresses of the DNS servers that contain your secondary zones, in
either the IP Address text box or the Name Servers tab.

Exam Tip Be sure to understand the various methods of securing zone transfer traffic and
the conditions under which zone transfers are necessary. For example, Active Directory-inte-
grated zones do not need to be replicated using zone transfers.
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Figure 4-15 The Zone Transfers tab in a DNS zone’s Properties dialog box
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Although the preceding technique can prevent unauthorized DNS servers from receiv-
ing zone transfers, it does not protect the packets containing the zone transfer data
themselves. An intruder with a protocol analyzer, such as Microsoft’s System Monitor
application, can capture the zone transfer traffic and read the data inside the packets.
To prevent this, you can configure your DNS servers to encrypt their traffic using the
Internet Protocol Security extensions (IPSec) or virtual private networking.

See Also For more information on securing network traffic using encryption, see Chapter
12, “Securing Network Communications Using IPSec.”

Preventing Cache Corruption

Potential attackers might try to load a DNS server’s name cache with incorrect informa-
tion, in an effort to redirect client connections to other servers and gather information
from the clients. The Windows Server 2003 DNS server includes a feature that helps to
prevent cache corruption. In a DNS server’s Properties dialog box, click the Advanced
tab (see Figure 4-16) and then select the Secure Cache Against Pollution check box
under Server Options. Activating this feature prevents the server from caching unre-
lated resource records included in reply messages. For example, if a DNS server sends
a query to an Internet server requesting the resolution of a name in the adatum.com
domain, it would normally cache all the resource records supplied by the Internet
server, no matter what information they contained. If you activate the Secure Cache
Against Pollution option, however, the DNS server caches only resource records for
names in the adatum.com domain. The server ignores all records for names in other
domains.
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Figure 4-16 The Advanced tab in a DNS server’s Properties dialog box
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Using Secure Dynamic Update

As the DNS was originally designed, administrators had to create all resource records
by hand, typing the host name of each computer and its IP address or other informa-
tion. This eventually became a problem as the use of automatic IP addressing solutions
such as the Dynamic Host Configuration Protocol (DHCP) became more prevalent.
DHCP is designed to automatically supply IP addresses and other TCP/IP configuration
parameters to computers, which means that it is possible for a computer’s IP address to
change periodically. Because it would be impractical for network administrators to
keep track of these changes and modify the appropriate resource records manually, the
developers of the DNS created a new standard, referred to as dynamic update.

See Also Dynamic updates are defined in a standard published by the IETF as RFC 2136,
“Dynamic Updates in the Domain Name System (DNS Update).”

Dynamic update enables DNS clients on the network to send messages to their DNS
servers during system startup. These messages contain the IP addresses the DHCP
server has assigned to the clients, and this information is used by the DNS server to
update its resource records with the new information.

Although dynamic update saves DNS administrators a lot of work, it also leaves the
DNS servers vulnerable to serious forms of attack. An intruder could create a false
dynamic update message and send it to your network’s DNS server. The message could
state that your company’s Internet Web server has changed its IP address, forcing your
DNS server to add a counterfeit address to the resource record for the Web server’s
host name. From now on, Internet traffic intended for your company Web server is
redirected to a server under the attacker’s control.

To prevent this from occurring, you should create Active Directory-integrated zones
whenever possible, and configure them to accept only secure dynamic updates. The
procedure is to display the zone’s Properties dialog box, click the General tab, and,
from the Dynamic Updates drop-down list, select Secure Only (see Figure 4-17).
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Figure 4-17 The General tab in a DNS zone’s Properties dialog box

Using Standard Security Measures

In addition to these specialized DNS security measures, you can also protect your Win-
dows Server 2003 DNS servers from attack using the same techniques you use for any
computer on your network. Limiting physical access to the server and using permis-
sions to control administrative access are basics that you should not omit in the case of
a DNS server, because intruders can come from inside the organization as well as from
outside. You can also use the packet filtering capabilities of your firewall to control
access to the computer itself and to Transmission Control Protocol (TCP) and User Dat-
agram Protocol (UDP) port number 53, which is the well-known port number for DNS.

Practice: Understanding DNS Security Techniques

For each of the following DNS security techniques, specify which types of attack they
help to prevent: DoS, IP spoofing, redirection, footprinting. (Choose all correct
answers.)

Using only secure dynamic updates

Installing redundant DNS servers on different networks
Encrypting zone transfer traffic

Using Active Directory-integrated zones

Preventing cache pollution

AN U S A

Restricting zone transfers to specific IP addresses
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

Which of the following forms of protection does Active Directory provide when
you create Active Directory-integrated zones instead of file-based zones? (Choose
all correct answers.)

a. Cache pollution prevention
b. Encrypted zone replication
c. Authenticated zone replication

d. Secure dynamic updates

. The DNS Update standard was developed as a response to the widespread use of

which of the following?
a. Active Directory
b. DHCP
c. Zone transfers
d. Protocol analyzers

Using your ISP’s DNS servers as a redundant name resolution mechanism helps to
combat which type of attack?

Lesson Summary

DNS servers are subject to several forms of attack, including DoS, footprinting, IP
spoofing, and redirection.

Using redundant DNS servers on different networks provides protection from DoS
attacks.

Securing zone replication prevents attackers from footprinting the network. The
best form of protection is to create Active Directory-integrated zones, but you can
also protect zone transfers by limiting them to specific IP addresses and by
encrypting network traffic.

Securing dynamic updates and using cache pollution protection prevents intruders
from loading a DNS server with false data.

Use standard network security measures, such as physical access control and per-
missions, to protect DNS servers from internal attacks.
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Lesson 6: Troubleshooting Name Resolution

As you learned in Chapter 3, “Planning Internet Connectivity,” DNS name resolution
failure is one of the common causes of Internet access problems. On a network run-
ning Windows Server 2003 servers, the inability to resolve DNS names can bring client
activities to a standstill, because Active Directory relies on DNS and is responsible for
controlling all client access to Windows server resources. When a client’s attempts to
resolve DNS names fail, there are usually two possible causes: either the client is incor-
rectly configured, or the DNS server itself is inaccessible or not functioning properly.
These problems are discussed in the following sections.

After this lesson, you will be able to
W List the reasons that a DNS client might experience name resolution failures
W List the reasons that a DNS server might supply incorrect information

W List the reasons that a DNS server might be unable to resolve names for which it is not
the authority

Estimated lesson time: 20 minutes

Troubleshooting Client Configuration Problems

When a client reports a failure to access a TCP/IP resource, such as a “Name Not
Found” error message, the first order of business is to determine whether the computer
has any TCP/IP connectivity at all. After you have determined that the computer is con-
nected to the network and that it can access TCP/IP resources, the usual method for
isolating a name resolution problem is to try accessing a server using its IP address
instead of its DNS name. If the computer can access the server using the IP address,
you know that the problem is related to the name resolution process.

The next order of business is to check the client computer’s TCP/IP configuration
parameters. Assuming that the client is running Windows 2000 or Windows XP, display
a Command Prompt window, type ipconfig/all at the prompt, and press ENTER. The
resulting display contains all the computer’s TCP/IP settings, including the IP addresses
of the DNS servers it is configured to use.

Check to see that the IP addresses listed under DNS Servers in the Ipconfig.exe display
are correct for a computer on the client’s network. If they are not correct, you can mod-
ify them using the Network Connections tool. If the IP addresses of the DNS servers are
correct, use the Ping.exe tool at the command prompt to determine if the client com-
puter can contact them, using the following syntax, where ipaddress is the address of
the DNS server:

ping ipaddress

If the ping test fails, you know that either the DNS server is not running at all, or a net-
work connectivity problem is preventing the client from accessing the DNS server. If
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you have already checked the client computer’s general network connectivity, there
might be a problem with the router or other connection device that provides access to
the network on which the DNS server is located. If this is the case, follow the protocol
established at your organization for troubleshooting a network connectivity problem.
This protocol might require you to escalate the incident to another technician, or to
begin the troubleshooting process yourself. In either case, if the client’s computer can
access the network and is configured with the correct DNS server addresses, you can
be sure that the problem lies elsewhere in the network.

Troubleshooting DNS Server Problems

If a client computer is able to access the network, and you have ruled out other net-
work connectivity problems, the cause of the name resolution failures lies in the DNS
server itself. A variety of conditions can prevent DNS servers from fulfilling their func-
tions, as described in the following sections.

Non-Functioning DNS Servers

If a client is unable to ping a DNS server, and there is no client configuration or net-
work connectivity problem, the DNS server itself might not be functioning, or might be
suffering from its own configuration or connectivity problem. Assuming the server is
turned on and the operating system is running as it should, you should begin by check-
ing the server’s own TCP/IP client configuration parameters.

DNS and TCP/IP Configuration

Windows Server 2003 DNS servers should have static IP addresses. If the server is
configured to obtain its IP address from DHCP, then make sure that the DHCP
server is manually allocating the address so that it never changes, and that the
DNS server is actually using the IP address that the DNS clients are configured to
use. You can use the same ipconfig/all command to view the DNS server’s IP
address and other TCP/IP settings, whether or not they are assigned by DHCP.

If clients are able to ping the DNS server but are not receiving replies to name resolution
requests, the problem could be that the DNS Server service is not running. Display the
Services console and check to see that its status is Started. In nearly all cases, the Startup
Type selector for the service should be set to Automatic. If the Startup Type selector is
set to Manual, then it is likely that the server restarted and no one manually started the
DNS Server service. If the Startup Type selector for the DNS Server service is Automatic
and the service is not running, either someone stopped it deliberately or a problem
caused it to stop. Check the logs in the Event Viewer console for any indication of a
problem, and check with your colleagues to see if someone is working on the server
and has stopped it for a reason.



4-60

Q

Chapter 4 Planning a Name Resolution Strategy

If you can find no reason for the DNS Server service to have stopped, you can try to
start it again. Then test it carefully to see if it is functioning properly.

Tip To test the functionality of a Windows Server 2003 DNS server, display the server’'s
Properties dialog box in the DNS console and then click the Monitoring tab. Choose whether
you want to perform a simple (iterative) query or a recursive query test and then click Test
Now. Windows Server 2003 also includes a tool called Nslookup.exe, which you can use to
test the functionality of a specific DNS server from any location on the network.

Troubleshooting DNS Server Health

You can use the Dcdiag.exe command-line tool to analyze the state of domain control-
lers in a forest or enterprise and report any problems to assist in troubleshooting. Win-
dows Server 2003 Service Pack 1 (SP1) contains an updated version of the tool that
includes two significant improvements.

DCDiag /test:DNS This set of tests checks the health of DNS settings for your enter-
prise. There are seven new DNS-related tests that you can run individually or simulta-
neously. You can perform these tests on one or all domain controllers in an Active
Directory forest. When the tests have completed, Dcdiag.exe presents a summary of
the results, along with detailed information for each domain controller tested.

Note You can run the new DNS tests only against Windows 2000 Server (SP3 or later) or
Windows Server 2003 family domain controllers.

The new DNS dcdiag test in Windows Server 2003 SP1 uses the following syntax:

dcdiag /test:DNS [/DnsBasic | /DnsForwarders | /DnsDelegation | /DnsDynamicUpdate |
/DnsRecordRegistration | /DnsResolveExtName [/DnsInternetName:InternetName] | /DnsA11]
[/f:LogFile]l [/ferr:ErrLog] /s:DomainController [/e]l [/v]

For example, typing dcdiag /test:DNS /DnsRecordRegistration /s:TargetDCName
/f:LogFileName at a command prompt performs the /DnsBasic test, and also checks if
the address (A), canonical name (CNAME), and well-known service (SRV) resource
records are registered for the target domain controller. It also creates a detailed test results
report in the log file location specified.

DCDiag /test:CheckSecurityError This new test detects security configuration errors
that can cause Active Directory replication to fail, and performs initial diagnosis of the



Lesson 6 Troubleshooting Name Resolution 461

problems. You can perform the CheckSecurityError test on one or all domain control-
lers in an Active Directory forest. The test performs the following operations:

m Checks for the availability of a Key Distribution Center (KDC) in both the destina-
tion and source domain controller’s domains

B Verifies that the destination domain controller can transmit and receive sufficiently
large UDP-formatted packets (used by Kerberos)

m Verifies that the system clock of the destination domain controller is no more than
5 minutes different from the system time of the KDC in the destination and source
domain, and the source domain controller

m Confirms that the root of each naming context on the source domain controller is
configured with the necessary permission

m Confirms that the source and destination domain controller computer accounts are
not disabled, are trusted for delegation, and contain all required service principal
names

When the test has completed, Dcdiag.exe presents a summary of the results for each
domain controller tested and the diagnosis of the security errors encountered.

This test can be run from the command line using the following syntax:
dcdiag /test:CheckSecurityError [/DnsBasic | /DnsForwarders | /DnsDelegation

Optionally, you can add the switch /ReplSource:SourceDC to the command to iden-
tify a specific domain controller as a source in a replication attempt.

Important You can run the CheckSecurityError test against domain controllers running
Windows 2000 Server with SP3 or later, Windows Server 2003 with no service pack
installed, and Windows Server 2003 with SP1. However, you can only execute the test itself
on a domain controller that is running Windows Server 2003 with SP1.

Troubleshooting Incorrect Name Resolutions

In some cases, client computers are able to complete the DNS name resolution process,
but the DNS server supplies them with outdated or incorrect information. If the clients
are attempting to resolve names for which the DNS server is the authoritative source,
it is possible that the DNS server has bad information in its resource records. This could
be attributable to any of the following causes:

B Incorrect resource records If your DNS servers rely on administrators to man-
ually create and modify resource records, the possibility of typographical errors
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always exists. If this is the case, the only solution is to manually check and correct
the resource records on the server.

m Dynamic updates failed to occur If you have configured your DNS servers to
use dynamic updates, and those updates have not occurred for any reason, the
server’s resource records could contain incorrect or outdated IP addresses. In this
event, you can correct the resource records manually, or trigger a new dynamic
update by traveling to the computer whose resource record is wrong and typing
ipconfig /registerdns at a command prompt. This causes the DNS client on the
computer to re-register its IP address with the DNS server. If dynamic updates still
fail to occur, check to see whether the server supports them and is configured to
accept them.

B Zone transfers failed to occur If the DNS server is incorrectly resolving names
from a secondary zone, it is possible that a zone transfer has failed to occur, leav-
ing outdated information in the secondary zone database file. Try to manually trig-
ger a zone transfer. If the zone transfer still does not occur, the problem might be
due to incompatible DNS server implementations, such as different compression
formats or unsupported resource record types. If this is the case, you might have
to update the secondary zone’s resource records manually, until you can update
one or both servers to compatible DNS software implementations.

If the DNS server supplying incorrect information is not the authority for the names it is
resolving, it is possible that the server’s cache contains incorrect or outdated informa-
tion. The best solution for this problem is to clear the cache, which you do in Windows
Server 2003 by clicking the server’s icon in the DNS console and, from the Action menu,
selecting Clear Cache.

Caution DNS servers supplying incorrect information, whether from their own zones or
from the cache, might be doing so because an unauthorized user has planted the incorrect
information or polluted the cache. See Lesson 5 of this chapter for more information on DNS-
related security hazards, and techniques for protecting your servers from them.

Troubleshooting Outside Name Resolution Failures

In some cases, you might discover that a DNS server can successfully resolve names for
which it is the authority, but fails to resolve names in other domains. This problem is
typically due to a recursion failure, meaning that the server is not forwarding queries
for other domains to the appropriate place, or is not forwarding queries at all.

One possible cause of recursion failures is that the server is configured with incorrect
root hints. The root hints are a DNS server’s list of root name server addresses, which
it uses to resolve names outside its domain. If the server cannot contact one of the root
name servers, it cannot discover the IP addresses of the authoritative servers for the
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domain that contains the name it is trying to resolve. The DNS server in Windows
Server 2003 comes preconfigured with root hints for the Internet root name servers, as
shown in Figure 4-18.
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Figure 4-18 The Root Hints tab in a DNS server’s Properties dialog box

Off the Record The addresses of the Internet root name servers rarely change, and it is
not likely that a Windows DNS server would be unable to contact even one of these servers,
unless someone modifies the root hints. It is more common for a network connectivity prob-
lem to be affecting the server’'s communication with the root name servers.

Incorrect root hints are more likely to cause problems in a DNS namespace that is iso-
lated from the Internet and contains its own internal root. If this is the case, the person
who initially configured the DNS server probably forgot to add the internal root name
server to the list of root hints, or typed the root name server’s address incorrectly. Cor-
recting the root hints in the DNS console should resolve the problem.

It is also possible that the server is configured not to use recursion at all. Windows
Server 2003 DNS servers use recursion by default, but it is possible to prevent the
server from using recursion by selecting the Disable Recursion check box under Server
Options in the Advanced tab in the server’s Properties dialog box. You can also prevent
recursion when configuring a Windows DNS server to use forwarders. When you dis-
play a DNS server’s Properties dialog box, you can select the Do Not Use Recursion For
This Domain check box. This prevents the server from using any recursion, should the
forwarder be unable to resolve a name. If you require the server to use recursion, be
sure that these options are not selected.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. A DNS server that can resolve names for which it is the authority, but not other
names, is experiencing a failure in which of the following processes?

a. Zone transfer
b. Dynamic update
c. Authentication
d. Recursion

2. Which of the following is not a reason for a DNS server to supply an incorrect IP
address for a name for which it is authoritative?

a. An incorrect IP address is in the root hints list.
b. A zone transfer failed to occur.

c. A dynamic update failed to occur.

d. A typographic error is in a resource record.

3. When a client can successfully ping a DNS server, but fails to receive any response
to a name resolution query from that server, which of the following might be the
cause of the problem?

a. The server is not the authority for the requested name.
b. The server’s cache is polluted.
c. The DNS Server service is not started.

d. The server has an incorrect IP address.

Lesson Summary

B When a client computer is unable to resolve a DNS name, and the DNS server is
functioning properly, the problem is usually due to a client configuration or net-
work connectivity problem.

m Use Ipconfig.exe to display a computer’s TCP/IP configuration settings, Ping.exe
to test TCP/IP connectivity, and Nslookup.exe to test a DNS server’s name resolu-
tion capabilities.

m If a Windows Server 2003 DNS server computer is accessible from the network but
is not resolving names, the DNS Server service might not be running.
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B A DNS server might supply outdated or incorrect name resolution information
because of an error in a resource record, a dynamic update failure, or a zone trans-
fer failure.

B A DNS server that can resolve names for which it is authoritative, but not other
names, might have incorrect root hints, or its recursion capabilities might be disabled.

Case Scenario Exercise

You are the network infrastructure design specialist for Litware Inc., a manufacturer of
specialized scientific software products, and you have already created a network
design for their new office building, as described in the Case Scenario Exercise in
Chapter 1. The office building is a three-story brick structure built in the late 1940s,
which has since been retrofitted by various tenants with several different types of net-
work cabling. Your network design for the building calls for the installation of four
LANs, each of which is connected to a fifth, backbone network. The backbone is con-
nected to the company’s home office using a T-1 leased line, and a second T-1 con-
nects the backbone to an ISP’s network, for Internet access.

The network in the new building uses the Active Directory directory service, with four
computers that run Windows Server 2003 functioning as domain controllers. Each of
the four domai